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1. Introduction

At the last CT1 meeting, a general security header was introduced in TR 24.801. Due to size restrictions, this header is not suitable for the service request message. The present contribution proposes a layout for the "security header" of the service request message which actually contains the complete content of the service request message.

2. Reason for Change

The layout of the service request message needs to be defined. The following requirements are available:

1) Firstly there is the requirement from RAN2 to limit the length of the Service Request (not including the S-TMSI which is sent in a separate RRC message) to 32 bits or less (C1-072907). This limit was in principle confirmed in the following exchange of LSs between SA2 and RAN2 (C1-080024/C1-080344).

2) From SA3 there is a requirement to have a MAC of at least 16 bit (C1-072606). This leaves us with 16 bit at out free disposal.

3) There are some additional parameters, KSI (3 bit) and NAS sequence number (4 bits), NAS message type or Service Request Cause (= service type) (6 or 4 bit) mentioned in (C1-072281). In the following proposal we have slightly changed the format of the sequence number to 5 bits.
SA2 has meanwhile decided to remove the service type parameter from their stage 2. – We think that this needs to be further analyzed by CT1, but for the time being, we propose to reserve 2 bits in the message as spare bits.
3) Finally we have information from RAN2 that they intend to provide the S-TMSI to the MME as a separate parameter in the RRC Connection Request message not only for the service request, but also for periodic TAU and detach. Furthermore, they do not intend to provide any further information that would allow a discrimination between these cases. This means that the eNB will always have to include the S-TMSI over S1 whenever it is provided by the UE in the RRC Connection Request. 

For the MME this means that either we have to determine that the NAS message is a service request from the length of the message (4 octets), or we find an encoding which follows the to some extent the normal layer 3 message layout, but nevertheless allows us to include all necessary information.

Our preference is to go for the second alternative, although this requires a little misuse of the security header type parameter (see below).
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301, v 0.2.0.
* * * First Change * * * *

13.3
General security header

The NAS messages shall be encrypted and integrity protected if a valid NAS security context exists and security functions are started. The following figure 13.3.1 shows the organization of the security header together with the NAS message:
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Figure 13.3.1: General security header
Editor's note: It is FFS how the NAS message IE is organized, i.e. concatenated or piggybacked.

13.4
Security header for service request

The service request message does not comply with the message organization of a standard layer 3 message management. The complete content of the service request message is encoded in the security header.
NOTE:
Because of the size restriction to 32 bits the message type is encoded as part of the security header type, and only parts of the sequence number and the message authentication code can be included.
The following figure 13.4.1 shows the organization of the service request message:
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Figure 13.4.1: Security header for the SERVICE REQUEST message 
(Security header type = '11xx')
For the encoding of the parameters protocol discriminator and security header type see subclauses 13.5.1 and 13.5.2.

Editor's note: The encoding of the key set identifier KSIasme is FFS. 
In the parameter sequence number the UE shall include the 5 least significant bits of the NAS message sequence number (see subclause 13.5.3). 
In the parameter message authentication code the UE shall include the 16 least significant bits of the message authentication code (see subclause 13.5.4). 

13.5
Security header information elements

13.5.1
Protocol discriminator
This IE indicates the protocol discriminator of the message. The total size of this IE is 4 bits. The sender shall encode this IE as EMM protocol discriminator.

13.5.2
Security header type
The Security header type IE occupies parts of the first octet position that in other L3 messages are occupied by the Skip indicator (see 3GPP TS 24.007 [36]), and it includes control bits for the security header. The total size of the Security header type IE is 4 bits.
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Figure 13.5.2.1: Security header type

The Security header type IE can take the values shown in Table 13.5.2.1.

Table 13.5.2.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security header included

	0
	0
	0
	1
	General security header

	
	
	
	
	

	1
	1
	0
	0
	Security header for the service request message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’.

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	


Editor's note: With this encoding, bits 5 and 6 can be used for future extensions of the service request message, e.g. for the introduction of a service type.
13.5.3
Sequence number
This IE includes the NAS message sequence number (SN). The SN IE shall be included in the security header if a valid NAS security context exists and security functions are started.

13.5.4
Message authentication code
The Message authentication code (MAC) information element contains the integrity protection information for the message. The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.401 [40], and the integrity protection shall include all IEs in the security header, except the MAC IE itself, plus all the IEs in the NAS message IE. The MAC IE shall be included in the security header, if a valid NAS security context exists and security functions are started.

13.5.5
NAS message
This IE includes the EMM and/or ESM NAS message(s) according to the 3GPP TS 24.301 [44] which shall be transferred between the peers.

Editor's note: It is FFS how the NAS message is organized, i.e. how many NAS messages it can consists of and which type of NAS messages (EMM and/or ESM) it may consist of.
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1: “Initial” layer 3 NAS message: S-TMSI, all UE cap’s, KSI
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1: “Initial” layer 3 NAS message: S-TMSI, all UE cap’s, KSI
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