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SA3 thanks CT4 for their LS on SAE interworking with Pre-REL8 systems.
As requested by CT4, SA3 discussed solution 6b in the contribution C4-080735 attached to the LS from CT4. It was observed during the discussion that the HI bit in the ME shall be set to 1 only after successful authentication. Otherwise, a Denial of Service attack would become possible. SA3 believes that solution 6b is a viable solution from a security point of view, provided the above observation is taken into account.

The following concern about solution 6b not related to security was raised during the discussion: when an operator upgrades his HLR/HSS to Rel-8 and sends an authentication vector with AMF separation bit set to 1 then, according to solution 6b, the ME sets the HI bit to 1. If, however, the operator discovers problems with this upgrade and therefore reverts to the pre-Rel-8 state of the HLR/HSS then the ME is barred from access to E-UTRAN as long as the pre-Rel-8 state persists. SA3 asks CT4 to assess the validity of this concern as SA3 does not feel competent to do this.
SA3 agrees with CT4 that solution 6b is preferred over solution 4 from a security point of view due to the false sense of security, which solution 4 may give to the user or applications on the UE. However, SA3 also believes that this security disadvantage of solution 4 is not so significant as to completely rule out solution 4. If solution 6b should be found unacceptable for reasons other than security, e.g. the reasons mentioned in the previous paragraph, then solution 4 would also be acceptable to SA3. 
It was further commented during the discussions in SA3 that solution 4 does not fulfil the "no impact" requirement of SA1. It was also commented that solution 6b does not follow the "spirit" of SA1’s "no impact" requirement. It was also commented that solutions 1, 1b and 2 would be preferred from a security point of view as they provide full EPS security. However, SA3 acknowledges that solutions 1, 1b and 2 were abandoned earlier by CT4 due to having too big impact to HN.
SA3 also agrees with CT4 that the issue with solution 6b called issue-A in C4-080735 is minor. Therefore, SA3 could accept a solution 6b, which has no impact on USIMs in Rel-8 or later releases. 

(Reminder on issue-A: when the number of different USIMs used with the ME exceeds a limit set in the ME then the HI bit relating to a USIM used earlier may be deleted. Then the subscriber relating to this USIM whose HI bit was set and then deleted is vulnerable the next time he uses E-UTRAN. This could be avoided by storing the HI bit on the USIM.)
ACTIONS TO CT4:
· SA3 kindly asks CT4 to take the above text into account. SA3 is happy to leave the decision between solutions 6b and 4 for SAE interworking with pre-REL8 systems to CT4 on the condition that these solutions are acceptable to SA1.
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