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1. Introduction

This p-CR proposes to add missing details to the EMM timmers table.
2. Reason for Change

The NAS security mode command procedure makes use of the timer T3460 like guard timer. However, this timer is not described in the EMM timers table for the NAS security mode command procedure yet.
Finally, the acceptance messages of the attach and tracking area update procedures are always integrity protected as stated in 3GPP TS 24.301, and therefore the note 2 in the EMM timer table (UE side) is incorrect.
3. Conclusions

-
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v0.2.0.
* * * First Change * * * *

5.4.2.2.6
Abnormal cases

The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMMAND COMPLETE or SECURITY MODE COMMAND REJECT message is received

The network shall abort the procedure.

b)
Expiry of timer T3460


The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the procedure shall be aborted.

c)
Procedure collision
Editor's note: Details are FFS.
* * * Next Change * * * *

5.4.2.2.2
NAS security mode setup command initiation by the network

The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE. The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message. The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME). The MME shall also start timer T3460.


NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.
* * * Next Change * * * *

10.2
Timers of EPS mobility management

Table 10.2.1: EPS mobility management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3402
	Default 12 min.

NOTE 1


	EMM-DEREGISTERED

EMM-REGISTERED
	At attach failure and the attempt counter is equal to 5.

At tracking area updating failure and the attempt counter is equal to 5.
	ATTACH ACCEPT received

TRACKING AREA UPDATE ACCEPT received

An attach or TAU procedure is triggered by upper layer requests
	Initiation of the attach procedure or TAU procedure

	T3410
	15s
	EMM-REGISTERED-INITIATED
	ATTACH REQUEST sent
	ATTACH ACCEPT received

ATTACH REJECT received
	Start T3411

	T3411
	10s
	EMM-REGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED
	At attach failure due to lower layer failure, T3410 timeout or attach rejected with other causes than those treated in subclause 5.5.1.5.

At tracking area updating failure due to lower layer failure, T3430 timeout or TAU rejected with other causes than those treated in subclause 5.5.3.5.
	ATTACH REQUEST sent

TRACKING AREA UPDATE REQUEST sent
	Retransmission of the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST

	T3412
	NOTE 2
	EMM-REGISTERED
	In EMM-REGISTERED, when EMM-CONNECTED mode is left.
	When entering state EMM-DEREGISTERED or when entering EMM-CONNECTED mode. 
	Initiation of the periodic TAU procedure

	T3416
	30s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of a UMTS authentication challenge
	NAS Security mode control procedure is completed

SERVICE REJECT received

TRACKING AREA UPDATE ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

EMM-DEREGISTERED or EMM-NULL entered
	Delete the stored RAND and RES

	T3417
	5s
	EMM-SERVICE-REQUEST-INITIATED
	SERVICE REQUEST sent
	NAS Security mode control procedure is completed

Bearers have been set up

SERVICE REJECT received
	Abort the procedure

	T3418
	20s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘MAC failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3420
	15s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘synch failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3421
	15s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3430
	15s
	EMM-TRACKING-AREA-UPDATING-INITIATED
	TRACKING AREA UPDATE REQUEST sent
	TRACKING AREA UPDATE ACCEPT received

TRACKING AREA UPDATE REJECT received
	Start T3411

	T3440
	5s
	EMM-REGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED

EMM-REGISTERED
	ATTACH REJECT, DETACH REQUEST, TRACKING AREA UPDATE REJECT or SERVICE REJECT with any of the causes #11, #12, #13, #14 or #15

ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT received with no “follow on proceed” indication
	Signalling connection released
	Release the signalling connection and proceed as described in subclause 5.5.1

	NOTE 1:
The default value of this timer is used if the network does not indicate another value in an EMM signalling procedure.


NOTE 2:
The value of this timer is provided by the network operator during the attach and tracking area update procedures.


Table 10.2.2: EPS mobility management timers – network side

	TIMER NUM.
	TIMER VALUE
	STATE 
	CAUSE OF START
	NORMAL STOP
	ON THE
1st, 2nd, 3rd, 4th EXPIRY (NOTE 1)

	T3413
	NOTE 2
	EMM-REGISTERED
	Paging procedure initiated
	Paging procedure completed
	Network dependent

	T3422
	6s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3450
	6s
	EMM-COMMON-PROC-INIT
	ATTACH ACCEPT sent with GUTI
TRACKING AREA UPDATE ACCEPT sent with GUTI
GUTI REALLOCATION COMMAND sent
	ATTACH COMPLETE received

TRACKING AREA UPDATE COMPLETE received

GUTI REALLOCATION COMPLETE received
	Retransmission of the same message type, i.e. ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT or GUTI REALLOCATION COMMAND

	T3460
	6s
	EMM-COMMON-PROC-INIT
	AUTHENTICATION REQUEST sent
SECURITY MODE COMMAND sent
	AUTHENTICATION RESPONSE received

AUTHENTICATION FAILURE received
SECURITY MODE COMPLETE received

SECURITY MODE REJECT received
	Retransmission of the same message type, i.e. AUTHENTICATION REQUEST
or SECURITY MODE COMMAND

	T3470
	6s
	EMM-COMMON-PROC-INIT
	IDENTITY REQUEST sent
	IDENTITY RESPONSE received
	Retransmission of IDENTITY REQUEST

	Mobile Reachable
	Default 4 min greater than T3412
	All except EMM-DEREGISTERED
	Entering EMM-IDLE mode
	PTP PDU received
	Network dependent, but typically paging is halted on 1st expiry

	NOTE 1:
Typically, the procedures are aborted on the fifth expiry of the relevant timer. Exceptions are described in the corresponding procedure description.

NOTE 2:
The value of this timer is network dependent.
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