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Introduction

CT1 has had various discussions in the past as to the authentication mechanism of multimedia priority. The has been in abeyance for some meetings while a better understanding of the stage 1 is achieved. This document seeks to present the current understanding.

Stage 1 requirements

The stage 1 description is contained in 3GPP TS 22.153.

It has become clear that there are two separate requirements for authentication, dependent on the user community.

· Mechanism 1: As currently defined in the release 8 version of the stage 1:

MPS is a subscription based service. Upon invocation of MPS, the system shall provide preferential treatment for access and core network resources associated with the session. A Service User is assigned a priority level by a regional/national authority i.e., agency authorised to issue priority levels. Upon MPS invocation the calling Service User’s priority level is used to identify the priority to be used for the session being established.

What is defined here is a mechanism where the authorization to use the capability is based purely on appropriate subscription within the IM CN subsystem, and therefore the only level of authorisation is that of authorisation to use the IM CN subsystem. All requests from a privileged user, accompanied by a request to use the priority, will be granted that priority.

· Mechanism 2: As proposed for release 9 version of the stage 1. Here a level of authorization is required that is independent of the authorization to use the IM CN subsystem. This means that the user is required to enter a password (or other key) as part of the access to the system, and only on successful use of the password will the priority be granted.

It is believed that ultimately both mechanisms are expected to coexist.

Identification of which mechanism to use

The Resource-Priority namespace will define which mechanism is used.

Proposed implementation mechanism – Mechanism 1 – release 8

Mechanism 1 does not require additional authentication beyond that of the initial register request to the IM CN subsystem. The right to use the service is held as a subscription option in the HSS. The user can request the service using the Resource-Priority header in the initial request.
Previous discussions in CT1 have identified a mechanism by which the entities can be informed of this privilege at registration time. This can be summarised as follows:
· The S-CSCF learns of the subscription privilege and the priority associated with this user, at the time of registration as part of the normal service profile.

· The P-CSCF learns of the subscription privilege, and the priority associated with this user at the time of registration by including the information in both the reg-event package and also in the P-Associated-URI. 

Previous contributions were C1-070788 discussion of which was recorded as follows:

C1-070788
Authentication to use the multimedia priority service

Type:

Discussion

Source: 
Alcatel-Lucent / Keith Drage

Discussion:
The preference for proposal 2 was expressed.

Status:
NOTED
and in C1-081181:
C1-071181
Authentication to use the multimedia priority service - Requests received from the UE (UE to S-CSCF)

Type:

Discussion

Source: 
Alcatel-Lucent / Keith Drage

Discussion:
Although during CT#36 (Warsaw) meeting it was tentatively agreed that the solution for the discussed problem should be proposal 2 ("Indicate the support in the 2xx response to a REGISTER request"), this discussion was re-opened again.

The discussion paper proposed in section 4 an extension to the P-Associated-URI header for authentication of the usage of RPH. It was questioned, whether the proposal is sufficient, as

· P-Associated-URI header cannot be updated by the network (only in responses to REGISTER request, which is always issued by the user)

· P-Associated-URI header does not necessarily include all registered public user identities of a user

· the indicated information might also be of use for other network entities, e.g. Application Servers, which do not receive the P-Associated-URI header

It was proposed to include the information in the reg-event package. It was indicated, that such an indication would require most likely another IETF extension for the reg-event package (as a new P-header or even a P-header extension, as proposed in the discussion paper, would).

It was said, that the reg-event package based solution bears several problems, e.g.:

· so far only the S-CSCF, P-CSCF and the UE get aware of the information in the reg-event document - if e.g. an IBCF on the route would need this information, it would need to subscribe to the reg-event separately [it was responded, that the IBCF could also read the information from the traversing NOTIFY messages that transport reg-event documents to the UE/P-CSCF - which would be similar to the IBCF reading the P-Associated-URI header, which is destined to the UE]

· the user would need 7 messages (REGISTER / 401 / REGISTER / 200 , SUBSCRIBE / 200, NOTIFY) in order to get aware of the authentication to use the PRIO-MM service. In case of P-Associated-URI this information would be delivered already in the fourth message.

Due to the last argument, some delegates proposed a combined solution of P-Associated-URI and reg-event indication.

The issue will be discussed further. No related CR was provided to the meeting.
Status:
NOTED
Proposed implementation mechanism – Mechanism 2 – release 9

Mechanism 2 requires an application server in order to collect any password required from the user. Until the application server as successfully validated the password, no priority can be granted to any request.
Once authorisation has been granted, then it is available for use on this request, and possibly in other follow on requests, but not for other requests from the same user.

Entities in the forward path from the application server (i.e. towards the terminating user) use the Resource-Priority header to indicate the priority should be applied to this request.
The problem of informing entities earlier in the path has (i.e. towards the requesting user) has been discussed in IETF, but not yet resolved. See for example:
http://www.ietf.org/internet-drafts/draft-gunn-sip-req-for-rph-in-responses-00.txt
The disadvantage of this mechanism is that the initial request does not get any form of priority until the authentication has occurred. In a congested system, this means that the initial request itself may not proceed.
Extension to the P-Associated-URI header

The semantic definition of this header is as follows:

   This extension allows a registrar to return a set of associated URIs

   for a registered address-of-record.  We define the P-Associated-URI

   header field, used in the 200 OK response to a REGISTER request.  The

   P-Associated-URI header field transports the set of Associated URIs

   to the registered address-of-record.

   An associated URI is a URI that the service provider has allocated to

   a user for his own usage.  A registrar contains information that

   allows an address-of-record URI to be associated with zero or more

   URIs.  Usually, all these URIs (the address-of-record URI and the

   associated URIs) are allocated for the usage of a particular user.

   This extension to SIP allows the UAC to know, upon a successful

   authenticated registration, which other URIs, if any, the service

   provider has associated to an address-of-record URI.

   Note that, generally speaking, the registrar does not register the

   associated URIs on behalf of the user.  Only the address-of-record

   which is present in the To header field of the REGISTER is registered

   and bound to the contact address.  The only information conveyed is

   that the registrar is aware of other URIs to be used by the same

   user.

   It may be possible, however, that an application server (or even the

   registrar itself) registers any of the associated URIs on behalf of

   the user by means of a third party registration.  However, this third

   party registration is out of the scope of this document.  A UAC MUST

   NOT assume that the associated URIs are registered.

   If a UAC wants to check whether any of the associated URIs is

   registered, it can do so by mechanisms specified outside this

   document, e.g., the UA may send a REGISTER request with the To header

   field value set to any of the associated URIs and without a Contact

   header.  The 200 OK response will include a Contact header with the

   list of registered contact addresses.  If the associated URI is not

   registered, the UA MAY register it prior to its utilization.

From the above, usage of the header field in respect of the above purpose would require some additional text to be agreed by IETF.

The syntax of the header is as follows:

      P-Associated-URI       = "P-Associated-URI" HCOLON

                               (p-aso-uri-spec)

                               *(COMMA p-aso-uri-spec)

      p-aso-uri-spec         = name-addr *(SEMI ai-param)

      ai-param               = generic-param

It would appear that we need to extend the ai-param field with appropriate header field parameters.

In order to conduct the authentication properly, we need to know:

· that the user of this public user identity is entitled to use the Resource-Priority header;

· the namespace or namespaces that the user is entitled to use;

· the highest value within the namespace that the user is entitled to use.

Any extension to cover this should not preclude other similar extensions in the future.

As such we need a P-Associated-URI header that would look something like:

P-Associated-URI: <sip:user1_public2@home1.net>;RPHnamespace=wps.4; RPHnamespace=ets.3, <sip:user1_public3@home1.net>;RPHnamespace=wps.3, <sip:+1-212-555-1111@home1.net;user=phone>
The extended ABNF would look like:

      P-Associated-URI       = "P-Associated-URI" HCOLON

                               (p-aso-uri-spec)

                               *(COMMA p-aso-uri-spec)

      p-aso-uri-spec         = name-addr *(SEMI ai-param)

      ai-param               = RPHparam / generic-param
      RPHparam               = "RPHnamespace" EQUAL namespace "." r-priority

   namespace and r-priority are defined in RFC 4412.
The RPHparam is a header field parameter to the P-Associated-URI header and should be registered by IANA as such.

Extension to the reg-event package

To be added.
