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Abstract

This contribution summarises the current GEOPRIV documentation within IETF. This contribution represents those IETF RFCs and drafts that have been allocated to the GEOPRIV working group. The charter is at http://www.ietf.org/html.charters/geopriv-charter.html.

1
Introduction

Sections highlighed in YELLOW indicate documents that are currently required by 3GPP to complete Release 5. Sections highlighed in BLUE indicate documents that are currently required by 3GPP to complete Release 6. Sections highlighed in GREEN indicate documents that are currently required by 3GPP to complete Release 7. Sections highlighed in MAGENTA indicate documents that are currently required by 3GPP to complete Release 8.
2
Completed request for comments

Each distinct version of an Internet standards-related specification is published as part of the "Request for Comments" (RFC) document series. This archival series is the official publication channel for Internet standards documents and other publications of the IESG, IAB, and Internet community. 

Some RFCs document Internet Standards.  These RFCs form the 'STD' subseries of the RFC series [4].  When a specification has been adopted as an Internet Standard, it is given the additional label "STDxxx", but it keeps its RFC number and its place in the RFC series.

Note that certain standards bodies insist that an RFC must be an Internet Standard before it can be referenced in a published standard.

2.1
Geopriv requirements

Contained in: http://www.ietf.org/rfc/rfc3693.txt

Location-based services, navigation applications, emergency services, management of equipment in the field, and other location-dependent services need geographic location information about a Target (such as a user, resource or other entity).  There is a need to securely gather and transfer location information for location services, while at the same time protect the privacy of the individuals involved.

This document focuses on the authorization, security and privacy requirements for such location-dependent services.  Specifically, it describes the requirements for the Geopriv Location Object (LO) and for the protocols that use this Location Object.  This LO is envisioned to be the primary data structure used in all Geopriv protocol exchanges to securely transfer location data. 

Original draft name was draft-ietf-geopriv-reqs-04.txt

Category: Informational

2.2
Threat Analysis of the Geopriv Protocol

Contained in: http://www.ietf.org/rfc/rfc3694.txt

This document provides some analysis of threats against the Geopriv protocol architecture.  It focuses on protocol threats, threats that result from the storage of data by entities in the architecture, and threats posed by the abuse of information yielded by Geopriv.  Some security properties that meet these threats are enumerated as a reference for Geopriv requirements. 

Original draft name was draft-ietf-geopriv-threat-analysis-01.txt

Category: Informational

2.3
Dynamic Host Configuration Protocol Option for Coordinate-based Location Configuration Information

Contained in: http://www.ietf.org/rfc/rfc3825.txt

This document specifies a Dynamic Host Configuration Protocol Option for the coordinate-based geographic location of the client. The Location Configuration Information (LCI) includes latitude, longitude, and altitude, with resolution indicators for each. The reference datum for these values is also included.

Category: Proposed standard.

2.4
A Presence-based GEOPRIV Location Object Format

Contained in: http://www.ietf.org/rfc/rfc4119.txt

This document describes an object format for carrying geographical information on the Internet. This location object extends the Presence Information Data Format (PIDF), which was designed for communicating privacy-sensitive presence information and which has similar properties.
Proposed standard
2.5
A Presence Architecture for the Distribution of GEOPRIV Location Objects

Contained in: http://www.ietf.org/rfc/rfc4079.txt

Geopriv defines the concept of a 'using protocol', a protocol that carries Geopriv location objects. Geopriv also defines various scenarios for the distribution of location objects that require the concept of subscriptions and asynchronous notifications. This document examines some existing IETF work on the concept of presence, shows how presence architectures map onto Geopriv architectures, and moreover demonstrates that tools already developed for presence could be reused to simplify the standardization and implementation of Geopriv.

Informational.

2.6
Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information

Contained in: http://www.ietf.org/rfc/rfc4676.txt
This document specifies a Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) option conaining the civic location of the client or the DHCP server.  The Location Configuration Information (LCI) includes information about the country, administrative units such as states, provinces and cities, as well as street addresses and building information. The option allows multiple renditions of the same address in different scripts and languages.

Superceded by RFC 4776. Obsolete.
2.7
Location Types Registry

Contained in: http://www.ietf.org/rfc/rfc4589.txt

This document creates a registry for describing the types of places a human or end system might be found.  The registry is then referenced by other protocols that need a common set of location terms as protocol constants.  Examples of location terms defined in this document include aircraft, office, and train station.  

Proposed standard.

2.8
A Document Format for Expressing Privacy Preferences

Contained in: http://www.ietf.org/rfc/rfc4745.txt
This document defines a framework for authorization policies controlling access to application specific data.  This framework combines common location- and presence-specific authorization aspects.  An XML schema specifies the language in which common policy rules are represented.  The common policy framework can be extended to other application domains.
Proposed standard.
2.9
Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) Option for Civic Addresses Configuration Information

Contained in: http://www.ietf.org/rfc/rfc4776.txt
This document specifies a Dynamic Host Configuration Protocol (DHCPv4 and DHCPv6) option containing the civic location of the client or the DHCP server.  The Location Configuration Information (LCI) includes information about the country, administrative units such as states, provinces, and cities, as well as street addresses, postal community names, and building information.  The option allows multiple renditions of the same address in different scripts and languages.  

RFC 4776 is being published to correct an error in the assignment of the numeric value of the DHCPv6 option-code in RFC 4676 (Section 3.2). This document obsoletes RFC 4676.
Proposed standard.
2.10
Revised Civic Location Format for Presence Information Data Format Location Object (PIDF-LO)
Contained in: http://www.ietf.org/rfc/rfc5139.txt
This document defines an XML format for the representation of civic location.  This format is designed for use with PIDF Location Object (PIDF-LO) documents.  The format is based on the civic address definition in PIDF-LO, but adds several new elements based on the civic types defined for DHCP, and adds a hierarchy to address complex road identity schemes.  The format also includes support for the xml: lang language tag and restricts the types of elements where appropriate.

Proposed standard.

3
Internet drafts identified as work items by the working group or as chartered items

Editor’s note: During the run up to an IETF meeting, there may be a delay between the submission of an internet draft, and the formal posting of the internet draft. I have adopted the policy of identifying only those versions that have been officially posted, although this may delay inclusion in this document by a few days.

During the development of a specification, draft versions of the document are made available for informal review and comment by placing them in the IETF's "Internet-Drafts" directory, which is replicated on a number of Internet hosts.  This makes an evolving working document readily available to a wide audience, facilitating the process of review and revision.

An Internet-Draft that is published as an RFC, or that has remained unchanged in the Internet-Drafts directory for more than six months without being recommended by the IESG for publication as an RFC, is simply removed from the Internet-Drafts directory.  At any time, an Internet-Draft may be replaced by a more recent version of the same specification, restarting the six-month timeout period.

An Internet-Draft is NOT a means of "publishing" a specification; specifications are published through the RFC mechanism described in the previous section.  Internet-Drafts have no formal status, and are subject to change or removal at any time.

Under no circumstances should an Internet-Draft be referenced by any paper, report, or Request-for-Proposal, nor should a vendor claim compliance with an Internet-Draft.

Note: It is acceptable to reference a standards-track specification that may reasonably be expected to be published as an RFC using the phrase "Work in Progress"  without referencing an Internet-Draft. This may also be done in a standards track document itself  as long as the specification in which the reference is made would stand as a complete and understandable document with or without the reference to the "Work in Progress".

3.1
Carrying Location Objects in RADIUS

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-radius-lo-19.txt

Expires: July 2008
This document describes RADIUS attributes for conveyingaccess network ownership and location information based on a civil and geospatial location location format in Remote Authentication Dial In User Service (RADIUS) and Diameter.

The distribution of location information is a privacy sensitive task. Dealing with mechanisms to preserve the user's privacy is important and addressed in this document.

WGLC initiated 11th July 2006 to complete 1st August 2006. Publication requested 18th October 2006. Went back to working group 1st June 2007. Publication requested 22nd February 2008. IESG last call initiated 23rd April 2008 to complete 7th May 2008. Currently in state: In last call.
##3.2
GEOPRIV PIDF-LO Usage Clarification, Considerations and Recommendations

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-pdif-lo-profile-11.txt

Expires: August 2008
The Presence Information Data Format Location Object (PIDF-LO) specification provides a flexible and versatile means to represent location information.  There are, however, circumstances that arise when information needs to be constrained in how it is represented so that the number of options that need to be implemented in order to make use of it are reduced.  There is growing interest in being able to use location information contained in a PIDF-LO for routing applications.  To allow successfully interoperability between applications, location information needs to be normative and more tightly constrained than is currently specified in the PIDF-LO. This document makes recommendations on how to constrain, represent and interpret locations in a PIDF-LO.  It further recommends a subset of GML that MUST be implemented by applications involved in location based routing.

WGLC last call initiated on –04 version 4th May 2006 to complete 19th May 2006. Publication requested 4th January 2008. Currently in state: AD Evaluation.
3.3
A Document Format for Expressing Privacy Preferences for Location Information

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-policy-15.txt

Expires: September 2008
This document defines an authorization policy language for controling access to location information. It extends the Common Policy authorization framework to provide location-specific access control. More specifically, this document defines condition elements specific to location information in order to restrict access based on the current location of the Target.  Furthermore, it offers location- specific transformation elements to reduce the granularity of the returned location information.
IESG last call initiated 15th February 2007 to complete 1st March 2007. Currently in state: AD Is Watching:: AD Followup.

3.4
A Document Format for Filtering and Reporting Location Notications in the Presence Information Document Format Location Object (PIDF-LO)

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-loc-filters-01.txt

Expires: September 2007
This document describes filters which limit asynchronous location notifications to compelling events.  The resulting location information is conveyed in existing location formats wrapped in GEOPRIV privacy extensions to the Presence Information Document Format (PIDF-LO).  Location disclosure is limited to voluntary disclosure by a notifier that possesses credentials for the named resource.

Draft expired and removed from internet drafts directory.

3.5
GEOPRIV Layer 7 Location Configuration Protocol; Problem Statement and Requirements
Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-l7-lcp-ps-07.txt
Expires: September 2008
This document provides a problem statement, lists requirements and captures discussions for a GEOPRIV Layer 7 Location Configuration Protocol (LCP).  This protocol aims to allow an end host to obtain location information, by value or by reference, from a Location Information Server (LIS) that is located in the access network.  The obtained location information can then be used for a variety of different protocols and purposes.  For example, it can be used as input to the Location-to-Service Translation Protocol (LoST) or to convey location within SIP to other entities.

WGLC initiated 6th February 2006 to complete 20th February 2006 on -00 version. WGLC initiated 30th April 2008 to complete by 16th May 2008 on -07 version.
3.6
Binary to Decimal Conversion for Location Configuration Information

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-binary-lci-01.txt
Expires: June 2008
This document describes the nature of the data expressed in the geographic LCI defined in RFC 3825, and includes examples of conversion from its binary format to decimal character strings.
3.7
HTTP Enabled Location Delivery (HELD)

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-http-location-delivery-07.txt
Expires: October 2008
A Layer 7 Location Configuration Protocol (L7 LCP) is described that is used for retrieving location information from a server within an access network.  The protocol includes options for retrieving location information in two forms: by-value and by-reference.  The protocol is an extensible application-layer protocol that is independent of session-layer.  This document describes the use of Hypertext Transfer Protocol (HTTP) as a transport for the protocol.
WGLC initiated 14th January 2008 to complete 29th January 2008 on -04 version. Publication requested 23rd April 2008. IESG last call initiated 23rd April 2008 to complete 7th May 2008 on -07 version. Currently in state: In last call.
3.8
Requirements for a Location-by-Reference Mechanism

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-lbyr-requirements-02.txt
Expires: August 2008

This document defines terminology and provides requirements relating to a Location-by-Reference approach to handling location information within SIP signaling and other Internet messaging.  

3.9
Discovering the Local Location Information Server (LIS)

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-lis-discovery-00.txt

Expires: June 2008

A method is described for the discovery of a Location Information Server. The method consists of attempting to use a Dynamic Host Configuration Protocol (DHCP) option, followed by a URI-enabled NAPTR (U-NAPTR). DHCP options are defined for both IPv4 and IPv6 DHCP. This document also defines a U-NAPTR Application Service for a LIS, with a specific Application Protocol for the HTTP Enabled Location Delivery (HELD) protocol.

3.10
Dynamic Host Configuration Protocol (DHCP) Option for a Location Uniform Resource Identifier (URI)

Contained in: http://www.ietf.org/internet-drafts/draft-ietf-geopriv-dhcp-lbyr-uri-option-00.txt

Expires: August 2008

This document creates a Dynamic Host Configuration Protocol (DHCP) Option for the Location Uniform Resource Identifier (URI) of an endpoint.  For example, an endpoint can be a Session Initiation Protocol (SIP) User Agent (i.e., a phone).  This Location-URI can be included in a UA's signaling messages to inform other nodes of that entity's geographic location, once the URI is dereferenced by a Location Recipient.

4
Internet drafts not yet identified as work items by the working group

Editor’s note: During the run up to an IETF meeting, there may be a delay between the submission of an internet draft, and the formal posting of the internet draft. I have adopted the policy of identifying only those versions that have been officially posted, although this may delay inclusion in this document by a few days.

The following internet drafts have been submitted, have not yet expired, but have not yet been accepted as work items by the working group. This does not preclude them currently being worked upon and being accepted as RFCs by the IESG.

Some of these may be quietly allowed to die, some may have been incorporated into another draft, and some may be under active discussion even though they have not been adopted by the working group.

	Label
	Title
	Expires
	Type
	Charter item

	http://tools.ietf.org/wg/geopriv/draft-busin-geopriv-location-qos-req-01.txt
	Requirements for a Location Quality of Service (QoS) Information Object
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-barnes-geopriv-lo-sec-02.txt
	Security Requirements for the Geopriv Location System
	August 2008
	
	

	http://www.ietf.org/internet-drafts/draft-daviel-html-geo-tag-08.txt
	Geographic registration of HTML documents
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-hain-ipv6-geo-addr-00.txt
	An IPv6 Geographic
	July 2008
	
	

	http://www.ietf.org/internet-drafts/draft-mayrhofer-geo-uri-02.txt
	A Uniform Resource Identifier for Geographic Areas ('geo' URI)
	August 2008
	
	

	http://www.ietf.org/internet-drafts/draft-peterson-geopriv-retransmission-00.txt
	Implications of <retransmission-allowed> for SIP Location Conveyance
	August 2008
	
	

	
	
	
	
	

	http://www.ietf.org/internet-drafts/draft-singh-geopriv-pidf-lo-dynamic-02.txt
	Dynamic Feature Extensions to the Presence Information Data Format Location Object (PIDF-LO)
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-thomson-geopriv-held-beep-01.txt
	A BEEP Binding for the HELD Protocol
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-thomson-geopriv-held-capabilities-03.txt
	Device Capability Negotiation for Device-Based Location Determination and Location Measurements in HELD
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-thomson-geopriv-held-measurements-01.txt
	Using Device-provided Location Measurements in HELD
	June 2008
	
	

	http://www.ietf.org/internet-drafts/draft-thomson-geopriv-location-dependability-01.txt
	Digital Signature Methods for Location Dependability
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-thomson-geopriv-location-quality-00.txt
	Specifying Location Quality Constraints in Location Protocols
	June 2008
	
	

	http://www.ietf.org/internet-drafts/draft-thomson-geopriv-uncertainty-00.txt
	Representation of Uncertainty and Confidence in PIDF-LO
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-tschofenig-geopriv-dhcp-circle-00.txt
	Specifying a Circular Uncertainty Area Using DHCP
	August 2008
	
	

	http://www.ietf.org/internet-drafts/draft-winterbottom-geopriv-deref-protocol-00.txt
	An HTTPS Location Dereferencing Protocol Using HELD
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-winterbottom-geopriv-held-identity-extensions-04.txt
	HELD identity Extensions
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-winterbottom-geopriv-held-context-02.txt
	HELD Protocol Context Management Extensions
	August 2008
	
	

	http://www.ietf.org/internet-drafts/draft-winterbottom-geopriv-held-lis2lis-bcp-00.txt
	Using HELD for Inter-LIS Communication
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-winterbottom-geopriv-lis2lis-req-01.txt
	LIS to LIS Protocol Requirements
	May 2008
	
	

	http://www.ietf.org/internet-drafts/draft-wolf-civicaddresses-austria-01.txt
	Civic Address Considerations for Austria
	August 2008
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