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Introduction 

The stage 2 for service level trace TS 32.422 shows trace configuration and control of a UE performed by the device management server. 
OMA Requirements for trace configuration and control parameters
OMA requirements are listed in OMA-RD-OSPE-V1_0-20050614-C clause 6.4. 
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Stage 2 definitions of trace configuration and control parameters 
The text below from TS 32.422 clause 4.1.2.9.2 lists the control and configuration parameters needed for trace. 
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These parameters are summarized in the table below. 

	Parameter
	Description

	Public user identity
	Logging is done for the specified public user identity only

	Service identification
	Logging is done for the specified service only 

	Trace reference
	3-octet reference that uniquely identifies this trace 

	Start-trigger event
	Logging is initiated when the start trigger event is detected 

	Stop-trigger event
	Logging is stopped when the stop trigger event is detected

	Trace depth
	Indicates the detail of logged data

	Interfaces to trace 
	Selects the interfaces for which signalling is logged 


Start triggering events for the P-CSCF and S-CSCF is given as a list of SIP methods in TS 32.422 clause 5.1 and the start triggering event is expanded in clause 5.1a to include: 
The Service Level Tracing Start Trigger Event shall include:

· Public User Identity (M);

· Service identification (M);

· Trace reference (M);

· Service level tracing counter (M); 
The service level tracing counter is incremented on a hop-by-hop basis to indicate the sequence of trace records recorded across all IMS NEs. 

The EM (UE) and the interactions between the EM (UE) and the UE shall be achieved using OMA Device Management [18].

Device management server initiation of trace 
TS 32.422 clause 4.2.3.5.2 states that the device management server can initiate tracing directly. 
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Therefore an entry is required in the managed object to allow the device management server to trigger trace directly. 
Content of a Managed Object for IMS Service Level Trace 
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When the EM sends the Trace Session activation to the HSS it shall include the following trace and configuration parameters in the message:


Public User Identity (i.e. Identity of user initiating/terminating the service to be traced) (M)


Service identification (M)


Trace reference (M)


Triggering events for HSS (M)


Trace depth for HSS (M)


List of NE types (M)


Triggering events for S-CSCF (M), I-CSCF (M), P-CSCF (M), AS (M), BGCF (M), MRF (M), MGCF (M)


Trace depth for S-CSCF (M), I-CSCF (M), P-CSCF (M), AS (M), BGCF (M), MRF (M), MGCF (M)


When the EM sends the Trace Session activation to the HSS it may include the following trace and configuration parameters in the message if required:


List of interfaces for HSS (O)


List of interfaces for S-CSCF (O), I-CSCF (O), P-CSCF (O), AS (O), BGCF (O), MRF (O), MGCF (O).





A Trace recording session(s) may be initiated at a UE (both originating and terminating) when it detects a start trigger event initiated directly by the Device Management server for the purpose of allowing not only SIP information related to the service to be traced, but also information relating to the processes performed by the UE to support the initialization of the service.


Upon the detection of a triggering event the UE shall include in the appropriate outgoing SIP (service) signalling message (i.e. the outgoing signalling messages associated with the service to be traced) a service level tracing Start Triggering Event. 





Trace reference 


[SLT-HL-7] The Service Provider or other authorised actor MUST be able to correlate the service to be traced, as indicated in the marking request, with trace information retrieved from across components of a service chain.


[SLT-HL-8] The Service Provider MUST be able to identify and distinguish between all trace activities initiated by multiple devices at a single component.


Managed object 


[SLT-AC-2] OSPE MUST provide a mechanism to allow a Service Provider or other authorized actor to initiate a marking request.


[SLT-AC-3] OSPE MUST provide a mechanism for a Service Provider or any other authorised actor to unmark a marked device/component.


Start trigger 


[SLT-AC-7] OSPE MUST provide a mechanism that allows the Service Provider or any other authorised actor to specify the criteria that causes the marking request to take affect, i.e. the service to be traced and the time at which an indication for requiring SLT is included in a signalling message.








