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1. Overall Description:

CT1 would like to thank SA3 for their LS on Handling of IMEI(SV) on E-UTRAN.
CT1 has discussed the requirements provided in the LS by SA3,

· The IMEI shall be securely stored in the terminal.

· The UE shall provide its equipment identifier IMEI(SV) to the network, if the network asks for it.

· The IMEI(SV) shall be sent in the NAS protocol.

· The UE shall not send the IMEI(SV) to the network on a network request before the NAS security has been activated.

and understands that especially the fourth requirement, which is a restriction to the second requirement, is new compared to legacy systems. 

Since SA3 explained that it is the intention to prevent both passive and active tracking of the UE, CT1 assumes that the "activation of NAS security" in requirement 4 actually means activation of both ciphering and integrity protection. CT1 kindly asks SA3 to confirm whether CT1's assumption is correct.
Apart from the two examples already given by SA3 ("faulty UE handling" and "early IMEI(SV) check"), CT1 is not aware of additional scenarios in which an identity request for the IMEI(SV) via an unciphered and not integrity-protected connection would be needed regularly.

CT1 notes, however, that as a consequence of requirement 4, it would be impossible to use the features IMEI check and automatic device detection in a network in which ciphering is not activated.
(Note: Automatic device detection is a signalling mechanism by which the home network is automatically notified when a subscriber has changed the ME. The HLR is informed about the identity of the new ME, and the operator can use this information to perform an automatic configuration of terminals for specific applications or services. This is used in existing networks e.g. for MMS.)
CT1 also notes that even if an IMEI(SV) request by an unauthorized entity is prevented by the new requirement for SAE/LTE, it will still be possible to track the UE actively by means of an identity request for IMSI.
Considering the effort required to implement the new requirement for the handling of the IMEI(SV) both in the UE and in the network – (support of a new response message by the UE and the MME, to be sent dependent on the security mode of the signalling connection; error handling e.g. in case of unjustified use of the new response message, presumably with further exception cases for emergency calls) –, CT1 would like to better understand the benefits of preventing unauthorized IMEI(SV) requests.
CT1 understands that for some security threats even a partial solution can be an improvement. E.g. the consequent use of a temporary identifier (TMSI) instead of the IMSI – whenever possible –, can considerably reduce the risk of a passive tracking. In the case of active tracking, however, the facilities needed to perform a tracking by IMSI or by IMEI(SV) are the same; therefore a solution that prevents only one of these attacks seems to be of limited value.
2. Actions:

To SA3 group.

ACTION: 
1) CT1 kindly asks SA3 to confirm CT1's assumption that the "activation of NAS security" in requirement 4 refers to the activation of both ciphering and integrity protection.

2) CT1 kindly asks SA3 to explain the benefits expected from preventing an IMEI(SV) request via a not security-protected connection when the identity request for IMSI via the same connection still remains possible.
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