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1. Discussion

For the MIPv4-FA mode, the UE sends the Registration Request message to the FA. In the RRQ message, the UE should include the care-of address provided by the FA in the care-of address field and this field can not be modified by the FA when the FA forwards the RRQ message to HA, i.e. that FA can not change the care-of address field if the care-of address is unsigned (i.e. zero) in the RRQ message. The UE is require to discovery the FA-CoA and shall include the FA-CoA in the RRQ message.
For the DSMIPv6, if the transport network between the UE and HA(LMA) only supports IPv4, then the UE should discovery the IPv4 address of the HA(LMA) and destination address of IPv4 packet captured the DSMIPv6 message should be the HA(LMA) IPv4 address,  otherwise, the Binding Update message can not be sent or routed to the HA.
For the DSMIPv6, if the transport network between the UE and HA(LMA) only supports IPv4, it is required that the Binding Update message and Binding Acknowledge message should always be sent over UDP whether there is a NAT between UE and HA(LMA).

2. Proposal

Based on the above discussion, it is proposed the following changes to the TR24.801
Begin of change

8.2
Mobility management based on MIPv4 foreign agent mode
Editor's note: This subclause will contain a description of the CT1 aspects of mobility management using MIPv4 in foreign agent (FA) mode. According to 3GPP TS 23.402 [12] the UE can select this protocol for trusted non-3GPP access (reference point S2a). (For an alternative protocol for reference point S2a see subclause 8.3.)

8.2.1
General

This subclause specifies the procedures for Mobile IPv4 FA mode over S2a reference point based on 3GPP TS 23.402 [12]. The scope of the subclause is limited to the communication between the UE and the FA. The messages exchanged between the FA and the home agent are in the scope of 3GPP TR 29.803 [13].
8.2.2
Mobile IP initial attach
Editor's note: This subclause will describe the procedures related to the PDN GW address discovery, the home address assignment and the bootstrapping of a security association between the UE and the PDN GW via the FA.

8.2.2.1
General
The Mobile IPv4 initial attach is performed by the UE to establish a Mobile IPv4 connection with the node acting as home agent. The initial attach involves the following procedures:

-
Discovery of the home agent address. The UE needs to discover the IPv4 address of the node acting as home agent.
-
Discovery of the foreign agent care of address. The UE needs to discover the IPv4 care of address provided by the foreign agent.
-
IPv4 home address assignment. The UE needs to be assigned an IPv4 address to be used as home address in Mobile IPv4 FA mode. The home agent is responsible of assigning the home address to the UE.
-
Security association establishment. The UE needs to establish a security association with the node acting as home agent in order to secure the Mobile IPv4 signalling. This procedure usually consists in a shared key verification and is performed via Mobile IPv4 signalling.
Editor's note: Details of the security association establishment are FFS.

8.2.2.2
UE procedures

When the UE has attached to the non-3GPP access network, it may send a Mobile IPv4 Agent Solicitation as specified in draft-ietf-mip4-rfc3344bis [23].
As soon as it receives a Mobile IPv4 Agent Advertisement from a foreign agent, the UE selects one care-of address included in the Mobility Agent Advertisement Extension, the UE shall send a Registration Request (RRQ) to the foreign agent as specified in [23] with the care-of address included in the care-of address field of the RRQ message. The source address shall be the unspecified address (i.e. 0.0.0.0). The Home Address field shall include the unspecified address. Bits S (simultaneous binding) and D (decapsulation by mobile node) shall be cleared, while bit T (reverse tunneling) shall be set to request reverse tunnelling. The UE shall also include the NAI extension as specified in IETF RFC 2794 [24].
If the UE already knows the IP address of the PDN GW (e.g. when the PDN GW address is pre-configured) the UE shall include that IP address in the Home Agent field. 

If the UE does not know the IP address of the PDN GW, it shall include the unspecified address in the Home Agent field.

Editor's note: It is FFS how the RRQ is authenticated and which extensions shall be included by the UE.
When the UE receives a Registration Reply from the foreign agent, it shall perform the validity checks and process the message as specified in draft-ietf-mip4-rfc3344bis [23]. After receiving a successful Registration Reply, the UE shall store the home agent address and the home address and may start sending data using the home address.
8.2.2.3
Foreign agent procedures

When the foreign agent receives a Mobile IPv4 Agent Solicitation it shall send to the UE a Mobile IPv4 Agent Advertisement as specified in draft-ietf-mip4-rfc3344bis [23]. The Mobile IPv4 Agent Advertisement shall include only the Mobility Agent Advertisement Extension. 

The foreign agent should send an unsolicited Mobile IPv4 Agent Advertisement when it receives a trigger that a new UE has attached to its link. In this case the destination address of the Mobile IPv4 Agent Advertisement shall be the "limited broadcast" address (i.e. 255.255.255.255). 

For both solicited and unsolicited Mobile IPv4 Agent Advertisements, the following bits in the Mobility Agent Advertisement Extension shall be set: R (registration required), F (foreign agent) and T (reverse tunneling) (see draft‑ietf-mip4-rfc3344bis [23]) and a least one care-of address is included in the Mobility Agent Advertisement Extension.

When the foreign agent receives a RRQ from the UE, it shall process it as specified in draft-ietf-mip4-rfc3344bis [23] and 3GPP TS 29.803 [13]. 

If the RRQ is accepted by the network, the foreign agent shall send to the UE a Registration Reply (RRP) as specified in draft-ietf-mip4-rfc3344bis [23].

Editor's note: It is FFS how the RRP is authenticated and which extensions shall be included by the foreign agent.
End of change
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8.4
Mobility management based on DSMIPv6
Editor's note: This subclause will contain a description of the CT1 aspects of mobility management using DSMIPv6. According to 3GPP TS 23.402 [12] the UE can select this protocol for trusted and untrusted non-3GPP access and 3GPP access (reference point S2c).

8.4.1
Mobile IP initial attach

Editor's note: This subclause will describe the procedures related to the PDN GW address discovery, the home address assignment and the bootstrapping of a security association between the UE and the PDN GW when S2c reference point is used.

8.4.1.1
General

The DSMIPv6 initial attach is performed by the UE to establish a DSMIPv6 connection with the node acting as home agent. This is also known as the bootstrapping procedure as the UE establishes a security association with the home agent. The initial attach involves the following procedures:

-
Discovery of the home agent address. The UE needs to discover the IPv6 address of the node acting as home agent. The UE also needs to discover the IPv4 address of the Home Agent if the non-3GPP access network only supports IPv4.
-
Security association establishment. The UE needs to establish a security association with the node acting as home agent in order to secure the Mobile IPv6 signalling.
Editor's note: It is FFS if IKEv2/IPsec (RFC 4877 [18]) or RFC 4285 [19] will be used to secure MIPv6 signalling.

-
IPv6 home address assignment. The UE needs to be assigned an IPv6 address to be used as home address in DSMIPv6. The home agent is responsible of assigning the home address to the UE.
-
IPv4 home address assignment. Optionally, a dual-stack UE can also request to be assigned an IPv4 home address to be used for IPv4-only applications. The home agent is responsible of assigning the IPv4 home address to the UE.
8.4.1.2
UE procedures
8.4.1.2.1
Discovery of the home agent address

The first procedure the UE needs to perform for DSMIPv6 registration is the discovery of the node acting as the home agent.

The UE can discover the IP address of the PDN GW in one of the four following ways:

-
via DNS;

-
via attach procedure for E-UTRAN access;
-
via IKEv2 during tunnel setup to ePDG for untrusted non-3GPP accesses;

-
via DHCPv6.
Editor's note: It is FFS under which conditions the above methods can be used.

A UE performing PDN GW discovery based on DNS shall support the implementation of standard DNS mechanisms. As specified in draft-ietf-mip6-bootstrapping-split [20], the UE shall perform either a DNS lookup based on the home agent name or a DNS query for a SRV record.

In the former case the UE constructs a DNS request, by setting the QNAME to the configured FQDN. If a home agent has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.

Editor's note: It is FFS how the FQDN is constructed from available information. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

Alternatively the UE performs a DNS query for a SRV record, as specified in RFC 2782 [21]. For this purpose it constructs a request with QTYPE set to SRV and QNAME based on a concatenation of the string specified in draft-ietf-mip6-bootstrapping-split [20] and an FQDN including the Network Identifier and the Operator Identifier.

Editor's note: The exact method to construct the QNAME in case QTYPE is set to SRV is FFS.

8.4.1.2.2
Security association establishment and home address assignment

Once the UE has discovered the IP address of the PDN GW, it shall establish a security association with it. During this procedure the UE may also obtain an IPv6 home address.

Editor's note: It is FFS if the security association establishment procedure involves explicit signalling messages. 

Editor's note: The details of IPv6 home address assignment are FFS.

After establishing a security association, the UE shall send a Binding Update message as specified in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11] in order to register its home address and care-of address at the PDN GW.

If there is IPv6 connectivity in the access network, the UE shall send the Binding Update message to the IPv6 address of the home agent. In this Binding Update message the H (home agent) and A (acknowledge needed) bits shall be set.

Editor's note: It is FFS if the Alternate Care-of Address option can be used by the UE to indicate a care-of address different from the source address of the IPv6 packet.

If there is only IPv4 connectivity in the access network, the UE shall send the Binding Update as follows (see draft-ietf-mip6-nemo-v4traversal [11]): the IPv6 packet, with the home address as the Source Address, shall be encapsulated in UDP; the UE shall include the IPv4 care-of address as the Source Address of the outer IPv4 packet and the home agent IPv4 address as the Destination Address of the outer IPv4 packet. The UE shall also include the IPv4 Care-of Address option containing the IPv4 care-of address. In this Binding Update message the H (home agent) and A (acknowledge needed) bits shall be set.
If the UE wants to request also an IPv4 home address, the UE shall include an IPv4 Home Address option with the unspecified address in the Binding Update message, as defined in draft-ietf-mip6-nemo-v4traversal [11].

When the UE receives the Binding Acknowledgement from the PDN GW, it shall validate it based on the rules described in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11]. If the Binding Acknowledgement contains a successful status code, the UE shall create an entry for the registered home address in its Binding Update List and may start sending packets containing its IPv6 home address: the formats of the data packets depend on the connectivity type available in the access network and are specified in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11].

If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option indicating success, the UE shall create two entries in its Binding Update List, one for the IPv6 home address and another for the IPv4 home address. The UE may then send data traffic either with the IPv6 home address or with the IPv4 home address. The details of the data packets formats based on the connectivity type available in the access network are specified in IETF RFC 3775 [25] and draft-ietf-mip6-nemo-v4traversal [11]. If the Binding Acknowledgement contains the NAT Detection option, the UE shall tunnel data packets in UDP and IPv4 as described in draft-ietf-mip6-nemo-v4traversal [11].

8.4.1.3
PDN GW procedures
Editor's note: The details of the security association establishment and IPv6 home address assignment procedures are FFS. 

When the PDN GW receives a Binding Update message from the UE, it shall validate it as described in IETF RFC 3775 [25]. If the PDN GW accepts the Binding Update message, it shall create a new entry in its Binding Cache for UE, marking it as a home registration. The lifetime of this Binding Cache entry is set based on operator's policies. The PDN GW shall not perform a Duplicate Address Detection on the IPv6 home address of the UE. Then the PDN GW shall send a Binding Acknowledgement as specified in IETF RFC 3775 [25].

If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the PDN GW shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message, as specified in draft-ietf-mip6-nemo-v4traversal [11]. 

If in the received Binding Update the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set. 
The PDN GW shall send Binding Acknowledgement over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

When the Binding Cache entry is created for the UE, the PDN GW shall tunnel all packets destined to the IPv6 home address and all packets destined to the IPv4 home address (if present) to the UE's care-of address. The tunnelling method depends on the type of care-of address and is specified in draft-ietf-mip6-nemo-v4traversal [11] and IETF RFC 3775 [25].
8.4.2
Mobile IP handover

Editor's note: This subclause will describe the procedures needed when the UE performs a Mobile IP handover over S2c reference point.

8.4.2.1
General

The DSMIPv6 handover procedure is performed by the UE to update its care-of address at the PDN GW after a movement between two different accesses which implies a change of the local IP address (e.g. a movement from a 3GPP to a non-3GPP access). When this procedure takes place, the UE has already a valid registration at the home agent, which implies that the PDN GW has an entry in its Binding Cache for that UE and a security association to secure DSMIPv6 signalling is in place between the UE and the PDN GW. 

The procedure involves the exchange of a Binding Update and a Binding Acknowledgement between the UE and the PDN GW. For the handover procedure the UE does not need to discover the PDN GW address or set up a security association with it, as these steps are part of the initial attach procedure described in subclause 8.4.1 which is assumed to be already performed.
8.4.2.2
UE procedures

Following a change of access, the UE configures a new IP address on the target access system. The details of IP address configuration can be access specific. 

Editor's note: It is FFS how the UE detects a movement. It is FFS how the IP address can be configured while in the source access system (i.e. optimized handover).
If the access network supports IPv6, as soon as the UE has configured a new IPv6 address, it shall send a Binding Update to the PDN GW including the newly configured IP address as the care-of address. The UE shall always include the IPv6 home address in the Binding Update as specified in IETF RFC 3775 [25]. 

Editor's note: It is FFS if the Alternate Care-of Address option can be used in the Binding Update.
If the UE has been assigned also an IPv4 home address and wants to update also the binding for it, it shall include the IPv4 Home Address option including the assigned IPv4 home address. 

If the UE does not have an IPv4 home address but wants to configure one, it shall include the IPv4 Home Address option with the unspecified address. 

If the access network supports only IPv4, as soon as the UE has configured a new IPv4 care-of address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mip6-nemo-v4traversal [11]. 
8.4.2.3
PDN GW procedures

When the PDN GW receives a Binding Update from the UE, it shall update the Binding Cache entry related to the home address included in the Binding Update.
If the Binding Update is an IPv6 packet, the PDN GW shall update the Binding Cache entry with the care-of address is in the Source Address of the IPv6 header. 

If the Binding Update outer header is an IPv4 header, the PDN GW shall update the Binding Cache entry with the care-of address in the IPv4 Care-of Address option. 
If in the received Binding Acknowledgment the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set. 
The PDN GW shall send Binding Acknowledgement over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

If the Binding Update contains an IPv4 Home Address option with an IPv4 home address previously assigned, the PDN GW shall update also the Binding Cache entry related to the IPv4 home address to the UE. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.
If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the PDN GW shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.
End of change
