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1. Overall Description:

In UTRAN the IMEI/IMEISV query from network side to the UE can happen before the AS or NAS security has been enabled. This allows an unauthenticated network to query static device identifier (IMEI/IMEISV) from the UE and can be used to track the UE passively or actively.

SA3#49 has agreed following requirements to prevent user tracking via the IMEI(SV) for E-UTRAN:

· The IMEI shall be securely stored in the terminal.

· The UE shall provide its equipment identifier IMEI(SV) to the network, if the network asks for it.

· The IMEI(SV) shall be sent in the NAS protocol.

· The UE shall not send the IMEI(SV) to the network on a network request before the NAS security has been activated.

SA3 notes that the UE may decide to send the IMEI unprotected in case of emergency calls, as an exception.

SA3 is aware of some reasons why it potentially might be useful for the network to ask the IMEI before NAS security has been activated, and would like to have feedback whether these or other reasons are strong enough to allow an IMEI(SV) query before NAS security setup completion.

A) As a workaround for faulty UE implementations, where the IMEI(SV) is being used to trigger an exception handling.

One example case dates back to SA3 discussions during the year 2003 when discussing faulty ciphering behaviour of not fully ciphering tested early UE’s for UTRAN. Consequently CRs to TS 33.102 (SP-030476) were approved allowing IMEI queries before completion of the security mode set up procedure. SA3 would like to avoid such an exceptional handling for E-UTRAN.

B) For the checking against the EIR for blacking-listing stolen or misbehaving mobiles, where an early indication of the IMEI may enable avoiding the burden of a full authentication on the network.

2. Actions:

To 3GPP SA2, 3GPP CT1, GSMA DG and GSMA SG groups.
ACTION: 
SA3 kindly asks feedback on the above issues.

3. Date of Next SA3 Meetings:

Ad hoc on IMS and SAE/LTE
11 - 13 Dec 2007 
Sophia Antipolis, France

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD

