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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

Personal Network Management (PNM) is a home network-based application and provides the home network-based management of Personal Network (PN) consisting of multiple devices belonging to a single User.
The present document provides the protocol details for enabling Personal Network management (PNM) services in the IP Multimedia (IM) Core Network (CN) subsystem based on the protocols of Session Initiation Protocol (SIP) and the Session Description Protocol (SDP). 

The present document is applicable to User Equipment (UEs) and Application Servers (AS) providing PNM capabilities.

The present document makes no PNM specific enhancements to SIP, SIP events or SDP specified in 3GPP TS 24.229 [3].

Editor’s Note: If necessary, a general description of the scope applied to the 3GPP Circuit-Switched (CS) domain for instance based on the protocols of CAP, MAP, ISUP and BICC will be added, and hence the following clauses will be updated accordingly.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.259: "Service requirements for Personal Network Management (PNM)". 
[3]
3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[4]
IETF RFC 2246 (1999): "The TLS Protocol Version 1".

[5] 
3GPP TS 24.109: 3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[6]
IETF RFC 4825 (2007): "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)."
[7]
IETF RFC 2616 (1999): "Hypertext Transfer Protocol (HTTP) – HTTP/1.1".

[8]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping architecture".

[9]
3GPP TS 29.328: "IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents".

[10]
3GPP TS 24.228 Release 5: "Signalling flows for the IP multimedia call control based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".

[11]
3GPP TS 29.228: "IP Multimedia (IM) Subsystem Cx and Dx Interfaces; Signalling flows and message contents".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

3.2
Abbreviations 
For the purposes of the present document, the following abbreviations apply:

AS
Application Server

BICC
Bearer Independent Call Control

CAMEL
Customised Applications for Mobile network Enhanced Logic

CAP
CAMEL Application Part

CCCF
Call Continuity Control Function

CN
Core Network

CS
Circuit Switched

GMSC
Gateway MSC

GSM
Global System for Mobile communications

HLR
Home Location Register

HSS
Home Subscriber Server

IM
IP Multimedia

IP
Internet Protocol

ISDN
Integrated Services Digital Network

ISUP
ISDN User Part

MAP
Mobile Application Part
MS
Mobile Station

MSC
Mobile Switching Centre

MSISDN
MS international PSTN/ISDN number

PNM
Personal Network Management
PSI
Public Service Identity

PSTN
Public Switched Telephone Network

SDP
Session Description Protocol

SIP
Session Initiation Protocol

UE
User Equipment

URI
Uniform Resource Identifier

4
Overview of personal network management 
4.1
General
PNM applications consists of the PN UE redirection service and the PN access control , both applying only to the terminating service, as described in 3GPP TS 22.259 [2]. The PN UE redirection is a PNM application that enables redirecting a session addressed to any of the UEs belonging to the PN to a certain UE of their PN, i.e., the default UE for terminating services. The PN access control  is a PNM application that enables Users to exercise PN access control to restrict accesses to certain UEs of their PN. 
In order to make the above happen, the following procedures are provided within this document:

-
procedures for PN-Registration are specified in Clause 6.

-
procedures for PN-Configuration are specified in Clause 7;

-
procedures for PN-Query are specified in Clause 8;

-
procedures for session redirection are specified in Clause 9;

-
procedures for restricting access to certain UEs are specified in Clause 10. 
4.2
Network capabilities
In order to support the PNM services the following network capabilities are assumed:

1)
provision by the home network operator of PNM specific AS on the IM CN subsystem, as specified in 3GPP TS 24.229 [3];

Editor’s Note: network capabilities in CS domain need to be added.
5
Functional entities

5.1
Introduction

5.2
User Equipment (UE)
To be compliant with this document, a UE shall implement the role of a PN UE (see subclause 6.2, subclause 7.2, subclause 8.2, subclause 9.2 and subclause 10.2).
The UE shall implement the XCAP client role as described in Subclause 11.2.1.

The UE shall implement HTTP digest authentication (see 3GPP TS 24.109 [5]).

The UE shall implement Transport Layer Security (TLS) (see RFC 2246 [4]). 

The UE shall initiate a bootstrapping procedure with the bootstrapping server function (BSF) located in the home network, as described in 3GPP TS 24.109 [5]. 
5.3
Application Server (AS)
The PNM AS shall implement the role of a XCAP server (see Subclause 11.2.2).

Editor’s Note: more text is needed.
5.4
Authentication Proxy 
The generic requirements for an authentication proxy are defined in 3GPP TS 24.109 [5].
6
Roles for PN-registration 

6.1
Introduction

6.2
PN UE
6.3
PNM Application
7
Roles for PN-configuration
7.1
Introduction

7.2
PN UE

7.3
PNM application
8
Roles for PN-query

8.1
Introduction

8.2
PN UE

8.3
PNM application
9
Roles for PN UE redirection 
9.1
Introduction

9.2
PN UE

9.3
PNM application
10
Roles for PN access control
10.1
Introduction

10.2
PN UE

10.3
PNM application 
11
Protocol at the Ut reference point

11.1
Introduction

XML Configuration Access Protocol (XCAP) is used to create, read, write, modify and delete data related to the PNM service. XCAP uses the HTTP methods PUT, GET and DELETE for communication over the Ut reference point. 
11.2
Roles

11.2.1
XCAP client

The XCAP client is a logical function as defined in RFC 4825 [6]. The XCAP client provides the means to create, read, write, modify and delete the data used for the PNM services. In doing so, it shall generate an HTTP PUT, or an HTTP GET or an HTTP DELETE request in accordance with RFC 2616 [7].

Editor’s note: The presence of the text above is subject to whether there will be a single and common document addressing the usage of XCAP within 3GPP.
11.2.2
XCAP server

The XCAP server is a logical function as defined in RFC 4825 [6]. The XCAP server stores all data relevant for the PNM services.  When the XCAP server receives an HTTP PUT, HTTP GET or HTTP DELETE request for manipulating the data base, the XCAP server shall first authenticate the request in accordance with 3GPP TS 24.109 [5] and then perform authorization. Afterwards the XCAP server shall perform the requested action and generate a response in accordance with RFC 2616 [7].

Editor’s note: The presence of the text above is subject to whether there will be a single and common document addressing the usage of XCAP within 3GPP.
Annex A (informative):
Example signalling flows 
A.1


Scope of signalling flows
A.2
Introduction
A.2.1
General

The signalling flows provided in this annex follow the methodology developed in 3GPP TS 24.228 [10]. The following additional considerations apply: 
a)
The signalling flows between S-CSCF and PNM AS are shown in the present document.
A.2.2
Key required to interpret signalling flows
The key to interpret signalling flows specified in 3GPP TS 24.228 [10] subclauses 4.1 and 4.2 applies with the additions specified below:

· pnmas.home1.net:1234 represents the Internet host and port number of the PNM AS, which can be obtained by a PN UE from the address (URI) of the resource http://pnmas.home1.net:1234/service.

· PN_user1_public1@home1.net, PN_user1_public2@home1.net, etc. represent the public user identities configured for a PN-user for the PN UE#1. PN_user2_public1@home1.net, PN_user2_public2@home1.net, etc. represent the public user identities configured for a PN-user for the PN UE#2, etc.

· PN_user1_private@home1.net represents the private user identity configured for a PN-user for PN UE#1. PN_user2_private@home1.net represents the private user identity configured for a PN-user for PN UE#2, etc.

· PN_user1_friend_public1@home1.net, PN_user1_friend_public2@home1.net etc represent the public user identities of a PN access control list configured for PN UE#1. PN_user2_friend_public1@home1.net, PN_user2_friend_public2@home1.net etc represent the public user identities of a PN access control list configured for PN UE#2, etc.

In order to differentiate between messages for HTTP, SIP, Diameter and media flows over CS and PS connections, the notation in figure A.2.2-1 is used.
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Figure A.2.2-1: Signalling flow notation 
A.3
Signalling flows 
A.3.2

PN-configuration for PN UE redirection 

The signalling flow in Figure A.3.2-1 describes the message exchange between PN UE and NAF/PNM AS when the PN UE wants to configure the PN settings for the PN UE redirection. The messaging only takes place after a successful bootstrapping procedure (as described in 3GPP TS 33.220 [8]) in which case bootstrapped security association has been established before Step 1. 
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Figure A.3.2-1: Successful PN-configuration for UE redirection 

1.
Initial PN-configuration request (PN UE to NAF/PNM AS) - see example in Table A.3.2-1

The PN UE sends an HTTP request to the NAF/PNM AS containing the configuration request for the PN UE redirection. 

Table A.3.2-1: Initial PN-configuration request (UE to NAF/PNM AS)

PUT /pn/pn-adam HTTP/1.1

Host: pnmas.home1.net:1234

User-Agent: PNM User Agent; Release-6 3gpp-gba

Content-Type: text/xml charset=”utf-8”
Content-Length: (...)

Date: Wed, 31 Oct 2007 10:50:35 GMT

Accept: text/xml

Referrer: http://pnmas.home1.net:1234/service
Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pnmas1.home1.net", nonce="a6332ffd2d234==", uri="pnmclient", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5
<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Request id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp">

  <ConfRequestUserID> "sip:PN_user1_public1@home1.net" </ConfRequestUserID>

  <RedirectedUserID> "sip:PN_user1_public1@home1.net" </RedirectedUserID>

  <RedirectingUserID> "sip:PN_user2_public1@home1.net" </RedirectingUserID>

  <ConfLevel> "global" </ConfLevel>

  <ConfPrio> "1" </ConfPrio>

  </pnm:PN_Configuration_Request>

Request-URI:
The Request-URI (the URI that follows the method name, "PUT", in the first line) indicates the resource of this PUT request. The Request-URI contains the parameter "pn-adam" which indicates to the PNM AS the desired PN is requested to be configured.

Host:
Specifies the Internet host and port number of the PNM AS, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request and it will include the static string "3gpp-gba" to indicate to the application server (i.e., NAF) that the UE supports 3GPP-bootstrapping based authentication.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PNM AS was obtained.

Authorization:
Contains the credentials obtained by means of the bootstrapping procedure (as described in 3GPP TS 33.220 [8]).

XML body:
Contains the settings for the PN UE redirection that the PN-User request the PNM AS to do. In this example, the UE with public user identity <sip: PN_user1_public1@home1.net > request the PNM AS to redirect all sessions, addressing <sip: PN_user2_public1@home1.net >, to <sip: PN_user1_public1@home1.net > with a highest priority equal to one.

2.
Authentication/authorization and UE capability and subscription checking 

NAF/PNM AS verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF (as described in 3GPP TS 33.220 [8]). NAF/PNM AS calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header. If the verification succeeds, the NAF passes the private user identity <sip: PN_user1_private@home1.net> associated with the public user identity <sip: PN_user1_public1@home1.net> to the PNM AS. The PNM AS then authorizes the UE by comparing the received public user identity <sip: PN_user1_public1@home1.net> with the preconfigured one identified by the private user identity <sip: PN_user1_private@home1.net>. If the authorization succeeds, the incoming request is taken in for further processing.


The NAF/PNM AS also performs the PN UE capability and subscription checking. If the checking succeeds, the incoming request is taken in for further processing. 

Note: Performing the PN UE subscription checking it entails the interaction with the HSS over the sh interface (see 3GPP TS 29.328 [9]) which is not shown in the message flow.

3.
Delivery of PN-configuration response (NAF/PNM AS to PN UE) - see example in Table A.3.2-3

The PNM AS sends HTTP 200 OK response to the PN UE to indicate the success of the PN-configuration. 

Table A.3.2-3: Delivery of PN-configuration response (NAF/PNM AS to PN UE) 

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/xml

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Wed, 31 Oct 2007 10:50:36 GMT 

Expires: Wed, 31 Nov 2007 10:50:36 GMT

<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Response id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp">

</pnm:PN_Configuration_Response>

Authentication-Info:
This carries the protection.
A.3.3
PN-configuration for PN access control 

The signalling flow in figure A.3.3-1 describes the message exchange between PN UE and NAF/PNM AS when PN UE wants to configure the PN settings for the PN access control service. The messaging only takes place after a successful bootstrapping procedure (as described in 3GPP TS 33.220 [8]) in which case the bootstrapped security association has been established before step 1.  
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Figure A.3.3-1: Successful initial PN-configuration for PN access control 

1.
Initial PN-Configuration request (PN UE to NAF/PNM AS) - see example in Table A.3.3-1

The PN UE sends an HTTP request to the NAF/PNM AS containing the configuration request for the PN access control. 

Table A.3.3-1: Initial PN-configuration request (UE to NAF/PNM AS)

PUT /pn/pn-adam HTTP/1.1

Host: pnmas.home1.net:1234

User-Agent: PNM User Agent; Release-6 3gpp-gba

Content-Type: text/xml charset=”utf-8”
Content-Length: (...)

Date: Wed, 31 Oct 2007 10:50:35 GMT

Accept: text/xml

Referrer: http://pnmas.home1.net:1234/service
Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pnmas1.home1.net", nonce="a6332ffd2d234==", uri="pnmclient", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5
<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Request id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp">

  <ConfRequestUserID> "sip:PN_user1_public1@home1.net" </ConfRequestUserID>

  <PNController> "sip:PN_user1_public1@home1.net" </PNController>

  <PNControllee> "sip:PN_user2_public1@home1.net" </PNControllee>

  <PNAccessControlList> "sip:PN_user1_friend_public1@home1.net" </PNAccessControlList>

  <PNAccessControlList> "sip:PN_user1_friend_public2@home1.net" </PNAccessControlList>

  <PNAccessControlType> "Controller" </PNAccessControlType>

  </pnm:PN_Configuration_Request>

Request-URI:
The Request-URI (the URI that follows the method name, "PUT", in the first line) indicates the resource of this PUT request. The Request-URI contains the parameter "pn-adam" which indicates to the PNM AS the desired PN is requested to be configured.

Host:
Specifies the Internet host and port number of the PNM AS, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request and it will include the static string "3gpp-gba" to indicate to the application server (i.e., NAF) that the UE supports 3GPP-bootstrapping based authentication.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PNM AS was obtained.

Authorization:
Contains the credentials obtained by means of the bootstrapping procedure (as described in 3GPP TS 33.220 [8]).

XML body:
Contains the settings for the PN access control service that the UE requests from the PNM AS. In this example, the UE with public user identity <sip: PN_user1_public1@home1.net> requests the PNM AS to perform PN access control for all sessions, addressing <sip: PN_user2_public1@home1.net >, except for the case when the callee is either <sip: PN_user1_friend_public1@home1.net> or < sip: PN_user1_friend_public2@home1.net >. Furthermore, the UE indicates in the access control type that the Controller with <sip: PN_user1_public1@home1.net> needs to be interrogated when the PNM AS executes the PN access control.

2.
Authentication/authorization and subscription checking 

As described in Step 2 within Figure A.3.2-1. 
3.
Delivery of PN-configuration response (NAF/PNM AS to PN UE) - see example in Table A.3.3-3
The PNM AS sends HTTP 200 OK response to the PN UE to indicate the success of the PN-Configuration.

Table A.3.3-3: Delivery of PN-configuration response (NAF/PNM AS to PN UE) 

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/xml

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Wed, 31 Oct 2007 10:50:36 GMT 

Expires: Wed, 31 Nov 2007 10:50:36 GMT

<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Response id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp"> 
  </pnm:PN_Configuration_Response>

Authentication-Info:
This carries the protection.
A.3.4
PN-query 

The signalling flow in figure A.3.4-1 describes the message exchange between PN UE and NAF/PNM AS when PN UE wants to obtain the PN setting information from the PNM AS. The messaging only takes place after a successful bootstrapping procedure (as described in 3GPP TS 33.220 [8]) in which case the bootstrapped security association has been established before Step 1.
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Figure A.3.4-1: Successful PN-query 

1.
Initial PN-Query request (PN UE to NAF/PNM AS) - see example in Table A.3.4-1

The PN UE sends an HTTP request to the NAF/PNM AS PN in order to obtain the PN setting information. 

Table A.3.4-1: Initial PN-query request (UE to NAF/PNM AS)

GET /pn/pn-adam HTTP/1.1

Host: pnmas.home1.net:1234

User-Agent: PNM User Agent; Release-6 3gpp-gba

Content-Type: text/xml charset=”utf-8”
Content-Length: (...)

Date: Wed, 31 Oct 2007 10:50:35 GMT

Accept: text/xml

Referrer: http://pnmas.home1.net:1234/service
Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pnmas1.home1.net", nonce="a6332ffd2d234==", uri="pnmclient", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5
<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Query_Request id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp">

  <QueryRequestUserID> "sip: PN_user1_public1@home1.net" </QueryRequestUserID>

  </pnm:PN_Configuration_Request>

Request-URI:
The Request-URI (the URI that follows the method name, "PUT", in the first line) indicates the resource of this PUT request. The Request-URI contains the parameter "pn-adam" which indicates to the PNM AS the desired PN is requested to be queried.

Host:
Specifies the Internet host and port number of the PNM AS, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request and it will include the static string "3gpp-gba" to indicate to the application server (i.e., NAF) that the UE supports 3GPP-bootstrapping based authentication.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PNM AS was obtained.

Authorization:
Contains the credentials obtained by means of the bootstrapping procedure (as described in 3GPP TS 33.220 [8]).

XML body:
In this example, it is assumed that the UE with the public user identity < sip: PN_user1_public1@home1.net > interrogates the PNM AS for the whole set of the PN setting information.

2.
Authentication/authorization and UE capability 

See Step 2 described within Figure A.3.2-1.
3.
Delivery of PN-query response (NAF/PNM AS to PN UE) - see example in Table A.3.4-3

The PNM AS sends HTTP 200 OK response to the PN UE to inform the whole set of the PN setting information.

Table A.3.4-3: Delivery of PN-query response (NAF/PNM AS to PN UE) 

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/xml

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Wed, 31 Oct 2007 10:50:36 GMT 

Expires: Wed, 31 Nov 2007 10:50:36 GMT

<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Response id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp">

  <QueryRequestUserID> "sip:PN_user1_public1@home1.net" </QueryRequestUserID>

  <RedirectedUserID> "sip:PN_user1_public1@home1.net" </RedirectedUserID> 

  <RedirectingUserID> "sip:PN_user1_public2@home1.net" </RedirectingUserID>

  <ConfLevel> "global" </ConfLevel>

  <ConfPrio> "1" </ConfPrio>

  <PrivateController> "sip:PN_user1_public1@home1.net" </PrivateController>

  <PrivateControllee> "sip:PN_user2_public1@home1.net" </PrivateControllee>

  <PrivateAccessControlList> "sip:PN_user1_friend_public1@home1.net"     </PrivateAccessControlList>

  <PrivateAccessControlList> "sip: PN_user1_friend_public2@home1.net" </PrivateAccessControlList>

  <PrivateAccessControlType> "Controller" </PrivateAccessControlType>

</pnm:PN_Configuration_Response>

Authentication-Info:
This carries the protection.

XML body:
Indicates the whole set of the PN setting information related to the UE with the public user identity < sip: PN_user1_public1@home1.net>.
A.3.5
PN-deconfiguration

The signalling flow in figure A.3.5-1 describes the message exchange between PN UE and NAF/PNM AS when PN UE wants to deconfigure the PN settings for the UE redirection service and the PN access control service. The messaging only takes place after a successful bootstrapping procedure (as described in 3GPP TS 33.220 [8]) in which case the bootstrapped security association has been established before step 1.  
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Figure A.3.5-1: Successful initial PN-deconfiguration 

1.
Initial PN-deconfiguration request (PN UE to NAF/PNM AS) - see example in Table A.3.5-1

The PN UE sends an HTTP request to the NAF/PNM AS containing the configuration request for the PN access control service.

Table A.3.5-1: Initial PN-configuration request (UE to NAF/PNM AS)

DELETE /pn/pn-adam HTTP/1.1

Host: pnmas.home1.net:1234

User-Agent: PNM User Agent; Release-6 3gpp-gba

Content-Type: text/xml chartset=”utf-8”
Content-Length: (...)

Date: Wed, 31 Oct 2007 10:50:35 GMT

Accept: text/xml

Referrer: http://pnmas.home1.net:1234/service
Authorization: Digest username="(B-TID)", realm="3GPP-bootstrapping@pnmas1.home1.net", nonce="a6332ffd2d234==", uri="pnmclient", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1", opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5
<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Request id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp">

  <ConfRequestUserID> "sip: PN_user1_public1@home1.net" </ConfRequestUserID>

  </pnm:PN_Configuration_Request>

Request-URI:
The Request-URI (the URI that follows the method name, "DELETE", in the first line) indicates the resource of this DELETE request. The Request-URI contains the parameter "pn-adam" which indicates to the PNM AS the desired PN is requested to be configured. 

Host:
Specifies the Internet host and port number of the PNM AS, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request and it will include the static string "3gpp-gba" to indicate to the application server (i.e., NAF) that the UE supports 3GPP-bootstrapping based authentication.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the PNM AS was obtained.

Authorization:
Contains the credentials obtained by means of the bootstrapping procedure (as described in 3GPP TS 33.220 [8]).

XML body:
In this example, the UE with public user identity <sip: PN_user1_public1@home1.net> wants the PNM AS to delete the whole PN settings established before.

2.
Authentication/authorization and UE capability and subscription checking 

See Step 2 described within Figure A.3.2-1.
3.
Delivery of PN-configuration response (NAF/PNM AS to PN UE) - see example in Table A.3.5-3

The PNM AS sends HTTP 200 OK response to the PN UE to indicate the success of the PN-configuration.

Table A.3.5-3: Delivery of PN-configuration response (NAF/PNM AS to PN UE) 

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Content-Type: text/xml

Content-Length: (...)

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Wed, 31 Oct 2007 10:50:36 GMT 

Expires: Wed, 31 Nov 2007 10:50:36 GMT

<?xml version="1.0" encoding="utf-8"?>

  <pnm:PN_Configuration_Response id="vf_adam_001" xmlns:pnm="PNM-schema-of-3gpp"> 
  </pnm:PN_Configuration_Response>

Authentication-Info:
This carries the protection.

A.3.6
Signalling flows for PN UE redirection in the IM CN subsystem

Figure A.3.6-1 details the signalling flows for PN UE redirection in the IM CN subsystem. 
Editor’s Note 1: Currently some contents of the following detailed SIP message are omitted, e.g. SDP, ServID, GRUU. 
Editor’s Note 2: The signalling flow is to be completed to cover the establishment of the media stream. 
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Figure A.3.6-1: Successful PN UE redirection: in the IM CN subsystem
1. INVITE#1 request (UE to IM CN subsystem entities) –see example in table A.3.6-1 

UE initiates the INVITE request with the Request-URI of the UE-1 to the IM CN subsystem entities.
Table A.3.6-1: INVITE (UE to IM CN subsystem entities)

INVITE sip: PN_user1_public1@home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1@home1.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 69

Route: <sip:scscf@home1.net;lr>
P-Preferred-Identity: "John Doe" <sip:user1_public1@home1.net>

P-Access-Network-Info: 3GPP-UTRAN-TDD; utran-cell-id-3gpp=234151D0FCE11

Privacy: none

From: <sip:user1_public1@home1.net>;tag=171828

To: <sip: PN_user1_public1@home1.net>

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Require: sec-agree
Proxy-Require: sec-agree

Supported: 100rel

Security-Verify: ipsec-3gpp; q=0.1; alg=hmac-sha-1-96; spi-c=98765432; spi-s=87654321; port-c=8642; port-s=7531

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp>

Allow: INVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE
2.
SIP 100 (Trying) response (IM CN subsystem entities to UE)
3.
Evaluation of initial filter criteria

The S-CSCF#1 validates the service profile of this subscriber and evaluates the initial filter criteria.
4. INVITE#1 request (S-CSCF#1 to PNM AS)- see example in table A.3.6-4

Based on the evaluation of initial filter criteria, the S-CSCF#1 forwards the INVITE request with the Request-URI of the UE-1 to the PNM AS.
Table A.3.6-4: INVITE (S-CSCF#1 to PNM AS)

INVITE sip: PN_user1_public1@home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1@home1.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP
   pcscf1@home1.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 68

Route: <sip: pnmas.home1.net;lr>
P-Preferred-Identity: "John Doe" <sip:user1_public1@home1.net>

P-Access-Network-Info: 3GPP-UTRAN-TDD; utran-cell-id-3gpp=234151D0FCE11

Privacy: none

From: <sip:user1_public1@home1.net>;tag=171828

To: <sip: PN_user1_public1@home1.net>

Call-ID: cb03a0s09a2sdfglkj490333 

Cseq: 127 INVITE

Require: sec-agree
Proxy-Require: sec-agree

Supported: 100rel

Security-Verify: ipsec-3gpp; q=0.1; alg=hmac-sha-1-96; spi-c=98765432; spi-s=87654321; port-c=8642; port-s=7531

Contact: <sip:[5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp>

Allow: INVITE, ACK, CANCEL, BYE, PRACK, UPDATE, REFER, MESSAGE

5.
SIP 100 (Trying) response (PNM AS to S-CSCF#1)

6.
PN UE redirection control 

The PNM AS executes the PN UE redirection logic based on the PN-user’s PN configurations and decides to redirect the initial request to the default UE of the PN, e.g. to the UE-2.
7.
INVITE#2 request (PNM AS to S-CSCF#1) - see example in table A.3.6-7

As a result of the PN UE redirection logic execution, the PNM AS sends the redirected INVITE request with the Request-URI of the UE-2 public user identity to the S-CSCF#1.

Table A.3.6-7: INVITE#2 (PNM AS to S-CSCF#1)

INVITE sip: PN_user2_public1@home1.net
Via: SIP/2.0/UDP pnmas.home1.net; brach= z9hG4bK712z34.1, SIP/2.0/UDP scscf#1@home1.net;branch=z9hG4bK764z87.1, SIP/2.0/UDP icscf2@home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP 
   scscf1@home1.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP 
   pcscf1@home1.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 65
Route: <sip:scscf#1@home1.net;lr>

Record-Route: <sip:pnmas.home1.net>, <sip:scscf#1@home1.net;lr>, <sip:scscf1@home1.net;lr>, <sip:pcscf1@home1.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

8.
SIP 100 (Trying) response (S-CSCF#1 to PNM AS)

9.
INVITE#2 request (S-CSCF#1 to S-CSCF#2) - see example in table A.3.6-9


The S-CSCF#1 forwards the redirected INVITE request to the S-CSCF#2. The S-CSCF#1 and S-CSCF#2 can be the same entity.
Table A.3.6-9: INVITE#2 (S-CSCF#1 to S-CSCF#2)

INVITE sip: PN_user2_public1@home1.net
Via: SIP/2.0/UDP scscf#1@home1.net;branch=z9hG4bK735z12.1, SIP/2.0/UDP  

   Pnmas.home1.net;brach= z9hG4bK712z34.1, SIP/2.0/UDP   scscf#1@home1.net;branch=z9hG4bK764z87.1, SIP/2.0/UDP icscf2@home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP 
   scscf1@home1.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP 
   pcscf1@home1.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 64
Route: <sip:scscf#2@home1.net;lr>

Record-Route: <sip:scscf#1@home1.net;lr>, <sip:pnmas.home1.net>, <sip:scscf#1@home1.net;lr>, <sip:scscf1@home1.net;lr>, <sip:pcscf1@home1.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

10.
SIP 100 (Trying) response (S-CSCF#2 to S-CSCF#1)


The S-CSCF#2 responds to the INVITE#2 request with a 100 Trying provisional response.

11.
INVITE#2 request (S-CSCF#2 to PNM AS)


Based on the evaluation of initial filter criteria, the S-CSCF#2 forwards the INVITE request with the Request-URI of the UE-2 to the PNM AS.

12.
SIP 100 (Trying) response (PNM AS to S-CSCF#2)

13.
PN UE redirection control 


The PNM AS executes the PN UE redirection control logic based on the PN-user’s PN configurations and decides to forward the request to S-CSCF#2 as the UE-2 is the default UE of the PN. 

14.
INVITE#2 request (PNM AS to S-CSCF#2)
15.
SIP 100 (Trying) response (S-CSCF#2 to PNM AS)

16.
INVITE#2 request (S-CSCF#2 to UE-2)

The S-CSCF#2 continues the redirected INVITE request based on the standard call setup procedures.
A.3.7
Signalling flows for PN-registration in the IM CN subsystem

Figure A.3.7-1 details the signalling flows for a successful PN-Registration in the IM CN subsystem. 
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Figure A.3.7-1: Successful PN-registration signalling: in the IM CN subsystem 
1.
REGISTER request (PN UE to IM CN subsystem entities) 

PN UE initiates a REGISTER request after successful authentication.

2.
Cx: S-CSCF registration notification procedure

There is no PNM specific content to this, for detailed message flows see 3GPP TS 29.228 [11] in subclause 6.1.2.

3.
SIP 200 (OK) response (IM CN subsystem entities to PN UE)
4.
REGISTER request (S-CSCF to PNM AS)


After PN UE successfully registered in the IM CN subsystem, the S-CSCF sends a third party REGISTER request to the PNM AS based on the initial filter criteria it received. 

Editor’s Note: More details about the content are needed. 
5.
SIP 200 (OK) response (PNM AS to S-CSCF)

6.
SUBSCRIBE request (PNM AS to S-CSCF) - see example in table A.3.7-6


The PNM AS sends the SUBSCRIBE request to the S-CSCF to the reg event package for the public user identity.

Table A.3.7-6: SUBSCRIBE request (PNM AS to S-CSCF) 

SUBSCRIBE sip: PN_user1_public1@home1.net /2.0

Via: SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bK240f34.1
Max-Forwards: 70



Route: <sip:scscf@home1.net;lr>

Privacy: none

From: <sip: pnamas.home1.net>; tag=31415

To: <sip: PN_user1_public1@home1.net >

Call-ID: b89rjhnedlrfjflslj40a222

CSeq: 61 SUBSCRIBE

Event: reg

Expires: 600000

Accept: application/reginfo+xml

Contact: <sip:pnmas.home1.net>

Content-Length: 0

7.
SIP 200 (OK) response (S-CSCF to PNM AS)

8.
NOTIFY request (S-CSCF to PNM AS) - see example in table A.3.7-8


The S-CSCF sends a first NOTIFY request towards the PNM AS in order to inform the PNM AS about the registration status of monitored user and the UE capabilities.

Table A.3.7-8: NOTIFY request (S-CSCF to PNM AS)

NOTIFY sip: pnmas.home1.net SIP/2.0  

Via: SIP/2.0/UDP scscf@home1.net;branch=z9hG4bK332b23.1

Max-Forwards: 70

From: <sip:scscf@home1.net>;tag=151170

To: <sip: pnmas.home1.net>;tag=31415

Call-ID: dre36d2v32gnlgiiomm72445

CSeq: 42 NOTIFY

Subscription-State: active;expires=600000

Event: reg

Content-Type: application/reginfo+xml

Contact: <sip:scscf@home1.net>

Content-Length: (...)

<?xml version="1.0"?>

<reginfo xmlns="urn:ietf:params:xml:ns:reginfo"         
version="1" state="full">

     <registration aor="sip: PN_user1_public1@home1.net @home1.net" id="a7" state="active">

         <contact id="76" state="active" event="registered">

             <uri>sip:[5555::aaa:bbb:ccc:ddd]</uri>
      <allOneLine>
            <unknown-param name=”g.3ggg.cs-audio”> </unknown-param>
            <unknown-param name=”g.3ggg.cs-video”> </unknown-param>
      </allOneLine>

      <allOneLine>
         </contact>
     </registration>

     <registration aor="sip:user1_public2@home1.net" id="a8" state="active">

         <contact id="77" state="active" event="created">

             <uri>sip:[5555::aaa:bbb:ccc:ddd]</uri>
      <allOneLine>
            <unknown-param name=”g.3ggg.cs-audio”> </unknown-param>
            <unknown-param name=”g.3ggg.cs-video”> </unknown-param>
      </allOneLine>

      <allOneLine>
         </contact>

     </registration>

</reginfo>


Editor’s Note: Currently some contents of the message are omitted, e.g. GRUU, because shared public user identity for multiple PN UEs is not taken into account for this example.
9.
SIP 200 (OK) response (PNM AS to S-CSCF)

10.
Sh-Pull (AS to HSS) 


For detailed message flows see 3GPP TS 29.328[9] in subclause 6.1.1.

Editor’s Note: More details about the content are needed in 3GPP TS 29.328[9]. 
11.
Sh-Pull Response (HSS to PNM AS)


As a successful verification, the PNM AS enrols the public user identity as a registered in the database.
A.3.8
Signalling flows for PN access control procedure in CS domain.
Figure A.3.8 provides the signalling flows for the PN access control procedure in CS domain. Private Network services deal with a user having access control over his Personal Network.
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Figure A.3.8-1 Signalling flow for PN access control in the CS domain

1.
ISUP IAM 


Call Request containing I AM message arrived at GMSC.


Specifically for this signalling flow, the IAM includes:

- Calling Party number =12134587692

- Called Party Number parameter = [(Numbering plan identifier = ISDN/telephony numbering   plan), (type of number = international number ), (Number digits = 15346789043)]

2.
MAP Send Routing Information (SRI) 


On receipt of the incoming call request, the GMSC queries the HSS for routing information.
3.
Retrieval of PNM subscriber information


The HSS provides information including the T-CSI information element that contains information   configured for the PNM subscriber, identifying the subscriber as having terminating CAMEL services. The T-CSI IE also includes the gsmSCF address.

4.
MAP Send Routing Information Acknowledgement (SRI ACK)


The HSS returns the T-CSI information element to the GMSC in response to the query for routing information (SRI). The GMSC now has the address of the gsmSCF.

5.
CAMEL IDP (GMSC to gsmSCF)


The GMSC#1 triggers a CAMEL activity which results in sending a CAMEL IDP message to the GSM Service Control Function (gsmSCF). The CAMEL IDP message contains at least:

-
the calling party number;

-
the called party number;

-
the type of call; and

-
information from the T-CSI IE received by the GMSC#1 in the SRI ACK from the HSS. This includes the CAMEL service key.

6.
MAP-UNSTRUCTURED-SS-REQUEST (gsmSCF to HSS)


gsmSCF will send the MAP-UNSTRUCTURED-SS-REQUEST message to HSS.it contains the following information.

USSD String:- Calling Number 12134587692 and called Number 15346789043.
7.
MAP-UNSTRUCTURED-SS-REQUEST (HSS to MSC/VLR)


It contains the following information.


USSD String:- Calling Number 12134587692 and called Number 15346789043.
8.
REGISTER (MSC/VLR to Controller)

It contains the following information.

Facility (Invoke=UNSTRUCTURED-SS-REQUEST(USSD-Data-Coding-Scheme,USSD String))

9.
FACILITY (Controller to MSC/VLR)


It contains the following information.


Facility (ReturnResult=UNSTRUCTURED-SS-REQUEST (USSD-Data-Coding-Scheme,USSD String)) which inform that call is accepted.
10.
MAP-UNSTRUCTURED-SS-REQUEST-Ack (MSC/VLR to HSS)


It contains the following information.


Facility (ReturnResult=UNSTRUCTURED-SS-REQUEST(USSD-Data-Coding-Scheme,USSD String))

11.
MAP-UNSTRUCTURED-SS-REQUEST-Ack (HSS to gsmSCF)


It contains the following information.


Facility (ReturnResult=UNSTRUCTURED-SS-REQUEST(USSD-Data-Coding-Scheme,USSD String))
12.
Call Continue/Release Call (HSS to GMSC)


The gsmSCF asks the GMSC whether to continue the call or release the call by sending the CAMEL continue message/release call message according to controller UE response.
13.
MAP Send Routing Information (SRI)


On receipt of call continue message, the GMSC queries the HSS for routing information

14.
MAP SRI Ack

The HSS executes the PRN procedure and then respond the GMSC with SRI-Ack containing MSRN=15346787943.
15.
ISUP IAM

Calling Party number =12134587692


Called Party Number parameter = [(Numbering plan identifier = ISDN/telephony numbering   plan), (type of number = international number ), (Number digits = 15346787943)]

16-17.
ISUP IAM

In response ACM is generated .There is no PNM specific content to this response.
18-19.
ISUP IAM

The ANM is generated after terminating UE answer the call. There is no PNM specific content to this response.
Editor’s Note: Interaction between network and controller UE delays the call establishment. If it takes too long, the network will release the call because of time expiration. How to solve this problem is FFS.
A.3.9
Signalling flows for PN UE redirection in the CS domain
Figure A.3.9-1 provides the signaling flow for PN UE redirection in the CS domain. The GMSC will receive the ISUP containing calling party number and called party number. The gsmSCF will invoke the service logic in order to route the call to Default-UE.
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Figure A.3.9-1: Signalling flow for PN UE redirection in the CS domain
1.
ISUP IAM 


IAM message arrived at GMSC#1. Specifically for this signalling flow, the IAM includes:


Called Party Number parameter = [(Numbering plan identifier = ISDN/telephony numbering plan), (type of number = international number), (Number digits = 12415553333)]


Calling Party Number parameter = [(Numbering plan identifier = ISDN/telephony numbering plan), (type of number = international number), (Number digits = 12125551111)]

2.
MAP Send Routing Information (SRI) (GMSC#1 to HSS)


On receipt of the incoming call request, the GMSC queries the HSS for routing information

3.
Retrieval of PNM subscriber information


The HSS provides information including the T-CSI information element that contains information configured for the PNM subscriber, identifying the subscriber as having terminating CAMEL services. The T-CSI IE also includes the gsmSCF address.

4.
MAP Send Routing Information Acknowledgement (SRI ACK) (HSS to GMSC#1)


The HSS returns the T-CSI information element to the GMSC in response to the query for routing information (SRI). The GMSC now has the address of the gsmSCF.

5.
CAMEL IDP (GMSC to gsmSCF)


The GMSC#1 triggers a CAMEL activity which results in sending a CAMEL IDP message to the GSM Service Control Function (gsmSCF). The CAMEL IDP message contains at least:


the calling party number;


the called party number;


the type of call; and


Information from the T-CSI IE received by the GMSC#1 in the SRI ACK from the HSS. This includes the CAMEL service key.

6.
The gsmSCF invokes PNM Redirection service logic to route the call.

7.
CAMEL CONNECT (gsmSCF to GMSC#1)


The CAMEL service function causes the gsmSCF to respond to the CAMEL IDP message with a CAMEL CONNECT message containing:


The MSISDN of the Default UE: 12245678912

8.
IAM message arrived at GMSC#2 of Default UE.


The IAM includes:


Called Party Number parameter = [(Numbering plan identifier = ISDN/telephony numbering plan), (type of number = international number ), (Number digits =  12415553333)]


Calling Party Number parameter = [(Numbering plan identifier = ISDN/telephony numbering plan), (type of number = international number ), (Number digits = 12125551111)]

9.
ISUP IAM 


The call is routed to Default UE.

10-12.
ISUP ACM


In response ACM  is generated .There is no PNM specific content to this response.

13-15.
ISUP ANM

The ANM is generated after terminating UE answer the call. There is no PNM specific content to this response.

Annex B (normative):
PNM XML definition 
This annex contains the XML schema definition for an XML document for the PNM Configuration and Query over the Ut interface.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="PNM-schema-of-3gpp"


xmlns:pnm="PNM-schema-of-3gpp"


xmlns:xs="http://www.w3.org/2001/XMLSchema" 


elementFormDefault="qualified" attributeFormDefault="unqualified">
  <!-- This import brings in the XML language attribute xml:lang-->

    <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>


<xs:element name="PN_Configuration_Request" type="pnm:pnConfRequest"/>


<xs:element name="PN_Configuration_Response" type="pnm:pnConfResponse"/>

    <xs:element name="PN_Query_Request" type="pnm:pnQueryRequest"/>


<xs:element name="PN_Query_Response" type="pnm:pnQueryResponse"/>


<xs:complexType name="tpnConfRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnConfResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnQueryRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnQueryResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>

<!-- The whole PNM PN-Configuration specific data set  -->


<xs:complexType name="pnConfRequest">



<xs:sequence>
            <xs:element name="ConfRequestUserID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>
            <xs:element name="PrivateControllee" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateControlList" type="xs:string" minOccurs="0"  

                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnConfRequestExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0"  
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/>


</xs:complexType>


<xs:complexType name="pnConfResponse">



<xs:sequence>
            <xs:element name="Extension" type="pnm:tRegResponseExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

<!-- The whole PNM PN-Query specific data set  -->


<xs:complexType name="pnQueryRequest">



<xs:sequence>




<xs:element name="QueryRequestUserID" type="xs:string"    
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateController" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateControllee" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlList" type="xs:string" 
                              minOccurs="0"/>
            <xs:element name="PrivateAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnQueryRequestExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/>


</xs:complexType> 

<xs:complexType name="pnQueryResponse">



<xs:sequence>




<xs:element name="QueryRequestUserID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateController" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateControllee" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlList" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tQueryResponseExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

</xs:schema>

NOTE: The <xs:any> element within the complex types, tpnConfRequestExtension, tpnConfResponseExtension, tpnQueryRequestExtension and tpnQueryResponseExtension, allows for compatible standard extensions in future releases.
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