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Introduction

MOBIKE protocol, as defined in IETF RFC 4555, is an extension of IKEv2 which allows the IP addresses associated with IKEv2 and tunnel mode IPsec security associations to change. In SAE, this protocol can be used for fast handovers between untrusted non-3GPP access networks, thus allowing to modify an existing IPsec tunnel when local IP address of the UE changes, instead of disconnecting the old tunnel and creating a new one.
This contribution proposes to introduce the MOBIKE operations in 3GPP TR 24.801.
Description

The message flow below, from 3GPP TS 23.402 v1.4.0, describes the handover between two untrusted non-3GPP IP accesses, based on MOBIKE. A prerequisite of this handover scenario is the indication, from the UE, of MOBIKE support, during initial attach procedure.
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There are three main steps for MOBIKE operation, once the initial IKE exchange has been done:
· first step is the indication of MOBIKE support in the IKE_AUTH exchange. In SAE, the support of MOBIKE in the UE is optional. Whether MOBIKE is mandatory in the ePDG is FFS,
· second step is the update of address of IPsec Security Association when the initiator detects a change of local IP address. This is initiated by the UE sending an UPDATE_SA_ADDRESSES notification to the ePDG,
· third step is optional and consists in the peer entity checking the new address with a Return Routability Check. In SAE, this step is initiated by the ePDG.
Conclusion
It is proposed to add a dedicated subclause for fast tunnel modification upon change of untrusted non-3GPP access in the UE procedures and the ePDG procedures in 3GPP TR 24.801.
First change

7.3.3.2
UE procedures

7.3.3.2.1
Selection of the ePDG
The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG.

The procedure used by the UE to select an ePDG is the same as the procedure described in 3GPP TS 24.234 [14] for the selection of the PDG.

When building a Fully Qualified Domain Name (FQDN) for the DNS request, the UE shall include both W-APN Network Identifier (NI) and W-APN Operator Identifier (OI). If the user did not provide a value for W-APN OI, then the UE shall use the HPLMN ID or VPLMN ID as the W-APN OI, depending on internal configuration. The structure of the W-APN is defined in 3GPP TS 23.003 [7].

In roaming case, if the UE has selected VPLMN ID for W-APN Operator Identifier (OI) and the DNS query fails, the UE shall build an FQDN with W-APN Operator Identifier (OI) set to HPLMN ID and shall perform a new DNS query to resolve the W-APN.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address.
7.3.3.2.2
Tunnel establishment

Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using the IKEv2 protocol as defined in IETF RFC 4306 [8]. 
The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST Configuration Payload, one for the IPv4 address and the other for the IPv6 address.The IKE_AUTH request message shall contain in "IDr" payload the W-APN that was used in the DNS query for ePDG selection and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE. 
7.3.3.2.3
Fast tunnel modification upon change of untrusted non-3GPP IP access
This procedure is used if MOBIKE is supported by the UE and the ePDG.
When the untrusted non-3GPP access is changed, which results in a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with this new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.
If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification in the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG. 
Next change

7.3.3.4
ePDG procedures

7.3.3.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [9].
If PMIPv6 as defined in draft-ietf-netlmm-proxymip6 [10] is used, the ePDG, when receiving the Proxy Binding Acknowledgement message from the PDN GW containing the IP address assigned to the UE, shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration Payload (CFG_REPLY) of the final IKE_AUTH response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY Configuration Payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG and IP connectivity is established between the UE and the PDN GW.
If DSMIPv6 as defined in draft-ietf-mip6-nemo-v4traversal [11] is used, the ePDG shall proceed with IPsec tunnel completion upon successful authorization and authentication and shall send the IKE_AUTH response message including the IP address assigned to the UE in the IKEv2 Configuration Payload (CFG_REPLY).
Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE. 
7.3.3.4.2
Fast tunnel modification upon change of untrusted non-3GPP IP access

This procedure is used if MOBIKE is supported in the ePDG.
Editor’s note: It is FFS if MOBIKE support is mandatory in the ePDG.

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response and shall update the IPsec security associations associated with the IKE security association with the new address.
As an option, the ePDG can initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the IKE security association shall be closed.






















































8. PMIPv6 Ttunnel
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     8.  IPSec tunnel
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5. MOBIKE Update Address 





6. MOBIKE Address Verification
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1. PMIPv6 Tunnel
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      1. IPSec tunnel
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3. L2 association





2. L2 dis-association





7. Update of tunnel mapping
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