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Introduction
This document proposes to specify the integrity checking of NAS signalling messages in the UE, in 3GPP TR24.801. This covers both EMM and ESM messages.
Discussion
In legacy GPRS/UMTS systems, the Mobility Management messages that can be processed by the receiving MM/GMM entity while the security mode control procedure has not been activated are messages that do not convey sensitive information ie temporary identity P-TMSI, or messages which are sent before security context can be established between the UE and the network, or “Reject” messages for which security context is not required (e.g. ATTACH REJECT, RAU REJECT, SERVICE REJECT…).
We propose to adopt the same rule for EMM messages. However, we propose that the case of TRACKING AREA UPATE ACCEPT message is left FFS. In Iu mode, ROUTING AREA UPDATE ACCEPT message can be processed even if integrity protection is not running, when there is no change of RA  or no change of P-TMSI. This can lead to situation where some information such as timers (T3302 or T3312) can be delivered to the UE without integrity protection, and additional mechanisms are necessary in the UE to avoid DoS attacks. Whether TRACKING AREA UPDATE ACCEPT can be processed without integrity protection in the same way as for ROUTING AREA UPDATE ACCEPT is FFS.
As for EPS Session Management messages, only SESSION MANAGEMENT CONFIGURATION REQUEST MESSAGE is defined in 3GPP TR 24.801. We propose that this message can be processed by the receiving ESM entity while the security mode control procedure has not been activated.

Proposal
It is proposed to update the subclause 6.1 General of 3GPP TR 24.801, introducing a dedicated subclause for the integrity checking of NAS signalling messages in the UE, based on discussion above.
First change

6.1
General

Editor's note: This subclause will contain general information, the state model for the UE and the MME, and an overview of the signalling procedures used between UE and MME.

6.1.1 Integrity checking of signalling messages in the UE
Integrity protected signalling is mandatory for the NAS messages once the security mode procedure has been successfully activated in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.
The supervision that integrity protection is activated shall be the responsibility of the EMM layer in the UE. 

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode command set-up procedure is activated.

-
EMM messages:

-
AUTHENTICATION & CIPHERING REQUEST (the message name is FFS)

-
AUTHENTICATION & CIPHERING REJECT (the message name is FFS)

-
IDENTITY REQUEST

-
ATTACH REJECT
-
TRACKING AREA UPDATE REJECT

-
SERVICE REJECT 

-
DETACH ACCEPT (for non power-off) 

Editor's note: whether the TRACKING AREA UPDATE ACCEPT message can be processed without integrity protection is FFS.

-
ESM messages:

-    SESSION MANAGEMENT CONFIGURATION REQUEST

The receiving EMM or ESM entity in the UE shall not process any other NAS signalling messages unless they have been successfully integrity checked by the NAS layer once integrity protection is activated. The EMM entity may do the integrity checking of NAS signalling messages. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layers in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layers shall discard this message.
Editor's note: The integrity protection handling for emergency calls is FFS.
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