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1. Introduction

Following the procedures in Stage-2 TS 23.259, this paper gives a stage3 level of signalling flow for Access Control in the IM CN. 
2. Proposal

The following informational signalling flow for Access control  is proposed to be approved for inclusion in PNM TS 24.259.
A.3
Signalling flows
A.3.X Signalling Flows for Access Control Procedure in IM CN.
Figure A.3.X  provides the stage-3 signalling flow for access control procedure in IM CN .

Private Network services deal with a user having access control over his Personal Network, wherein he may restrict access to his UEs. These UEs of the PN, over which access control has been enabled, are configured as Controllee. To initiate sessions with these Controllee, originating UEs need to be configured by the user in an access list. In the case of information regarding originating UEs that are configured in the access list, which is the case in majority of the scenarios, the user nominates a Controller to handle the access control. In this case, the network queries the user whether the call to the Controllee may be allowed to go through. If the user allows it, the network allows the call to go through.
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Figure A.3.X   Signalling Flow for Access Control Procedure in IM CN

1-8. These Steps are standard procedure as specified in TS 24.228.

9. INVITE#1 (I-CSCF#1 to S-CSCF#1)
I-CSCF-1 forwards the invite message to S-CSCF#1 after invocation of location Query. 

  Table A.3.X-1: SIP INVITE request (I-CSCF#1 to S-CSCF#1)

 INVITE sip:UE1b@home1.net

Via:SIP/2.0/UDP icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 65
Route: <sip:scscf1.home1.net;lr>

Record-Route:<sip:scscf3.home3.net;lr>, <sip:pcscf3.visited.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

Content-Type: 

10. 100 Trying

S-CSCF#1 responds to the INVITE#1 request with a 100 Trying provisional response.

  Table A.3.X-2: SIP 100 Trying
SIP/2.0 100 Trying

Via: SIP SIP/2.0/UDP icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

From: 

To: 

Call-ID: 

CSeq: 

Content-Length: 0

11. INVITE#1(S-CSCF#1 to PNM AS)

S-CSCF#1 forwards the invite message to PNM AS after evaluating initial filter criteria (IFCs).

  Table A.3.X-3: SIP INVITE request (S-CSCF#1 to PNM AS)

INVITE sip:UE1b@home1.net

Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1

     icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP     scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 64
Route: <sip:pnmas.home1.net;lr>

Record-Route: <sip:scscf1.home1.net;lr>, <sip:scscf3.home3.net;lr>,  <sip:pcscf3.visited.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

Content-Type: 

12. 100 Trying

PNM AS responds to the INVITE#1 request with a 100 Trying provisional response.

  Table A.3.X-4: SIP 100 Trying
SIP/2.0 100 Trying

Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1, 

SIP/2.0/UDP Pnmas.home1.net;branch=z9hG4bwt871y12.1, SIP/2.0/UDP
icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

From: 

To: 

Call-ID: 

CSeq: 

Content-Length: 0

13-14. INVITE#2 (PNM AS to S-CSCF#1)

PNM AS invoke the Private network service logic and generate an New Invite message called   INVITE#2 and send it to S-CSCF#1 in order to interact with controller.
  Table A.3.X-5: SIP INVITE request (PNM AS to S-CSCF#1)

INVITE sip:UE1a@home1.net

Via: SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bwt871y12.1

Max-Forwards: 70
Route: <sip:scscf1.home1.net;lr>

P-Asserted-Identity: “PNM AS” <sip:pnmas.home1.net>

Privacy:

From: <sip:pnmas.home1.net>; tag=r3rw33

To: <sip:UE1a@home1.net>
Cseq: 

Call-ID:131243vdse

Require:

Supported:

Contact: <sip:pnmas.home1.net>

Allow: 

Content-Type: message/sipfrag

Content-length: (…)

15. 100 Trying

S-CSCF#1 responds to the INVITE#2 request with a 100 Trying provisional response.

  Table A.3.X-6: SIP 100 Trying
SIP/2.0 100 Trying

Via: SIP/2.0/UDP pnmas.home1.net;branch=v7hG4bwt171y12.1
To: 

Call-ID: 

CSeq: 

Content-Length: 0

16. INVITE #2 (S-CSCF#1 to UE-1a)

   S-CSCF#1 send the INVITE#2 to UE-1a (Controller), so that it can provide the session information of                                      controllee to User.

  Table A.3.X-7: SIP INVITE request (S-CSCF#1 to UE-1a)

INVITE sip:UE1a@home1.net

Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1

Via: SIP/2.0/UDP pnmas.home1.net;branch=k9hG4bwt871y12.1

Max-Forwards: 69
Route: 

Record-Route: <sip:scscf1.home1.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

Content-Type: 

Content-length: (…)

17. 100 Trying

UE-1a responds to the INVITE#2 request with a 100 Trying provisional response.

  Table A.3.X-8: SIP 100 Trying
SIP/2.0 100 Trying

Via:SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1
Via:SIP/2.0/UDP pnmas.home1.net;branch=v7hG4bwt171y12.1
To: 

Call-ID: 

CSeq: 

Content-Length: 0

18. Controller invokes the Privacy Decision and respond with 200 OK to S-CSCF#1.

19. 200 OK

  Table A.3.X-9: SIP 200 OK
SIP/2.0 200 OK

Via:SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1
Via:SIP/2.0/UDP pnmas.home1.net;branch=v7hG4bwt171y12.1
From:
To:

Call-ID: 

CSeq: 

Content-Length:

20. 200 OK

S-CSCF#1 forward the 200 OK to PNM AS

  Table A.3.X-10: SIP 200 OK
SIP/2.0 200 OK

Via: pnmas.home1.net;branch=v7hG4bwt171y12.1
From: 

To:

Call-ID: 

CSeq: 

Content-Length:

21. INVITE#1 (PNM AS to S-CSCF#1)
After getting the consent from the controller, PNM AS forward the Originating INVITE#1 message to       S-CSCF#1 in order to continue the session.

  Table A.3.X-11: SIP INVITE request (PNM AS to S-CSCF#1)

INVITE sip:UE1b@home1.net

Via:SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bwt871y12.1

Via:SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1

Via:SIP/2.0/UDP icscf1.home1.net;branch=z9hG4bK871y12.1
Via:SIP/2.0/UDP SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1
Via:SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1
Via:SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 63
Route: <sip:scscf1.home1.net;lr>

Record-Route: <sip:scscf3.home3.net;lr>, <sip:pcscf3.visited.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

Content-Type: 

22. 100 Trying

S-CSCF#1 responds to the INVITE#1 request with a 100 Trying provisional response.

  Table A.3.X-12: SIP 100 Trying
SIP/2.0 100 Trying

Via: SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bwt871y12.1
Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1, SIP/2.0/UDP Pnmas.home2.net;branch=z9hG4bwt871y12.1, SIP/2.0/UDP icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

From: 

To: 

Call-ID: 

CSeq: 

Content-Length: 0

23. INVITE (S-CSCF#1 to UE-1b)

S-CSCF#1 will forward the INVITE#1 to Controllee(UE-1b).

  Table A.3.X-13: SIP INVITE request (S-CSCF#1 to UE-1b)

INVITE sip:UE1b@home1.net

Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bak871y12.1

 SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bwt871y12.1

 SIP/2.0/UDP scscf1.home1.net;branch=z0hG4blt871y12.1

     icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP     scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 62
Route: 

Record-Route:<sip:scscf1.home1.net>, <sip:scscf3.home3.net;lr>,<sip:pcscf3.visited.net;lr>

P-Asserted-Identity:

Privacy:

From: 

To: 

Cseq: 

Call-ID:

Require:

Supported:

Contact: 

Allow: 

Content-Type: 

24. 100 Trying

UE#1b responds to the INVITE#1 request with a 100 Trying provisional response.

  Table A.3.X-14: SIP 100 Trying
SIP/2.0 100 Trying

Via: SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bak871y12.1, SIP/2.0/UDP
pnmas.home1.net;branch=z9hG4bwt871y12.1SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1, SIP/2.0/UDP Pnmas.home2.net;branch=z9hG4bwt871y12.1, SIP/2.0/UDP icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

From: 

To: 

Call-ID: 

CSeq: 

Content-Length: 0

25.200 OK (UE-1b to S-CSCF#1)

UE-1b will respond with 200 OK message.

  Table A.3.X-15: SIP 200 OK
SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf1.home1.net;branch= z9hG4bak871y12.1

 SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bwt871y12.1

 SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1

     icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP     scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

26. 200 OK (S-CSCF#1 to PNM AS)

S-CSCF#1 will forward it to PNM AS.

  Table A.3.X-16: SIP 200 OK
SIP/2.0 200 OK

Via: SIP/2.0/UDP pnmas.home1.net;branch=z9hG4bwt871y12.1 SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1

     icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP     scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

27. 200 OK (PNM AS to S-CSCF#1)

PNM AS will forward 200 OK to S-CSCF#1.

  Table A.3.X-17: SIP 200 OK
SIP/2.0 200 OK

Via: scscf1.home1.net;branch=z9hG4bwt871y12.1

     icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP     scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Record-Route:<sip:scscf1.home1.net>

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

28. 200 OK (S-CSCF1 to I-CSCF#1)

S-CSCF#1will forward 200 OK to I-CSCF#1.

  Table A.3.X-18: SIP 200 OK
SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1.home1.net;branch=z9hG4bK871y12.1, SIP/2.0/UDP     scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Record-Route:

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

29. 200 OK (I-CSCF#1 to S-CSCF#3)

I-CSCF#1will forward 200 OK to S-CSCF#3.

  Table A.3.X-19: SIP 200 OK
SIP/2.0 200 OK

Via:, SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Record-Route:

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

31. 200 OK (S-CSCF#3 to P-CSCF#3)

S-CSCF#3 will forward 200 OK to P-CSCF#3.

  Table A.3.X-20: SIP 200 OK
SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Record-Route:<sip:scscf3.home3.net>,<sip:scscf1.home1.net>

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

32. 200 OK (P-CSCF#3 to UE-3)

P-CSCF#3 will forward 200 OK to UE-3

  Table A.3.X-21: SIP 200 OK
SIP/2.0 200 OK

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Record-Route: <sip:pcscf3.home3.net>,<sip:scscf3.home3.net>,<sip:scscf1.home1.net>

From: 

To:

Call-ID: 

CSeq: 

Content-Length:

33. ACK (UE-3 to P-CSCF#3)

The UE-3 starts the media flow for this session, and responds to the 200 (OK) response with an ACK   request sent to the P-CSCF#3.
  Table A.3.X-22: SIP ACK (UE-3 to P-CSCF#3)
ACK sip:UE1b@home1.net/sip2.0
Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 70

Route: <sip:pcscf3.home3.net>,<sip:scscf3.home3.net>,<sip:scscf1.home1.net>
From: 
To: 

Call-ID: 

Cseq: 

Content-Length: 
34. ACK (P-CSCF#3 to S-CSCF#3)

The P-CSCF#3 forwards the ACK request to the S-CSCF#3.

  Table A.3.X-23: SIP ACK (P-CSCF#3 to S-CSCF#3)
ACK sip:UE1b@home1.net/sip2.0
Via: SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP

     SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 69
Route: <sip:scscf3.home3.net>,<sip:scscf1.home1.net>
From: 
To: 

Call-ID: 

Cseq: 

Content-Length: 
35. ACK (S-CSCF#3 to S-CSCF#1)

The S-CSCF#3 forwards the ACK request to the S-CSCF#1.

  Table A.3.X-24: SIP ACK (S-CSCF#3 to S-CSCF#1)
ACK sip:UE1b@home1.net/sip2.0

Via:   SIP/2.0/UDPscscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 68
Route: <sip:scscf1.home1.net>
From: 
To: 

Call-ID: 

Cseq: 

Content-Length: 
36. ACK (S-CSCF#1 to UE-1b)

The S-CSCF#1 forwards the ACK request to the UE-1b.

  Table A.3.X-25: SIP ACK (S-CSCF#1 to UE-1b)
ACK sip:UE1b@home1.net/sip2.0

Via:   SIP/2.0/UDP scscf1.home1.net;branch=z9hG4bwt871y12.1

 SIP/2.0/UDP scscf3.home3.net;branch=z9hG4bK332b23.1, SIP/2.0/UDP pcscf3.visited.net;branch=z9hG4bK240f34.1, SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]:1357;comp=sigcomp;branch=z9hG4bKnashds7

Max-Forwards: 67
Route: 

From: 
To: 

Call-ID: 

Cseq: 

Content-Length: 
                                    *************END OF MODIFICATION*************
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