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Introduction

3GPP release 6 introduced support for draft-ietf-sip-uri-list-message in 3GPP TS 24.247.

3GPP release 7 introduced support for draft-ietf-sip-uri-list-conferencing in 3GPP TS 24.147.

There is a referencing chain from both these SIP extensions to the consent framework as follows (detailed quoted text is provided in annex to this document):

1. both draft-ietf-sip-uri-list-message-01 and draft-ietf-sip-uri-list-conferencing-01 normatively reference and use draft-ietf-sipping-uri-services-06. While it is difficult to point to a single "MUST" it is pretty clear that both extensions would be pretty unusable without the normative reference.

2. draft-ietf-sipping-uri-services-06 normatively references draft-ietf-sip-consent-framework-02 (note that in the document the reference is to draft-ietf-sipping-consent-framework-05, but this is expected to be updated shortly). This is a MUST implement and SHOULD use reference for all uri-list-services implementations.
3. draft-ietf-sip-consent-framework-02 defines new SIP headers, a new response code, and needs support of the SIP MESSAGE method and the SIP PUBLISH method at various entities. These additions would require specification in Annex A of 24.229 to specify their support, and this has not yet occurred.

Options to implement this

1. Specify mandatory support of draft-ietf-sip-consent-framework-02 in release 6 in 24.229 and 24.247 where draft-ietf-sip-uri-list-message is supported, and in release 7 of 24.247 for when draft-ietf-sip-uri-list-conferencing is supported.

2. Remove support of draft-ietf-sip-uri-list-message from release 6 of 24.247 where it is currentl unimplementable due to the absence of support of the consent framework, and specify support of draft-ietf-sip-consent-framework-02 in release 7 in 24.247 where draft-ietf-sip-uri-list-message is supported, and in 24.247 for when draft-ietf-sip-uri-list-conferencing is supported, with appropriate coverage in 24.229.

3. Move the whole issue to release 8, and remove release 6 and release 7 references.

4. Negotiate with IETF to remove the normative reference dependency (unlikely to be successful as it was an IESG directive).

It should be noted that the agreements between 3GPP and IETF require issues concerning non-conformance to be discussed with them. Simply choosing not to conform is not an option. Therefore the non-conformance with IETF essentially has to be item 4 at the minimum.

We need to choose one of the above.

Other implications
OMA has equivalent services that are also dependent on uri-lists.
Annex

draft-ietf-sip-uri-list-message-01 specifies a normative reference to draft-ietf-sipping-uri-services-06 as follows:

Section 1:

   To meet the requirement with a page-mode instant message, we allow

   SIP MESSAGE requests carry recipient-list bodies, i.e., URI-lists in

   body parts whose Content-Disposition (RFC 2183) [2] is 'recipient-

   list', as specified in the Framework and Security Considerations for

   SIP URI-List Services [11].  A SIP MESSAGE URI-list service, which is

   a specialized application service, receives the request and sends a

   similar MESSAGE request to each of the URIs in the list.  Each of

   these MESSAGE requests contains a copy of the body included in the

   original MESSAGE request.
Section 3:
   The MESSAGE URI-list mechanism allows a sender to specify multiple

   targets for a MESSAGE request by including an XML resource list

   according to the XML Format for Representing Resource Lists [10] in

   the body of the MESSAGE request extended with the attributes defined

   in the XML Format Extension for Representing Copy Control Attributes

   in Resource Lists [12].  This resource list, whose Content-

   Disposition (RFC 2183) [2] is 'recipient-list', as specified in the

   Framework and Security Considerations for SIP URI-List Services [11],

   includes the URIs of the targets.  Each target URI may also be marked

   to indicate in what role the URI-list service will place the target

   (e.g., "to", "cc", or "bcc"), and whether the target URI is expected

   to be anonymized or not, according to the procedures described in the

   XML Format Extension for Representing Copy Control Attributes in

   Resource Lists [12].  When the MESSAGE URI-list server expands the

   MESSAGE request to each recipient, it includes (along with the

   instant message payload) a new URI-list (based on the received one),

   whose Content-Disposition (RFC 2183) [2] is 'recipient-list-history',

   as specified in the XML Format Extension for Representing Copy

   Control Attributes in Resource Lists [12].  This new URI-list

   includes the list of non-anonymous "to" and "cc" targets, allowing

   recipients to both get knowledge of other recipients and reply to

   them.
Section 4:
   As described in the Framework and Security Considerations for SIP

   URI-List Services [11], specifications of individual URI-list

   services, like the MESSAGE URI-list service described here, need to

   specify a default format for 'recipient-list' bodies used within the

   particular service.
Section 6:
   A UAC that wants to create a multiple-recipient MESSAGE request

   creates a MESSAGE request that MUST be formatted according to RFC

   3428 [8] Section 4.  The UAC populates the Request-URI with the SIP

   or SIPS URI of the MESSAGE URI-list service.  In addition to the

   regular instant message body, the UAC adds a recipient-list body

   whose Content-Disposition type is 'recipient-list', specified in the

   Framework and Security Considerations for SIP URI-list Services [11].

   This body contains a URI-list with the recipients of the MESSAGE.

   Target URIs in this body MAY also be tagged with the 'copyControl'

   and 'anonymize' attributes specified in the XML Format Extension for

   Representing Copy Control Attributes in Resource Lists [12].  The UAC

   MUST also include the 'recipient-list-message' option-tag, defined in

   Section 5, in a Require header field.

Section 7.3:
   o  The incoming MESSAGE request typically contains a recipient-list

      body or reference, as indicated in the Framework and Security

      Considerations for SIP URI-List Services [11] with the actual list

      of recipients.  If this URI-list includes resources tagged with

      the 'copyControl' attribute set to a value of "to" or "cc", the

      URI-list service SHOULD include a URI-list in each of the outgoing

      MESSAGE requests.  This list SHOULD be formatted according to the

      XML Format for Representing Resource Lists [10] and the

      copyControl extension specified in the XML Format Extension for

      Representing Copy Control Attributes in Resource Lists [12].  The

      URI-list service MUST follow the procedures specified in XML

      Format for Representing Resource Lists [12] with respect handling

      of the 'anonymize', 'count' and 'copyControl' attributes.
Section 10:
   The Framework and Security Considerations for SIP URI-List Services

   [11] discusses issues related to SIP URI-list services.

   Implementations of MESSAGE URI-list services MUST follow the

   security-related rules in the Framework and Security Considerations

   for SIP URI-List Services [11].  These rules include mandatory

   authentication and authorization of clients, and opt-in lists.
draft-ietf-sip-uri-list-conferencing-01 specifies a normative reference to draft-ietf-sipping-uri-services-06 as follows

Section 1:
   Some environments have tough requirements regarding conference

   establishment time.  They require the UAC to be able to request the

   creation of an ad-hoc conference and to provide the conference server

   with the initial set of participants in a single operation.  This

   document describes how to meet this requirement using the mechanism

   to transport URI-lists in SIP messages described in [6].
Section 3:
   A UAC that wants to include the set of initial participants in its

   initial INVITE request to create an ad-hoc conference, adds a body

   whose disposition type is 'recipient-list', as defined in [6], with a

   URI-list that contains the participants that the UAC wants the

   conference server to invite.  The UAC sends this INVITE request to

   the conference factory URI.
Section 3.1:
   As described in [6], specifications of individual URI-list services,

   like the conferencing service described here, need to specify a

   default format for 'recipient-list' bodies used within the particular

   service.
Section 4:
   The incoming INVITE request will contain a URI-list body or reference

   [6] with the actual list of recipients.  If this URI-list includes

   resources tagged with the 'copyControl' attribute set to a value of

   "to" or "cc", the conference server SHOULD include a URI-list in each

   of the outgoing INVITE requests.  This list SHOULD be formatted

   according to the XML format for representing resource lists [7] and

   the copyControl extension specified in [8].  The URI-list service

   MUST follow the procedures specified in XML format for representing

   resource lists [8] with respect to the handling of the 'anonymize',

   'count' and 'copyControl' attributes.
Section 7:
   For conference creation using a list, there are some additional

   security considerations.  The Framework and Security Considerations

   for SIP URI-List Services [6] discusses issues related to SIP URI-

   list services.  Given that a conference server sending INVITE

   requests to a set of users acts as an URI-list service,

   implementations of conference servers that handle lists MUST follow

   the security-related rules in [6].  These rules include mandatory

   authentication and authorization of clients, and opt-in lists.
draft-ietf-sipping-uri-services-06 specifies a normative reference to draft-ietf-sip-consent-framework-02 as follows

(note that in the document the reference is to draft-ietf-sipping-consent-framework-05, but this is expected to be updated shortly), and should refer to draft-ietf-sip-consent-framework-02.
Section 5.2.
   Even though the previous rule keeps unauthorized users from using

   URI-list services, authorized users may still launch attacks using a

   these services.  To prevent these attacks, we introduce the concept

   of opt-in lists.  That is, URI-list services should not allow a

   client to place a user (identified by his or her URI) in a URI-list

   unless the user has previously agreed to be placed in such a URI-

   list.  So, URI-list services MUST NOT send a request to a destination

   which has not agreed to receive requests from the URI-list service

   beforehand.  Users can agree to receive requests from a URI-list

   service in several ways, such as filling a web page, sending an

   email, signing a contract, or using the Framework for Consent-Based

   Communications in SIP [4], whose requirements are discussed in [6].

   Additionally, users MUST be able to further describe the requests

   they are willing to receive.  For example, a user may only want to

   receive requests from a particular URI-list service on behalf of a

   particular user.  Effectively, these rules make URI-lists used by

   URI-list services opt-in lists.

   The Framework for Consent-Based Communications in SIP [4] specifies a

   means for the URI-list service to inform the client that some

   permissions were missing and how to request them.

      Note that the mechanism used to obtain permissions should not

      create opportunities to launch DoS amplification attacks.  These

      attacks would be possible if, for instance, the URI-list service

      automatically contacted the full set of targets for which it did

      not have permissions in order to request permissions.  The URI-

      list service would be receiving one SIP request and sending out a

      number of authorization request messages.  The Framework for

      Consent-Based Communications in SIP [4] avoids this type of attack

      by having the client generate roughly the same amount of traffic

      towards the URI-list service as the service generates towards the

      destinations.

   In order to have an interoperable way to meet the requirements

   related to opt-in lists described in this section, URI-list services

   MUST implement, and SHOULD use, The Framework for Consent-Based

   Communications in SIP [4].

