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******************************FIRST CHANGE***********************

L.2.3
Procedures at the S-CSCF
L.2.3.1
Initial registration and user-initiated reregistration

L.2.3.1.1
Unprotected REGISTER

When performing SIP Digest, the procedures in subclause 5.4.1.2.1 apply with the following differences.
If the S-CSCF receives a REGISTER request with a non-empty response parameter in the Authorization header, the S-CSCF shall follow the protected REGISTER procedures as described in subclause 5.4.1.2.2.
NOTE 1: When SIP Digest is used without TLS, the "integrity-protected" parameter can not be used to differentiate between an initial REGISTER or a protected REGISTER.
Upon receipt of a REGISTER request without an "integrity-protected" parameter or an "integrity-protected" parameter with the value "tls-yes", which is not for an already registered public user identity linked to the same private user identity, the S-CSCF shall:

1) in Step 5, challenge the user by generating a 401 (Unauthorized) response for the received REGISTER request, including a WWW-Authenticate header as defined in RFC 2617 [21], which transports:
-
a protection domain in the realm field;

-
a domain field;

-
a nonce field;

-
an algorithm field; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and
-
a qop field; if the qop value is not provided in the authentication vector, it shall contain the value "auth".
Editor’s Note: It is FFS which entity generates the nonce.

L.2.3.1.2
Protected REGISTER

When performing SIP Digest, the procedures in Clause 5.4.1.2.2 apply with the following differences.
Upon receipt of a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "tls-yes", or for SIP Digest authentication without TLS, with a non-empty response parameter in the Authorization header, the S-CSCF shall identify the user by the public user identity as received in the To header and the private user identity as received in the Authorization header of the REGISTER request, and:
In the case that a timer reg-await-auth is running for this user the S-CSCF shall:
1) in Step 3, in the case the algorithm is MD5, check the following additional fields:

-
a realm field matching the realm field in the authentication challenge;

-
nonce field matching the nonce field in the authentication challenge; 

-
a digest-uri matching the SIP Request URI;

-
a cnonce field; and
-
a nonce-count field.
The S-CSCF shall only proceed with the following steps in this paragraph if the authentication challenge response was included:
2)
in Step 4, check whether the received authentication challenge response and the expected authentication challenge response match. The expected response is calculated by the S-CSCF as described in RFC 2617 [21] using the H(A1) value provided by the HSS;
When creating a 200 (OK) for the REGISTER request, the S-CSCF shall store the nonce-count value in the received REGISTER request and include an Authentication-Info header containing the fields described in RFC 2617 [21] as follows:
-
a nextnonce field if the S-CSCF requires a new nonce for subsequent authentication responses from the UE;

-
a message-qop field matching the qop in Authorization header sent by the UE;

-
a response-auth field with a response-digest calculated as described in RFC 2617 [21];

-
a cnonce field matching the cnonce in the Authorization header sent by the UE; and
-
a nonce-count field matching the nonce-count in the Authorization header sent by the UE.
L.2.3.1.3
Abnormal cases

When performing SIP Digest, the procedures in subclause 5.4.1.2.3 apply with the following differences.
In the case that the REGISTER request, that contains the authentication challenge response from the UE does not match with the expected REGISTER request (e.g. wrong Call-Id or authentication challenge response) and the request has the "integrity-protected" parameter in the Authorization header set to "tls-yes" or contains no "integrity-protected" parameter, the S-CSCF shall do one of the following:

-
send a 403 (Forbidden) response to the UE. The S CSCF shall consider this authentication attempt as failed. The S-CSCF shall not update the registration state of the subscriber; or
-
rechallenge the user by issuing a 401 (Unauthorized) response including a challenge as per procedures described in subclause 5.4.1.2.1 starting at step 6).
NOTE 1:
If the UE was registered before, it stays registered until the registration expiration time expires. 

In the case that the REGISTER request from the UE contains an invalid nonce with a valid challenge response for that nonce (indicating that the client knows the correct username/password), or when the nonce-count value sent by the UE is not the expected value, the S-CSCF shall:

· send a 401 (Unauthorized) response to initiate a further authentication attempt with a fresh nonce and the stale parameter set to true.
L.2.3.2
User-initiated deregistration

When performing SIP Digest, the procedures in subclause 5.4.1.4 apply with the following differences.
When the S-CSCF receives a REGISTER request with the Expires header field containing the value zero, the S-CSCF shall:

-
check whether the "integrity-protected" parameter in the Authorization header field set to "yes" or "tls-yes", indicating that the REGISTER request was received integrity protected. If the "integrity-protected" parameter is not present the S-CSCF shall ensure authentication is performed as described in subclause 5.4.1.2.1 (and consequently subclause 5.4.1.2.2) if local policy requires. The S-CSCF shall only proceed with the following steps if the "integrity-protected" parameter is set to "yes", "tls-yes", or the required authentication is successfully performed if required by local policy.
L.2.3.3
General treatment for all dialogs and standalone transactions excluding requests terminated by the S-CSCF
When performing SIP Digest, the procedures in subclause 5.4.3 apply with the following differences.
When the S-CSCF receives from the served user an initial request for a dialog or a request for a standalone transaction, the S-CSCF may perform the steps in subclause L.2.3.4 to challenge the request based on local policy.
L.2.3.4
General authentication procedures for all SIP request methods initiated by the UE excluding REGISTER
L.2.3.4.1
General

When the S-CSCF receives from the UE a request (excluding REGISTER), the S-CSCF may perform the following steps if authentication of  SIP request methods initiated by the UE excluding REGISTER is desired: 

1)
The S-CSCF shall identify the user by the public user identity as received in the P-Asserted-Identity header; 

2)
If the public user identity does not match one of the registered public user identities, the S-CSCF may reject the request with a 400 (Bad Request) response or silently discard the request; 
3)
If the request does not contain a Proxy-Authorization header or the Proxy-Authorization header does not contain a Digest response, the S-CSCF shall: 

a)
challenge the user by generating a 407 (Proxy Authentication Required) response for the received request, including a Proxy-Authenticate header as defined in RFC 2617 [21], which includes:

-
a protection domain in the realm field;

-
a domain field;

-
a nonce field;
-
an algorithm field; if the algorithm value is not provided in the authentication vector, it shall have the value "MD5"; and
-
a qop field; if the qop value is not provided in the authentication vector, it shall have the value "auth".
Editor’s Note: It is FFS which entity generates the nonce.
b)
send the so generated 407 (Proxy Authentication Required) response towards the UE; and,

c)  retain the nonce and initialize the corresponding  nonce count to a value of  1.
4)
If the request contains a Proxy-Authorization header, the S-CSCF shall:

a)
check whether the Proxy-Authorization header contains:

-
the private user identity of the user in the username field;

-
an algorithm field which matches the algorithm field in the authentication challenge (i.e. MD5); 

-
a response field with the authentication challenge response;

-
a realm field matching the realm field in the authentication challenge;

-
nonce field matching the expected nonce from either a recent authentication challenge or  a more recent nextnonce sent in an Authentication-Info header;
-
a digest-uri matching the SIP Request URI; 
-
a cnonce field; and
-
a nonce-count field with a value that equals the nonce-count expected by the S-CSCF. The S-CSCF may choose to accept a nonce-count which is greater than the expected nonce-count only if the S-CSCF uses this nonce-count once authentication is successful (and increments it for any subsequent authentication responses).
If any of the above checks do not succeed, the S-CSCF shall proceed as described in subclause L.2.3.4.2, and skip the remainder of this procedure.
b)
check whether the received authentication challenge response and the expected authentication challenge response match. The S-CSCF shall compute the expected digest response as described in RFC 2617 [21] using the H(A1) value contained within the authentication vector, and other digest parameters (i.e. nonce, cnonce, nonce-count, qop).

In the case where the digest response does not match the expected digest response calculated by the S-CSCF, the S-CSCF shall consider the authentication attempt as failed and do one of the following:

1)
rechallenge the user by issuing a 407 (Proxy Authentication Required) response including a challenge as per procedures described in this subclause; or

2)
reject the request by issuing a 403 (Forbidden) response; or

3)  reject the request without sending a response.
In the case where the digest response matches the expected digest response calculated by the S-CSCF, the S-CSCF shall consider the identity of the user verified and the request authenticated.
L.2.3.4.2
Abnormal cases

In the case that SIP Digest is used and the request from the UE contains an invalid nonce with a valid challenge response for that nonce (indicating that the client knows the correct username/password), or when the nonce-count value sent by the UE is not the expected value, or when the Authorization header does not include the correct parameters, the S-CSCF shall:

· send a 407 (Proxy Authentication Required) response to initiate a further authentication attempt with a fresh nonce and the stale parameter set to true.
****************************** END FIRST CHANGE***********************

******************************SECOND CHANGE***********************

L.3.3
Procedures at the S-CSCF

The procedures in the S-CSCF associated with the support of TLS access security are specified in section L.2.3.
****************************** END SECOND CHANGE***********************

******************************THIRD CHANGE***********************

L.3.4
Procedures at the I-CSCF

Editor’s Note: The impacts to the I-CSCF procedures to accomdodate the addition of TLS access security are FFS.
****************************** END THIRD CHANGE***********************
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