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Introduction

In 3GPP TS 24.229 section “7.2A.4.3
 Additional coding rules for P-Access-Network-Info header”, how the P-CSCF will handle the P-Access-Network-Info (PANI) header is described in both xDSL and DOCSIS IP-CAN case, but there is no description on how the P-CSCF will handle the P-Access-Network-Info header in 3GPP mobile IP-CAN case. 
In CT1#46 meeting, we raise a CR (C1-070989) contribution to CT1. But unfortunately this contribution was not discussed due to the limited time, so this CR will be raised again with more details in this contribution.
Problem statement 
3GPP TR 33.803 v 1.0.0 describes “Coexistence between TISPAN and 3GPP authentication schemes”. In a fixed (TISPAN) mobile (3GPP) convergence environment where multiple authentication schemes are used, incompatibilities between 3GPP and TISPAN authentication schemes shall be avoided. Currently there are the following authentication mechanisms are considered into this TR:
-
IMS AKA with and without NAT traversal (as specified in 3G TS 33.203 and 3G TS 24.229)
-
Early IMS security mechanisms (as specified in 3G TR 33.978) 

-
NASS-IMS-bundled authentication (as specified in ETSI TS 187 003 and ETSI ES 283003)
-    HTTP Digest (as specified in RFC2617 and ETSI TS 183 033)HTTP digest is applicable only for non-3GPP defined TISPAN access networks, but is not applicable and not intended for 3GPP access networks.

TISPAN procedures may apply only to a subset of subscribers, while 3GPP procedures may apply to other subset of subscribers, so how does the P-CSCF/S-CSCF know from the IMS registration request and, possibly, additional information, which specification to follow?
Discussion 
TR 33.803 v 1.0.0 section 6.1 describes how the P-CSCF can distinguish among authentication methods, and section 6.2.2 describes 3-stepwise approach for how the S-CSCF can distinguish among authentication methods, where step 2 especially describes how an S-CSCF can distinguish 3GPP early IMS authentication methods from TISPAN authentication mechanisms (e.g. NBA) associated with a registration request. For this purpose the S-CSCF needs reliable information about the access network over which the registration request was received. Such information about the access network is contained in the PANI header which will be handled by the P-CSCF first. 

Two different solutions on how a P-CSCF can handle the PANI headers for different access network types have been proposed at the 3GPP SA3 #46 meeting and #46b joint meeting with TISPAN WG7:
Alternative 1: 
This alternative is contained in TR 33.803, v1.0.0, section 6.1 (followed by an editor’s note stating this has not been agreed):
The P-CSCF shall handle P-Access-Network-Info headers as follows:

· A legacy P-CSCF will neither insert a P-Access-Network-Info header nor perform checking of “network-provided” parameter in P-Access-Network-Info header sent by the UE. 

· If the request is received via a TISPAN access network a TISPAN-aware P-CSCF shall  insert a P-Access-Network-Info header containing the “network-provided” parameter and remove any such header containing the “network-provided” parameter sent by the UE, as specified in ETSI ES 283003. 

· If the request is received via a 3GPP access a TISPAN-aware P-CSCF shall remove a P-Access-Network-Info header if it contains the “network-provided” parameter, as specified in ETSI ES 283003.

· If the request is received via a 3GPP access a TISPAN-aware P-CSCF shall not insert a P-Access-Network-Info header.

Alternative 2: 
This alternative is contained in an editor’s note in TR 33.803, v1.0.0, section 6.1:
The P-CSCF shall handle P-Access-Network-Info headers as follows:

· A legacy P-CSCF will neither insert a P-Access-Network-Info header nor perform checking of “network-provided” parameter in P-Access-Network-Info header sent by the UE. 

· If the request is received via either a TISPAN access network or a 3GPP access network, a TISPAN-aware P-CSCF shall  insert a P-Access-Network-Info header containing the “network-provided” parameter and fill with suitable access network type  and remove any such header containing the “network-provided” parameter sent by the UE, as specified in ETSI ES 283003.  

SA3/TISPAN WG7 agree that both appear equivalent from a security point of view, so that other aspect e.g. complexity should serve as the main decision criteria. Both solutions agree that legacy P-CSCF will not handle PANI header.The difference between alternatives 1 and 2 lies in the fact that alternative 2 proposals the insertion of a PANI header by the P-CSCF also for the case of mobile access, and thus seems more simple and uniform than alternative 1.
Note: Once a decision has been made between these two alternative for section 6.1. of TR 33.803, it will be straightforward to accordingly change the text in section 6.2.2,which describes the two corresponding alternatives for the S-CSCF to distinguish 3GPP early IMS authentication methods from TISPAN authentication mechanisms. 
The two alternatives are:
Alternative 1: 
This alternative is contained in TR 33.803, v1.0.0, section 6.2.2 (followed by an editor’s note stating this has not been agreed):

Based on the above assumptions and the P-Access-Network-Info handling procedure described in section 6.1, The S-CSCF then proceeds as follows: 

If there is no Authorization header, and there is either 

· no P-Access-Network-Info header containing the “network-provided” parameter or
· the registration request is received from a legacy P-CSCF,
then Early IMS is used. 
Otherwise, if either 
· there is an Authorization header with no “integrity-protected” flag or 

· there is no Authorization header, and the access-type parameter in the P-Access-Network-Info header containing the “network-provided” parameter represents TISPAN access, and the request is received from a TISPAN-aware P-CSCF 

then the S-CSCF proceeds to step 3.
Alternative 2: 
This alternative is contained in an editor’s note in TR 33.803, v1.0.0, section 6.2.2:
Based on the above assumptions and the P-Access-Network-Info handling procedure described in section 6.1, The S-CSCF then proceeds as follows: 

If there is no Authorization header, and there is either 

· no P-Access-Network-Info header containing the “network-provided” parameter or 
· the access-type parameter in the P-Access-Network-Info header containing the “network-provided” parameter represents 3GPP access,  and the request is received from a TISPAN-aware P-CSCF,
then Early IMS is used. 

Otherwise, if either 
· there is an Authorization header with no “integrity-protected” flag or 

· there is no Authorization header, and the access-type parameter in the P-Access-Network-Info header containing the “network-provided” parameter represents TISPAN access, and the request is received from a TISPAN-aware P-CSCF 

then the S-CSCF proceeds to step 3.

Conclusion
These two alternatives have been discussed in both 3GPP SA3 #46 and #46b meetings. In latest 3GPP SA3 #46b meeting joint with TISPAN WG7 on March, 2007, the following conclusions are made:
“There was some discussion on the alternatives 1 and 2. Alternative 2 was probably the most accepted solution, but requires a CR in CT1 to 24.229. 

A suggestion was received to send a liaison statement to CT1 indicating that a CR is required. However, it was not agreed in SA3 that this meeting could send any liaison statements and so this was not possible. Still, there was nothing wrong with the companies to inform CT1 that the presented CR is acceptable to SA3. ”
From the above we can see that SA3 prefer alternative 2, but a corresponding CR is required to 24.229.As it is extremely difficult for SA3 to send any LS from a one-day joint meeting since there are many issues in the agenda of that one-day meeting, so SA3 ask the companies to inform CT1 that the corresponding CR (C1-070989) which is related to alternative 2 is acceptable to SA3.But unfortunately this contribution was not discussed at CT1 #46 meeting due to the limited time. 
To apply the alternative 2, the P-CSCF must know whether the request is received over a 3GPP access network by some implement-dependent means:
As described in TR 33.803 v1.0.0 section 6.2.2 step 2,because the PANI header handled by the P-CSCF will be used by the S-CSCF  to distinguish 3GPP EARLY IMS authentication methods from TISPAN authentication mechanisms, and 3GPP early IMS authentication mechanism assumes that the GGSN is always located in the home network, so the P-CSCF must be able to determine by implementation over which 3GPP access the SIP request is received e.g. different UE’s IP address ranges allocated by the home network GGSN.
So the alternative 2 is feasible also from the network deployment point of view.
Proposal 

Since this issue have been discussed in several meetings, and SA3/TISPAN WG7 have decided that this issue needs to be closed at SA3 #47 (May 22-25) to complete the co-existence study TR 33.803 for 3GPP rel-7. Consequently, SA3/TISPAN WG7 agree and ask that CT1 shall make a decision at latest CT1 May meeting on this issue. So it is suggested that CT1 shall discuss these two alternatives, and agree the corresponding CR (C1-071088) which is related to the above alternative 2.
Definition 

TISPAN-aware P-CSCF: a Release 7 or later version P-CSCF that can handle the P-Access-Network-Info 
headers according to ETSI ES 283003.
Legacy P-CSCF: a pre-3GPP Release 7 P-CSCF that cannot handle the P-Access-Network-Info headers.
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