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1
Introduction
The SAE/LTE work in SA3 on the security architecture solutions for SAE/LTE is not finalized yet, but some important basic principles have been decided which are necessary for the specification work of core-network protocols. 
This contribution describes agreed security functions regarding SAE/LTE authentication and is based on the SA3 work stated in 33.821.
2
Discussion

There have been a large number of contributions and discussion papers in SA3 concerning the choice of authentication  and key agreement method/mechanism for LTE access to SAE. 
The two main alternatives considered have been “native” UMTS AKA and EAP AKA. Comparisons have shown that both alternatives would be feasible, each with pros and cons. However, when all things are considered SA3 has currently agreed to adopt UMTS AKA as the authentication and key agreement method/mechanism since it is a well-proven, efficient protocol that provides sufficient security for SAE/LTE.

The (re-)use of USIM has also extensively been discussed and finally decided that access to LTE based on existing USIM application will be permitted as it provides sufficient security.
3 Proposal
It is proposed that the information provided below is agreed and transferred to 3GPP TS 24.801 into the section 7.1.
1st Change

7
SAE impact on existing capabilities

7.1
Security

Editor's note: This clause will contain a description of security aspects relevant for CT1. None of the text within this section shall be transferred directly to any specification unless explicitly stated.

7.1.x
Security for LTE access

Security for the NAS signalling is terminated in the UE and in the MME. The security protection for the NAS signalling includes ciphering and integrity protection.

Security for the user plane is terminated in the UE and in the EUTRAN. 

The keys for NAS signalling security and user plane security are agreed between MME and UE by means of an authentication and key agreement procedure. 

According to the current working assumptions in SA3:

-
the UMTS AKA mechanism will be used for authentication and key agreement between MME and UE. This mechanism achieves mutual authentication by the user and the network. For a description of the UMTS AKA mechanism and its use for UTRAN access security see 3GPP TS 33.102 [y];
-
for LTE access security the UE shall have a UICC inserted and an activated USIM application. Access to LTE is based on the existing USIM application.
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