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5.10.6
Screening of SIP signalling

5.10.6.1
General

The IBCF may act as a B2BUA when it performs screening of SIP signalling functionality. In this case the B2BUA behaviour of the IBCF shall comply with the description given in subclause 5.10.5 for the IMS-ALG functionality.

NOTE:
Many headers are intended for end-to-end operation; removal of such headers will impact the intended end-to-end operation between the end users. Additionally the IM CN subsystem does not preclude security mechanisms covering SIP headers; any such removal can prevent validation of all headers covered by the security mechanism.

5.10.6.2
IBCF procedures for SIP headers

If specified by local policy rules, the IBCF may omit or modify any received SIP headers prior to forwarding SIP messages, with the following exceptions.

As a result of any screening policy adopted, the IBCF should not modify at least the following headers which would cause misoperation of the IM CN subsystem:

-
Authorization; and

-
WWW-Authenticate.

Where the IBCF appears in the path between the UE and the S-CSCF, some headers are involved in the registration and authentication of the user. As a result of any screening policy adopted as part of normal operation, e.g. where the request or response is forwarded on, the IBCF should not modify as part of the registration procedure at least the following headers:

-
Path; and

-
Service-Route.
NOTE1:
Future SIP developments in IETF assume that SIP routing headers (Route, Record-Route and Via) are not modified or removed by intermediaries other than as specified in RFC 3261and future versions of this specification could utilise SIP functionality that depends on SIP routing headers not being modified or removed. Modification or removal of Route, Record-Route and Via headers by the IBCF other than as specified in RFC 3261 could create interoperability problems with networks using future versions of this specification.
NOTE2:
Where operator requirements can be achieved by configuration hiding, then these procedures can be used in preference to screening.
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