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1. Introduction

This paper gives a stage2 level detail implementation of procedures and information flows for Access List Configuration in the IM CN subsystem for discussion and approval.
2. Proposal
The following sequence procedures are proposed to be approved for inclusion in PNM TS 23.259 section 6.5.
******************************Start of First Change*************************************************
6.5 Access List Configuration
The basic attributes required for privacy configuration are:

1.
List of public identities of a PNE that the user wishes to configure as private

2.
Public identity of a PNE assigned as the default UE for terminating access control decisions

3.
A list of public identities of Guest UEs that may initiate sessions to a particular private UE
Editor’s note: In the case of non-private PNEs sharing IM public identities with the private UE, if the non-private UE has a higher preference (due to time of day, forking preference, etc) the terminating procedures for privacy processing shall be avoided and the session may be terminated at the non-private PNE. This aspect may need further investigation.
The various configuration procedures/methods for a user are:

-
ConfigPrivateUE : Configuration of a PNE as a Private UE and its access list.
· Mandatory attributes: 1 and 2 

· Optional attribute:  3 

-
DeconfigPrivateUE : Removal of “privacy status” of a Private UE

· Mandatory attributes: 1

6.5.1
Configuration of PNE as a private UE
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Figure 6.5.1-1: Access List configuration in the IM CN subsystem
1. 
UE sends a ConfigPrivateUE request to the PN AS, requesting it to configure a PNE as private. The message must include the attributes of the list of public user identities of the PNE being configured as private. In addition, it should consist of the DefaultUE attribute (possibly the public identity of the UE itself). In addition, it may also consist of the list of public identities to be registered as Guest to the private UE 1b.

2. 
On receiving this request, the NAF combined in the AS authenticates the UE as a registered PNE and verifies if it has been authorized to configure other PNEs as private.  The PN AS also verifies if the public identities of the UE identified for privacy configuration are registered in the PN. Once verified, the PN AS may store the attributes of private UE, its default UE for access control and the Guest UE list (if present in the request message).
The ConfigPrivateUE Request message may not only be used for registering a PNE as a private UE for the first time, but also for making subsequent configuration changes to the private UE. For example, the attached parameters may be checked if they contain any new public identities to be registered as private, or a different public user identity as the default UE or new public identities of UEs not already registered as Guest UEs. If any new attributes are found, then data stored with respect to the private UE shall be updated.
Note: 
The qualification of a PNE as being authorized to configure may be based on provisioning procedures of PNM, and out of scope of configuration aspects, particularly for use cases such as parental control.
3. 
The PN AS sends a ConfigPrivateUE response to UE, including the operation result.
6.5.2
Deconfiguration of a PNE as private
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Figure 6.5.2-1: Access List configuration in the IM CN subsystem
1. 
UE sends a DeconfigPrivateUE request to the PN AS, requesting it to deregister the list of public identities of the PNE identified in the request from being a private UE. The request must include the identity of the private UE.

2. 
On receiving this request, the NAF combined in the AS authenticates the UE as a registered PNE and verifies if it has been authorized to configure private UEs.  The PN AS also verifies if the public identities of the UE identified for privacy deconfiguration are registered in the PN. Once verified, the PN AS may deregister the private UE if it is currently private. 
Note: 
The qualification of a certain UE of the PN as being authorized to configure may be based on provisioning procedures of PNM, and hence out of scope of configuration aspects, particularly for use cases such as parental control.

3.
The PN AS sends a DeconfigPrivateUE response to UE, including the operation result.
******************************End of First Change*************************************************
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