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	Route header may require special treatment when hiding applied. If the request is sent out from the hiding network and will be routed back to the hiding network (according to Route header; e.g. the S-CSCF inserted an external AS and its own address into the Route header and added the THIG as first entry afterwards, thus Route header includes THIG, AS, and S-CSCF when sent to the THIG), then according to current procedures (THIG removes itself from the Route header and tokenizes the S-CSCF in the Route header) the AS cannot route the request back the request to the S-CSCF via THIG (since it receives the Route header including the AS and a tokenized item, and after removing the AS entry, only the tokenized entry left in the Route header).
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5.10.4.2
Encryption for network topology hiding

Upon receiving an outgoing request/response from the hiding network the IBCF shall perform the encryption for network topology hiding purposes, i.e. the IBCF shall:

1)
use the whole header values which were added by one or more specific entity of the hiding network as input to encryption, besides the UE entry;

2)
not change the order of the headers subject to encryption when performing encryption;

3)
use for one encrypted string all received consecutive header entries subject to encryption, regardless if they appear in separate consecutive headers or if they are consecutive entries in a comma separated list in one header;

4)
construct an NAI in the form of 'username@realm',where the username part is the encrypted string, and the realm is the name of the encrypting network;
5)
append a "tokenized-by=" tag and set it to the value of the encrypting network's name, after the constructed NAI;

6)
form one valid entry for the specific header out of the resulting NAI, e.g. prepend "SIP/2.0/UDP" for Via headers or "sip:" for Path, Service-Route, Route and Record-Route headers; and

7)
if the IBCF encrypted an entry in the Route header, then it also inserts its own URI before the topmost encrypted entry.
NOTE 1:
Even if consecutive entries of the same network in a specific header are encrypted, they will result in only one encrypted header entry. For example:

Via: SIP/2.0/UDP ibcf1.home1.net;lr, 

 SIP/2.0/UDP Token(
SIP/2.0/UDP scscf1.home1.net;lr, 








SIP/2.0/UDP pcscf1.home1.net;lr)@home1.net;











tokenized-by=home1.net, 


 SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

NOTE 2:
If multiple entries of the same network are within the same type of headers, but they are not consecutive, then these entries will be tokenized to different strings. For example:

Record-Route: sip:ibcf1.home1.net;lr, 





sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net,





sip:as1.foreign.net;lr, 





sip:Token(sip:scscf1.home1.net;lr, 







  sip:pcscf1.home1.net;lr)@home1.net;tokenized-by=home1.net

NOTE 3:
If request will return to the hiding network (e.g. after visiting an AS), then the URI of IBCF is inserted. For example:

Route: sip:as1.foreign.net;lr,


   sip:ibcf1.home1.net;lr,



   sip:Token(sip:scscf1.home1.net;lr)@home1.net;tokenized-by=home1.net
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