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	Reason for change:
(

	The handling of SQN resynchronization is ambigous in 3GPP TS 24.229 and RFC 3310.

TS 24.229 section 5.1.1.5.3 states:

· in the case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the AUTS parameter and not an authentication challenge response (see 3GPP TS 33.102 [18]).


RFC 3310 section 3.4 states:

   auts

      A string carrying a base64 encoded AKA AUTS parameter.  

This directive is used to re-synchronize the server side SQN.  If the directive is present, the client doesn't use any password when calculating its credentials.  Instead, the client MUST calculate its credentials using an empty password (password of "").

This means that 24.229 indicates that no response should be included in the Authorization header, but RFC 3310 indicates that a response value (calculated with empty passowrd) should be there.

On the server/S-CSCF side it is stated in RFC 3310, that the presence of the AUTS field is sufficient to trigger the SQN synchronization procedure, i.e. absence or presence of response value should not be taken into account in the network in this case.

This results in an ambigous specification for the UE procedures.

Furthermore the MAC failure procedure states that the authentication challenge response shall not be included in the Authorization header. This confuses the reader, as the response field is mandatory for the Authorization header (see section 3.2.2 of RFC 2617).

	
	

	Summary of change:
(

	UE: Statement about not including the authentication challenge response in case of SQN resynchronization is deleted. 

It is clarified that in the case of MAC failure, the UE shall include an empty response field to the Authorization header.
S-CSCF: Should not take into account response value in case of AUTS parameter being present.
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not approved:
	Ambiguous specifcations, network implementations will trigger abensece of response-value.
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--------FIRST CHANGE--------
5.1.1.5.3
Abnormal cases

If, in a 401 (Unauthorized) response, either the MAC or SQN is incorrect the UE shall respond with a further REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

-
in the case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall contain no AUTS parameter and an empty response field, i.e.  no authentication challenge response;

-
in the case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the AUTS parameter (see 3GPP TS 33.102 [18]).

NOTE:
In the case of the SQN being out of range, an authentication challenge response can be included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

-
send the REGISTER request using an existing set of security associations, if available (see 3GPP TS 33.203 [19]);

-
populate a new Security-Client header within the REGISTER request, set to specify the security mechanism it supports, the IPsec layer algorithms it supports and the parameters needed for the new security association setup; and

-
not create a temporary set of security associations.

A UE shall only respond to two consecutive invalid challenges. The UE may attempt to register with the network again after an implementation specific time.

--------SECOND AND LAST CHANGE--------

5.4.1.2.3
Abnormal cases

In the case that the REGISTER request, that contains the authentication challenge response from the UE does not match with the expected REGISTER request (e.g. wrong Call-Id or authentication challenge response) and the request has the "integrity-protected" parameter in the Authorization header set to "yes", the S-CSCF shall:

-
send a 403 (Forbidden) response to the UE. The S‑CSCF shall consider this authentication attempt as failed. The S-CSCF shall not update the registration state of the subscriber.

NOTE 1:
If the UE was registered before, it stays registered until the registration expiration time expires. 
In the case that the REGISTER request, which was supposed to carry the response to the challenge, contains no authentication challenge response and no AUTS parameters indicating that the MAC parameter was invalid in the challenge, the S-CSCF shall:

-
respond with a 403 (Forbidden) response to the UE. The S-CSCF shall not update the registration state of the subscriber.

NOTE 2:
If the UE was registered before, it stays registered until the registration expiration time expires.
In the case that the REGISTER request from the UE containing an AUTS parameter, indicating that the SQN was deemed to be out of range by the UE, the S-CSCF will fetch new authentication vectors from the HSS. In order to indicate a resynchronisation, the S-CSCF shall include the AUTS received from the UE and the stored RAND, when fetching the new authentication vectors. On receipt of the new authentication vectors from the HSS, the S-CSCF shall either:

-
send a 401 (Unauthorized) response to initiate a further authentication attempt, using these new vectors; or

-
respond with a 403 (Forbidden) response if the authentication attempt is to be abandoned. The S-CSCF shall not update the registration state of the subscriber.
NOTE 3:
If the UE was registered before, it stays registered until the registration expiration time expires.

NOTE 4:
Since the UE responds only to two consecutive invalid challenges, the S-CSCF will send a 401 (Unauthorized) response that contains a new challenge only twice.

NOTE 5:
In the case of an AUTS parameter being present in the REGISTER request, the response parameter in the same REGISTER request will not be taken into account by the S-CSCF.

In the case that the expiration timer from the UE is too short to be accepted by the S-CSCF, the S-CSCF shall:

-
reject the REGISTER request with a 423 (Interval Too Brief) response, containing a Min-Expires header with the minimum registration time the S-CSCF will accept.

On receiving a failure response to one of the third-party REGISTER requests, the S-CSCF may initiate network-initiated deregistration procedure based on the information in the Filter Criteria. If the Filter Criteria does not contain instruction to the S-CSCF regarding the failure of the contact to the AS, the S-CSCF shall not initiate network-initiated deregistration procedure.

In the case that the REGISTER request from the UE contains more than one SIP URIs as Contact header entries, the S-CSCF shall store the: 

-
entry with the highest "q" value; 

-
the entry in the contact header with the highest “q”; or 

-
an entry decided by the S-CSCF based on local policy; 

and include it in the 200 (OK) response.

NOTE 6:
If the timer reg-await-auth expires, the S-CSCF will consider the authentication to have failed. If the public user identity was already registered, the S-CSCF will leave it as registered described in 3GPP TS 33.203 [19].

In the case that the S-CSCF receives a REGISTER request with the "integrity-protected" parameter in the Authorization header set to "yes",  for which the public user identity received in the To header and the private user identity received in the Authorization header of the REGISTER request do not match to any registered user at this S-CSCF, the S-CSCF shall:

-
respond with a 500 (Server Internal Error) response to the UE.
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