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1. Overall Description:

SA3 thanks CT1 for their LS on Talker Priority Uplink for Shared Channel Option. SA3 discussed the attack that takes advantage of the unintentionally disclosed Identification Value in a wrong BSS. SA3 agrees that the attack is difficult to exploit in practice. It was noted that the probability that the described sequence of events will occur might be dependent on the network configuration. In any case, the attacker cannot enforce this situation by an active attack.

In addition to the attack outlined by CT1, it was mentioned that if the attacker is successful in obtaining a valid unintentionally-disclosed Identification Value, the attacker may not only use it to try to set up an (unsuccessful) ciphered VGCS call, but the attacker may be able to use it to reset the emergency condition of an ongoing session. It was difficult for SA3 to assess all consequences of the emergency reset. It was mentioned that resetting the emergency condition of a firebrigade may be undesirable. However, it seems that the only way a Priority Uplink Request would be sent in an emergency condition would be to reset the emergency condition. SA3 was not sure about this.
In order to further mitigate these risks, SA3 discussed following possible improvements.

-
Send a new 32-bit Identification Value each time that the Identification Value is transmitted to the mobiles participating in a ciphered group call. This would invalidate any intercepted unintentionally disclosed Identification Value very soon.

-
Restrict the mobiles in ciphered group calls from sending Priority Uplink Request during cell-reselection or handover, and afterwards, wait until the Identification Value of the new BTS/BSS has been received by the ME. 

CT1 is asked to evaluate the network impacts and select the most suitable solution.

SA3 also discussed whether there is any security risk of compromising the V_Kc (Cell dependent VGCS Kc) as the attacker may try to associate the plaintext and ciphertext equivalents of Identification Value that is transmitted over the air.  SA3 concluded that even though the identification value would be broadcasted every 5 seconds (default network settings), the attacker would not get enough information for a practical attack. Therefore it is allowed to send the identification value in the clear for the Priority Uplink Request. 

2. Actions:

To CT1:

SA3 kindly asks CT1 to take the above conclusions into account and to look into the feasibility of further improving the proposed solution by considering ways to lower the probability of the unintentionally disclosed identification value.
3. Date of Next SA3 Meetings:

TSG-SA3 #41 
15 – 18 November 2005
San Diego, US

TSG-SA3 #42
7 – 10 February 2006

TBD







