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1. Introduction

In Rel-16, 3GPP CT1 has implemented a 5GS security protection mechanim for non-integrity protected NAS reject, which was captured in TS 24.501 sub 5.3.20 "Specific requirements for UE when receiving non-integrity protected reject messages". This security protection actually is not a new one for 5GS but just to align with the very similar machanisms supported in 2G/3G and EPS for both PS services and CS services.

This security protection imposed some impacts on the mainenance of forbidden TA lists. Typically, the UE will start a timer T3247 upon receipt of non-integrity protected NAS reject and at the expiry of T3247, the UE needs to erase the related forbidden TA lists.

This discussion paper attempts to discuss the issues on the mainenance of forbidden TA lists created by this security protection for non-integrity protected NAS reject, provide possible solutions and finally propose a way forward.

2. Discussion

2.1 Current mainenance of 5GS forbidden tracking area
As per specified in TS 24.501 subclause 5.3.13, two lists of "5GS forbidden tracking areas for roaming" and "5GS forbidden tracking areas for regional provision of service" are maintained at the UE per access type and will be erased when:
a) the UE is switched off or the UICC containing the USIM is removed; and

b) periodically (with a period in the range 12 to 24 hours).

A TA needs to be added into one of these two lists upon receipt of a NAS reject message with a suitable cause value, e.g. 5GMM #12/#13/#15, regardless of the received NAS reject is integrity protected or not. This includes the cases that the NAS reject comes from the genuine network.
A TA will be removed from these two lists if the UE receives this TA in a REGISTRATION ACCEPT message or a CONFIGURATION UPDATE COMMAND message regardless of whether this TA was originally added into the forbidden TA list due to whatever reasons, e.g. due to NAS reject message with or without integrity protection. 
Observation 1: The single 5GS forbidden TA list is shared for NAS reject message with integrity protection and without integrity protection.

2.2 Current mainenance of EPS forbidden tracking area
As per specified in TS 24.301 subclause 5.3.2, two lists of "forbidden tracking areas for roaming" and "forbidden tracking areas for regional provision of service" are maintained at the UE and will be erased when:

a) the UE is switched off or the UICC containing the USIM is removed; and

b) periodically (with a period in the range 12 to 24 hours).

A TA needs to be added into one of these two lists upon receipt of a NAS reject message with a suitable cause value, e.g. EMM #12/#13/#15, regardless of the received NAS reject is integrity protected or not. This includes the cases that the NAS reject comes from the genuine network.

A TA will be removed from these two lists if the UE receives this TA in the ATTACH ACCEPT, TAU ACCEPT or GUTI relocation message regardless of whether this TA was originally added into the forbidden TA list due to whatever reasons, e.g. due to NAS reject message with or without integrity protection
Observation 2: The single EPS forbidden TA list is shared for NAS reject message with integrity protection and without integrity protection.

2.3 Impacts of 5G security protection for non-integrity protected NAS reject
In Rel-16, 3GPP CT1 introduced a security protection for non-integrity protected NAS reject in 5GS (see TS 24.501 subclause 5.3.20) which includes following UE handling:

(1) The UE shall maintain some attempt counters and event counters.

(2) The UE shall start the timer T3247 upon receipt of a REGISTRATION REJECT or SERVICE REJECT message without integrity protection with 5GMM cause value #3, #6, #7, #11, #12, #13, #15, #27, #72 or #73.

(3) For #3, #6 or #7, the UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming", if the counter for "SIM/USIM considered invalid for GPRS services" events has a value less than a UE implementation-specific maximum value.

(4) For #=12, #13 or #15, the UE shall store the current TAI in the list of "5GS forbidden tracking areas for regional provision of service" or "5GS forbidden tracking areas for roaming".

(5) For #11 or #73 and the UE is in its HPLMN or EHPLMN, the UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming".
(6) Upon expiry of timer T3427, the UE shall erase the list of "5GS forbidden tracking areas for regional provision of service" and the list of "5GS forbidden tracking areas for roaming".

(7) Upon expiry of timer T3427, the UE shall erase the list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking areas for roaming".

Bullets (3)-(5) above indicate that the current TAI was added into 5GS forbidden TA lists is due to non-integrity protected NAS reject message.

Bullet (6) above indicates that the UE shall erase the whole two 5GS forbidden TA lists completely at expiry of timer T3427. As per observation 1 above, all TAs, which originally added into the lists due to the integrity protected NAS reject message from the genuine network, are also deleted as well.

Bullet (7) above indicates that the UE shall erase the whole two EPS forbidden TA lists completely at expiry of timer T3427. As per observation 2 above, all TAs, which originally added into the lists due to the integrity protected NAS reject message from the genuine network, are also deleted as well.
From bullet (2) above, actually T3247 is only started upon receipt of a NAS reject message without integrity protection. However, at its expiry, the UE shall erase the whole forbidden TA lists which is over deletion.

This over deletion will cause a big problem that the UE can select a suitable cell in a forbidden TA for normal camping and initiate the normal request for registration but this will be rejected with the same cause value by the network again, and then the current TA will be added in the 5GS forbidden TA lists again. This indeed created unnecessary signalling load.
Problem 1: At expiry of T3247 in 5GS, the UE shall erase all TAs which originally added into the 5GS forbidden TA lists due to the integrity protected 5G NAS reject message from the genuine 5G network. This enables the UE to attempt the normal request in the 5GS forbidden TA and get reject again, which creates unnecessary signalling load.

Problem 2: At expiry of T3247 in 5GS, the UE shall also erase all TAs which originally added into the EPS forbidden TA lists due to the integrity protected 4G NAS reject message from the genuine 4G network. This enables the UE to attempt the normal request in the EPS forbidden TA and get reject again when the UE moves from 5G to 4G, which creates unnecessary signalling load.

2.4 Impacts of 4G security protection for non-integrity protected NAS reject
Since Rel-13, 3GPP CT1 introduced a security protection for non-integrity protected NAS reject in EPS (see TS 24.301 subclause 5.3.7b) which includes following UE handling:

(1) The UE may maintain some attempt counters and event counters.

(2) The UE shall start the timer T3247 upon receipt of a ATTACH REJECT, TRACKING AREA UPDATE REJECT or SERVICE REJECT message without integrity protection with EMM cause value #3, #6, #7, #8, #11, #12, #13, #14, #15 or #35.

(3) For #3, #6, #7 or #8, the UE stores the current TAI in the list of "forbidden tracking areas for roaming", if the counter for "SIM/USIM considered invalid for GPRS services" events has a value less than a UE implementation-specific maximum value.

(4) For #=12, #13 or #15, the UE stores the current TAI in the list of "forbidden tracking areas for regional provision of service" or "forbidden tracking areas for roaming".

(5) For #11, #14 or #35 and the UE is in its HPLMN or EHPLMN, the UE stores the current TAI in the list of "forbidden tracking areas for roaming".

(6) Upon expiry of timer T3427, the UE erases the list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking areas for roaming".

Bullets (3)-(5) above indicate that the current TAI was added into EPS forbidden TA list is due to non-integrity protected NAS reject message.

Bullet (6) above indicates that the UE shall erase the whole two EPS forbidden TA lists completely at expiry of timer T3427. As per observation 2 above, all TAs which originally added into the lists due to the integrity protected NAS reject message are also be deleted as well.

From bullet (2) above, actually T3247 is only started upon receipt of a NAS reject message without integrity protection. However, at its expiry, the UE shall erase the whole forbidden TA lists which is over deletion.

This over deletion will cause a big problem that the UE can select a suitable cell in the forbidden TA for normal camping and initiate the normal request for registration again but this will be rejected with the same cause value by the network, and then the current TA will be added in the EPS forbidden TA lists again. This indeed created unnecessary signalling load.

Problem 3: At expiry of T3247 in EPS, the UE shall erase all TAs which originally added into the EPS forbidden TA lists due to the integrity protected 4G NAS reject message from the genuine 4G network. This enables the UE to attempt the normal request in the EPS forbidden TA and get reject again, which creates unnecessary signalling load.

3. Solution
To resolve problems identified in section 2, there are two solutions can work:

Solution 1: the UE maintains two separate forbidden TA lists for integrity protected NAS reject and non-integrity protected NAS reject respectively.

Solution 2: the UE memorizes whether a TA was added into the forbidden TA list due to integrity protected NAS reject or non-integrity protected NAS reject.
Two solutions can be evaluated in below Table 1:

Table 1
	
	Pros.
	Cons.

	Solution 1
	Clean UE implementation without the memory of the association between the TAs in the forbidden TA list and the integrity protection of the NAS reject message.
	The UE needs to maintain two separate forbidden TA lists in parallel which take more UE resources.

	Solution 2
	Still single forbidden TA list is maintained at the UE.
	The UE needs to memorize whether a TA was added into the forbidden TA list due to integrity protected NAS reject or non-integrity protected NAS reject.


Solution 1 is preferred and we are fine with Solution 2 as well. This needs to be done at both 5GS and EPS.

Proposal: To take the solution 2 as a way forward in 5GS and EPS, i.e. the UE memorizes whether a TA was added into the forbidden TA list due to integrity protected NAS reject or non-integrity protected NAS reject.

With above proposal, at the expiry of T3427, the UE only needs to delete the TAs from the forbidden TA lists which was added into the forbidden TA list due to non-integrity protected NAS reject while no touching other TAs in the lists.

4. Conclusion
This discussion paper discussed the impact on the mainenance of forbidden TA lists created by this security protection for non-integrity protected NAS reject.

Based on the discussion, following observations were provided:
Observation 1: The single 5GS forbidden TA list is shared for NAS reject message with integrity protection and without integrity protection.

Observation 2: The single EPS forbidden TA list is shared for NAS reject message with integrity protection and without integrity protection.

Based on above observations, following problems were identified:
Problem 1: At expiry of T3247 in 5GS, the UE shall erase all TAs which originally added into the 5GS forbidden TA lists due to the integrity protected 5G NAS reject message from the genuine 5G network. This enables the UE to attempt the normal request in the 5GS forbidden TA and get reject again, which creates unnecessary signalling load.

Problem 2: At expiry of T3247 in 5GS, the UE shall also erase all TAs which originally added into the EPS forbidden TA lists due to the integrity protected 4G NAS reject message from the genuine 4G network. This enables the UE to attempt the normal request in the EPS forbidden TA and get reject again when the UE moves from 5G to 4G, which creates unnecessary signalling load.

Problem 3: At expiry of T3247 in EPS, the UE shall erase all TAs which originally added into the EPS forbidden TA lists due to the integrity protected 4G NAS reject message from the genuine 4G network. This enables the UE to attempt the normal request in the EPS forbidden TA and get reject again, which creates unnecessary signalling load.

It proposes to take following solution to resolve these problems:

Proposal: To take the solution 2 as a way forward in 5GS and EPS, i.e. the UE memorizes whether a TA was added into the forbidden TA list due to integrity protected NAS reject or non-integrity protected NAS reject.

Above proposal was captured in the CR C1-194438 for 5GS and C1-194439 for EPS respectively.
