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	Reason for change:
	The concern in the non-integrity protected reject messages is that a rogue cell may be able to respond to initial REGISTRATION REQUEST message with non-integrity protected REGISTRATION REJECT message pretending to be a normal cell.

In some scenarios in 5GS activation of integrity protection and ciphering may be impossible also for genuine network. One example of such case is when the subscription is closed and has been removed from UDM and consequently activation of security protected NAS signalling can not be initiated. In such case there is no reliable way in the UE to detect if a rejection message without integrity protection is originated by a reliable source. An attacker may use this vulnerability as a way to send reject messages invalidating the USIM.
Even if the subscription is closed the UE can encode its permanent identifier SUPI, i.e. IMSI or NAI, into concealed SUCI format. Only the HPLMN can perform the de-concealment function to decrypt the SUPI value.
As the home network can de-conceal the SUCI to the plain SUPI, the SUPI can be replayed back to the UE together with a reject cause indicating that the USIM is invalid (i.e. #3, #6 and #7). The UE can compare the received SUPI with the SUPI contained in the USIM and if it matches correctly then the UE determine the reject is originating from the HPLMN and can be considered reliable.

There are two limitations in the usage of this method. 

· If the subsciption is valid then the permant identifier should not be sent as cleartext (either the reject message needs to be integrity protected or the SUCI shall be in the concealed form in the reject message).
· If in the message from the UE to network the SUCI is concealed using the “null-scheme” as specified in 3GPP TS 33.501 then a rogue cell can see the permant identity. Therefore this method should be used only when the “null-scheme” is not used.

	
	

	Summary of change:
	Add a method for the AMF to include SUCI in REGISTRATION REJECT message in case integrity protection can not be activated and the AMF needs to use cause values #3, #6 or #7.

Add a method for the UE to compare the received SUPI value with the SUPI stored in the UE.

Add a new optional IE in REGISTRATION REJECT message which can contain subscriber permanent identity.
NOTE: Changes are added on top of the CT1#116 agreed CR in Tdoc C1-192818.



	
	

	Consequences if not approved:
	There is not reliable way to detect if a rogue cell is sending a reject cause which may invalidate the USIM.
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	Other comments:
	


5.3.x
Specific requirements for UE when receiving non-integrity protected reject messages

This subclause specifies the requirements for a UE that receives a REGISTRATION REJECT or SERVICE REJECT message without integrity protection with specific 5GMM causes.

NOTE 1:
Additional UE requirements for this case, requirements for other 5GMM causes, and requirements for the case when the UE receives an integrity protected reject message are specified in subclauses 5.5.1 and 5.6.1.

Editor's note:
If timer T3245 (see 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]) is configured by the UE as a result of the work on 5G_CIoT-CT, its impact is FFS.

The UE may maintain a list of PLMN-specific attempt counters (see 3GPP TS 24.301 [15]). The maximum number of possible entries in the list is implementation dependent. This list is applicable to access attempts via 3GPP access only.
The UE may maintain a list of PLMN-specific attempt counters for non-3GPP access. The maximum number of possible entries in the list is implementation dependent. This list is applicable to access attempts via non-3GPP access only.

Editor's note:
It is FFS whether an additional list of PLMN-specific attempt counters for 5GMM cause #27 "N1 mode not allowed" is needed.The UE may maintain one counter for "SIM/USIM considered invalid for GPRS services" events (see 3GPP TS 24.301 [15]).
The UE may maintain one counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events.
The UE may maintain one counter for "SIM/USIM considered invalid for non-GPRS services" events (see 3GPP TS 24.008 [12]).
Editor's note:
It is FFS whether the retry counters above and its’ correesponding maximum values need to be mandatory.

If the UE receives a REGISTRATION REJECT message without integrity protection with 5GMM cause value #3, #6 or #7 before the network has established secure exchange of NAS messages for the NAS signalling connection, and:

-
if the REGISTRATION REJECT message is received with SUCI value IE, the received SUCI matches with the SUCI of the UE and the UE did not send the SUCI in null-scheme protected form to the network, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1;

-
otherwise if the UE receives a REGISTRATION REJECT or SERVICE REJECT message without integrity protection with 5GMM cause value #3, #6, #7, #11 (when the UE is in its HPLMN or EHPLMN), #12, #13, #15, #27, #72 or #73 before the network has established secure exchange of NAS messages for the NAS signalling connection, the UE shall start timer T3247 (see 3GPP TS 24.008 [12]) with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running, and take the following actions:
1)
if the 5GMM cause value received is #3, #6 or #7, and

a)
if the 5GMM cause value is received over 3GPP access, the UE shall: 
i)
if the UE maintains a counter for "SIM/USIM considered invalid for GPRS services" events and the counter has a value less than a UE implementation-specific maximum value, 
-
set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI for 3GPP access;

-
delete the list of equivalent PLMNs if any;

-
increment the counter for "SIM/USIM considered invalid for GPRS services" events;
-
if the 5GMM cause value received is #3 or #6, and if the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and the counter has a value less than a UE implementation-specific maximum value, increment the counter;
-
if a registration procedure was performed, reset the registration attempt counter;
-
if the UE is operating in single-registration mode, handle the EMM parameters EMM state, EPS update status, EPS attach attempt counter or tracking area updating attempt counter, 4G-GUTI, TAI list, eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach or tracking area updating procedure is rejected with the EMM cause of the same value in a NAS message without integrity protection;
-
store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and
-
search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28] or 3GPP TS 36.304 [21]; and

Editor's note:
The specific UE behavior over the non-3GPP access requires further study. 

ii)
otherwise proceed as specified in subclauses 5.5.1 and 5.6.1;
b)
if the 5GMM cause value is received over non-3GPP access, the UE shall:
i)
if the UE maintains a counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events and the counter has a value less than a UE implementation-specific maximum value,
-
set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list and ngKSI for non-3GPP access;
-
enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE;
-
increment the counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events; and

Editor's note:
The specific UE behavior upon receiving the non-integrity protected reject message over the non-3GPP access requires further study.  
NOTE 2: How to select another access point for non-3GPP access is implementation specific.

ii)
otherwise proceed as specified in subclauses 5.5.1 and 5.6.1;
2)
if the 5GMM cause value received is #12, #13 or #15, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1. Additionally, the UE may

a)
if the 5GMM cause value is received over 3GPP access, non-3GPP access is available, the UE is not registered over non-3GPP access yet, and the SIM/USIM is not considered invalid for 5GS services over non-3GPP access, perform registration attempt over the non-3GPP access;

b)
if the 5GMM cause value is received over non-3GPP access, 3GPP access is available, the UE is not registered over 3GPP access yet, and the SIM/USIM is not considered invalid for 5GS services over 3GPP access, perform registration attempt over the 3GPP access.

3)
if the 5GMM cause value received is #11 and the UE is in its HPLMN or EHPLMN,
a)
if the 5GMM cause value is received over 3GPP access, the UE shall
-
set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete, the 5G-GUTI, last visited registered TAI, TAI list, ngKSI for 3GPP access and the list of equivalent PLMNs. Additionally, if a registration procedure was performed, the UE shall reset the registration attempt counter;
-
if the UE is operating in single-registration mode, handle the EMM parameters EMM state, EPS update status, EPS attach attempt counter or tracking area updating attempt counter, 4G-GUTI, TAI list, eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach or tracking area updating procedure is rejected with the EMM cause of the same value in a NAS message without integrity protection;
-
store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and

-
search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28] or 3GPP TS 36.304 [21]; 
Editor's note:
The specific UE behavior over the non-3GPP access requires further study.

b)
if the 5GMM cause value is received over non-3GPP access, the UE shall

-
set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list and ngKSI for non-3GPP access. Additionally, if a registration procedure was performed, the UE shall reset the registration attempt counter;
-
enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE.

Editor's note:
The specific UE behavior upon receiving the non-integrity protected reject message over the non-3GPP access requires further study.

Editor's note:
The UE behaviour is FFS when the 5GMM cause value received is #11 and the UE is not in its HPLMN or EHPLMN.
Upon expiry of timer T3427, the UE shall

-
erase the list of "5GS forbidden tracking areas for regional provision of service" and the list of "5GS forbidden tracking areas for roaming";

-
set the USIM to valid for 5GS services for 3GPP access, if

-
the UE does not maintain a counter for "SIM/USIM considered invalid for GPRS services" events; or

-
the UE maintains a counter for "SIM/USIM considered invalid for GPRS services" events and this counter has a value less than a UE implementation-specific maximum value;
-
set the USIM to valid for 5GS services for non-3GPP access, if

-
the UE does not maintain a counter for "SIM/USIM considered invalid for 5GS services over non-3GPP access" events; or

-
the UE maintains a counter for " SIM/USIM considered invalid for 5GS services over non-3GPP access" events and this counter has a value less than a UE implementation-specific maximum value;
-
set the USIM to valid for non-EPS services, if

-
the UE does not maintain a counter for "SIM/USIM considered invalid for non-GPRS services" events; or
-
the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and this counter has a value less than a UE implementation-specific maximum value;
-
if the UE maintains a list of PLMN-specific attempt counters, for each PLMN-specific attempt counter that has a value greater than zero and less than a UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list; 

-
if the UE maintains a list of PLMN-specific attempt counters for non-3GPP access, for each PLMN-specific attempt counter for non-3GPP access that has a value greater than zero and less than a UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list; and
Editor's note:
It is FFS whether this is the forbidden PLMN list as defined in 3GPP TS 24.301 [15] or a new forbidden PLMN list for non-3GPP access.

Editor's note:
It is FFS whether the list of PLMN-specific PS-attempt counters (see 3GPP TS 24.301 [15]) needs to be processed as well.

Editor's note:
It is FFS whether list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking areas for roaming" as specified in 3GPP TS 24.301 [15] need to be processed as well
-
initiate a registration procedure, if still needed, dependent on 5GMM state and 5GS update status, or perform PLMN selection according to 3GPP TS 23.122 [5].

If the UE maintains a list of PLMN-specific attempt counters, when the UE is switched off, the UE shall, for each PLMN-specific attempt counter that has a value greater than zero and less than the UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list. When the USIM is removed, the UE should perform this action.
If the UE maintains a list of PLMN-specific attempt counters for non-3GPP access, when the UE is switched off, the UE shall, for each PLMN-specific attempt counter for non-3GPP access that has a value greater than zero and less than the UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list. When the USIM is removed, the UE should perform this action.
Editor's note:
It is FFS whether this is the forbidden PLMN list as defined in 3GPP TS 24.301 [15] or a new forbidden PLMN list for non-3GPP access.
Editor's note:
It is FFS whether at switch-off the list of PLMN-specific PS-attempt counters (see 3GPP TS 24.301 [15]) needs to be processed as well.
NOTE 3:
If the respective PLMN was stored in the extension of the "forbidden PLMNs" list, then according to 3GPP TS 23.122 [5] the UE will delete the contents of this extension when the USIM is removed.
***** Next change *****
5.5.1.2.5
Initial registration not accepted by the network
If the initial registration request cannot be accepted by the network, the AMF shall send a REGISTRATION REJECT message to the UE including an appropriate 5GMM cause value.
If the initial registration request is rejected due to general NAS level mobility management congestion control, the network shall set the 5GMM cause value to #22 "congestion" and assign a back-off timer T3346.
If the initial registration request needs to be rejected with 5GMM cause value #3, #6 or #7, the SUCI is successfully deconcealed in the network and the network is able to provide the UE with the SUCI value IE in the REGISTRATION REJECT message, the AMF shall include SUCI in the SUCI value IE in the REGISTRATION REJECT message.
The UE shall take the following actions depending on the 5GMM cause value received in the REGISTRATION REJECT message.

#3
(Illegal UE); or
#6
(Illegal ME).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. The UE shall delete the list of equivalent PLMNs and enter the state 5GMM-DEREGISTERED.


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value. The USIM shall be considered as invalid also for non-EPS services until switching off or the UICC containing the USIM is removed.


If the UE also supports the registration procedure over the other access, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.

#7
(5GS services not allowed).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall consider the USIM as invalid for 5GS services until switching off or the UICC containing the USIM is removed. The UE shall enter the state 5GMM-DEREGISTERED.


If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, TAI list and eKSI as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value. 

If the UE also supports the registration procedure over the other access, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.
#11
(PLMN not allowed).


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall delete the list of equivalent PLMNs and reset the registration attempt counter and store the PLMN identity in the "forbidden PLMN list". The UE shall enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform a PLMN selection according to 3GPP TS 23.122 [5].

If the UE is operating in single-registration mode, the UE shall in addition handle the EMM parameters EMM state, EPS update status, 4G-GUTI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.


If the REGISTRATION REJECT message is integrity protected and the UE also supports the registration procedure over the other access to the same PLMN, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.
#12
(Tracking area not allowed).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter.

The UE shall store the current TAI in the list of "5GS forbidden tracking areas for regional provision of service" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE.

If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.
#13
(Roaming not allowed in this tracking area).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall delete the list of equivalent PLMNs and reset the registration attempt counter.

The UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE or optionally 5GMM-DEREGISTERED.PLMN-SEARCH. The UE shall perform a PLMN selection according to 3GPP TS 23.122 [5].

If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.
#15
(No suitable cells in tracking area);


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter.


The UE shall store the current TAI in the list of "5GS forbidden tracking areas for roaming" and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE. The UE shall search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28].

If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, 4G-GUTI, TAI list, eKSI and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.
#22
(Congestion).


If the T3346 value IE is present in the REGISTRATION REJECT message and the value indicates that this timer is neither zero nor deactivated, the UE shall proceed as described below; otherwise it shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.1.2.7.

The UE shall abort the initial registration procedure, set the 5GS update status to 5U2 NOT UPDATED and enter state 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION.

The UE shall stop timer T3346 if it is running.


If the REGISTRATION REJECT message is integrity protected, the UE shall start timer T3346 with the value provided in the T3346 value IE.


If the REGISTRATION REJECT message is not integrity protected, the UE shall start timer T3346 with a random value from the default range specified in 3GPP TS 24.008 [12].

The UE stays in the current serving cell and applies the normal cell reselection process. The initial registration procedure is started if still needed when timer T3346 expires or is stopped.

If the UE is operating in single-registration mode, the UE shall handle the EMM parameters EMM state, EPS update status, and attach attempt counter as specified in 3GPP TS 24.301 [15] for the case when the EPS attach request procedure is rejected with the EMM cause with the same value.
#27
(N1 mode not allowed).

The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter and shall enter the state 5GMM-NULL.


The UE shall disable the N1 mode capability for both 3GPP access and non-3GPP access (see subclause 4.9).
#72
(Non-3GPP access to 5GCN not allowed).


When received over non-3GPP access the UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI. Additionally, the UE shall reset the registration attempt counter and enter the state 5GMM-DEREGISTERED.

NOTE:
The 5GMM sublayer states, the 5GMM parameters and the registration status are managed per access type independently, i.e. 3GPP access or non-3GPP access (see subclauses 4.7.2 and 5.1.3).

The UE shall disable the N1 mode capability for non-3GPP access (see subclause 4.9.3).

As an implementation option, the UE may enter the state 5GMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [5].


If received over 3GPP access the cause shall be considered as an abnormal case and the behaviour of the UE for this case is specified in subclause 5.5.1.2.7.
#73
(Serving network not authorized).


The UE shall set the 5GS update status to 5U2 NOT UPDATED, reset the registration attempt counter, store the PLMN identity in the "forbidden PLMN list" and enter state 5GMM-DEREGISTERED.PLMN-SEARCH in order to perform a PLMN selection according to 3GPP TS 23.122 [5].
Other values are considered as abnormal cases. The behaviour of the UE in those cases is specified in subclause 5.5.1.2.7.
***** Next change *****
8.2.9
Registration reject
8.2.9.1
Message definition
The REGISTRATION REJECT message is sent by the AMF to the UE. See table 8.2.9.1.1.

Message type:
REGISTRATION REJECT
Significance:
dual

Direction:

network to UE
Table 8.2.9.1.1: REGISTRATION REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator

9.2
	M
	V
	1

	
	Security header type
	Security header type

9.3
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.5
	M
	V
	1/2

	
	Registration reject message identity
	Message type

9.7
	M
	V
	1

	
	5GMM cause
	5GMM cause

9.11.3.2
	M
	V
	1

	5F
	T3346 value
	GPRS timer 2

9.11.2.4
	O
	TLV
	3

	16
	T3502 value
	GPRS timer 2

9.11.2.4
	O
	TLV
	3

	78
	EAP message
	EAP message

9.11.2.2
	O
	TLV-E
	7-1503

	xx
	SUCI value
	5GS mobile identity

9.11.3.4
	O
	TLV-E
	4-x


***** Next change *****
8.2.9.5
SUCI value
The AMF may include this IE when it sends REGISTRATION REJECT without integrity protection and cause value is #3, #6 or #7.
