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	Reason for change:
	1/ Extension of usage of 5GSM cause values #44 and #45

In LS C1-192665, CT1 asked the following question:
Question 2: In Table 5.2.2.2-1, application errors "ERROR_INITIAL_PARAMETERS" and "ERROR_TRIGGER_EVENT" are mapped to 5GSM cause value #45 "Syntactical error in packet filter(s)", and "TRAFFIC_MAPPING_INFO_REJECTED" is mapped to 5GSM cause value #44 "Semantic error in packet filter(s)". However, so far the 5GSM cause values #44 and #45 are only used by the UE for QoS rule verification and not used by the network even in the cause value definition it can be used by the network. CT1 intended to extend the usage of the 5GSM cause value #44 and #45. Please confirm if this is acceptable.

We assume that extension of the usage of 5GSM cause values #44 and #45 is acceptable to CT3. Then, 3GPP TS 24.501 needs to be updated to accommodate the extension.

2/ 5GSM messages impacted by the extension

According to the following text in 3GPP TS 29.512, the PDU SESSION ESTABLISHMENT REJECT message needs to be modified so that an SMF can include 5GSM cause value #45 and the PDU SESSION MODIFICATION REJECT message needs to be modified so that an SMF can include 5GSM cause value #44 or #45.
4.2.2.2
SM Policy Association establishment

…

If the PCF is, due to incomplete, erroneous or missing information (e.g. QoS,  RAT type, subscriber information) not able to provision a policy decision as response to the request for PCC rules by the SMF, the PCF may reject the request and include in an HTTP "400 Bad Request" response message the "cause" attribute of the ProblemDetails data structure set to "ERROR_INITIAL_PARAMETERS". 

…

If the SMF receives HTTP response with these codes, the SMF shall reject the PDU session establishment that initiated the HTTP POST Request.

4.2.4.2
Requesting the update of the Session Management related policies
…

If the PCF is, due to incomplete, erroneous or missing information (e.g. QoS,  RAT type, subscriber information) not able to provision a policy decision as response to the request for PCC rules by the SMF, the PCF may reject the request and include in an HTTP "400 Bad Request " response message the "cause" attribute of the ProblemDetails data structure set to "ERROR_INITIAL_PARAMETERS". 

If the PCF receives the set of session information which is sent in the message originated due to a trigger being met is incoherent with the previous set of session information for the same session (E.g. trigger met was RAT changed, and the RAT notified is the same as before), the PCF may reject the request and include in an HTTP "400 Bad Request" response message the "cause" attribute of the ProblemDetails data structure set to "ERROR_TRIGGER_EVENT".

…

If the PCF does not accept one or more of the traffic mapping filters provided by the SMF in an HTTP POST request (e.g. because the PCF does not allow the UE to request enhanced QoS for services not known to the PCF), the PCF shall reject the request and include in an HTTP "403 Forbidden" response message the "cause" attribute of the ProblemDetails data structure set to "ERROR_TRAFFIC_MAPPING_INFO_REJECTED". 
If the SMF receives HTTP response with these codes, the SMF shall reject the PDU session modification that initiated the HTTP Request.

3/ Impacts to 5GSM cause values #44 and #45
Description on the 5GSM cause values need to be modified so that they can cover errors occurred during SM policy association creation or update.


	
	

	Summary of change:
	1. An SMF can include 5GSM cause value #45 in the PDU SESSION ESTABLISHMENT REJECT message.

2. An SMF can include 5GM cause value #44 or #45 in the PDU SESSION MODIFICATION REJECT message.
3. Description on 5GSM cause values #44 and #45 is extended.
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***** Next change *****
6.4.1.4.1
General

If the connectivity with the requested DN is rejected by the network, the SMF shall create a PDU SESSION ESTABLISHMENT REJECT message.

The SMF shall set the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The 5GSM cause IE typically indicates one of the following SM cause values:

#8
operator determined barring;

#26
insufficient resources;
#27
missing or unknown DNN;

#28
unknown PDU session type;
#29
user authentication or authorization failed;

#31
request rejected, unspecified;

#32
service option not supported;

#33
requested service option not subscribed;

#35
PTI already in use;

#38
network failure;

#45
syntactical error in packet filter(s)
#46
out of LADN service area;
#50
PDU session type IPv4 only allowed;

#51
PDU session type IPv6 only allowed;
#54
PDU session does not exist;

#67
insufficient resources for specific slice and DNN;
#68
not supported SSC mode;

#69
insufficient resources for specific slice;
#70
missing or unknown DNN in a slice;

#82
maximum data rate per UE for user-plane integrity protection is too low; or
#95 – 111
protocol errors.
If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, are limited to IPv4 only for the requested DNN, the SMF shall include the 5GSM cause value #50 "PDU session type IPv4 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv6", and the subscription, the SMF configuration, or both, support none of "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, are limited to IPv6 only for the requested DNN, the SMF shall include the 5GSM cause value #51 "PDU session type IPv6 only allowed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4", and the subscription, the SMF configuration, or both, support none of "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "IPv4v6", and the subscription, the SMF configuration, or both, support none of "IPv4v6", "IPv4" and "IPv6" PDU session types for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message includes a PDU session type IE set to "Unstructured" or "Ethernet", and the subscription, the SMF configuration, or both, do not support the PDU session type for the requested DNN, the SMF shall include the 5GSM cause value #28 "unknown PDU session type" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the PDU SESSION ESTABLISHMENT REQUEST message contains the SSC mode IE indicating an SSC mode not supported by the subscription, the SMF configuration, or both of them, and the SMF decides to rejects the PDU session establishment, the SMF shall include the 5GSM cause value #68 "not supported SSC mode" in the 5GSM cause IE and the SSC modes allowed by SMF in the Allowed SSC mode IE of the PDU SESSION ESTABLISHMENT REJECT message.

In 3GPP access, if the operator's configuration requires user-plane integrity protection for the PDU session and, the maximum data rate per UE for user-plane integrity protection supported by the UE for uplink or the maximum data rate per UE for user-plane integrity protection supported by the UE for downlink, or both, are lower than required by the operator's configuration, the SMF shall include the 5GSM cause value #82 "maximum data rate per UE for user-plane integrity protection is too low" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If one or more syntactical errors in terms of SM policy association are detected (see 3GPP TS 23.502 [9] and 3GPP TS 29.512 [20X]), the SMF shall include the 5GSM cause value #45 "syntactical error in packet filter(s)" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.
If the UE requests a PDU session establishment for an LADN when the UE is located outside of the LADN service area, the SMF shall include the 5GSM cause value #46 "out of LADN service area" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

If the DN authentication of the UE was performed and completed unsuccessfully, the SMF shall include the 5GSM cause value #29 "user authentication or authorization failed" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message and shall set the EAP message IE of the PDU SESSION ESTABLISHMENT REJECT message to an EAP-failure message as specified in IETF RFC 3748 [34], provided by the DN.

If the PDU session cannot be established due to resource unavailability in the UPF, the SMF shall include the 5GSM cause value #26 "insufficient resources" in the 5GSM cause IE of the PDU SESSION ESTABLISHMENT REJECT message.

The network may include a Back-off timer value IE in the PDU SESSION ESTABLISHMENT REJECT message.

If the 5GSM cause value is #26 "insufficient resources", #67 "insufficient resources for specific slice and DNN", or #69 "insufficient resources for specific slice" and the PDU SESSION ESTABLISHMENT REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type provided during the PDU session establishment is set to "initial emergency request" or "existing emergency PDU session", the network shall not include a Back-off timer value IE.

If the Back-off timer value IE is included and the 5GSM cause value is different from #26 "insufficient resources", #28 "unknown PDU session type", #46 "out of LADN service area", "#50 "PDU session type IPv4 only allowed", #51 "PDU session type IPv6 only allowed", #54 "PDU session does not exist", #67 "insufficient resources for specific slice and DNN", #68 "not supported SSC mode", and #69 "insufficient resources for specific slice", the network may include the Re-attempt indicator IE to indicate whether the UE is allowed to attempt a PDN connectivity procedure in the PLMN for the same DNN in S1 mode, and whether another attempt in S1 mode or in N1 mode is allowed in an equivalent PLMN.
If the 5GSM cause value is #50 "PDU session type IPv4 only allowed" or #51 "PDU session type IPv6 only allowed", the network may include the Re-attempt indicator IE without Back-off timer value IE to indicate whether the UE is allowed to attempt a PDU session establishment procedure in an equivalent PLMN in N1 mode using the same PDU session type for the same DNN (or no DNN, if no DNN was indicated by the UE) and the same S-NSSAI (or no S-NSSAI, if no S-NSSAI was indicated by the UE).
The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3580 shall release the allocated PTI value and shall consider that the PDU session was not established.
If the PDU SESSION ESTABLISHMENT REQUEST message was sent with request type set to "initial emergency request" or "existing emergency PDU session" and the UE receives a PDU SESSION ESTABLISHMENT REJECT message, then the UE may:

a)
inform the upper layers of the failure of the procedure; or
NOTE:
This can result in the upper layers requesting another emergency call attempt using domain selection as specified in 3GPP TS 23.167 [6].
b)
de-register locally, if not de-registered already, attempt initial registration for emergency services.
***** Next change *****
6.4.2.4.1
General

Upon receipt of a PDU SESSION MODIFICATION REQUEST message, if the SMF does not accepts the request to modify the PDU session, the SMF shall create a PDU SESSION MODIFICATION REJECT message.
The SMF shall set the 5GSM cause IE of the PDU SESSION MODIFICATION REJECT message to indicate the reason for rejecting the PDU session modification.

The 5GSM cause IE typically indicates one of the following SM cause values:

#26
insufficient resources;

#31
request rejected, unspecified;

#32
service option not supported;

#33
requested service option not subscribed;

#35
PTI already in use;

#43
Invalid PDU session identity;
#44
semantic errors in packet filter(s)

#45
syntactical error in packet filter(s)

#46
out of LADN service area;
#67
insufficient resources for specific slice and DNN;
#69
insufficient resources for specific slice; or
#95 – 111
protocol errors.

If one or more syntactical errors in terms of SM policy association are detected (see 3GPP TS 23.502 [9] and 3GPP TS 29.512 [20X]), the SMF shall include the 5GSM cause value #44 "semantic errors in packet filter(s)" in the 5GSM cause IE of the PDU SESSION MODIFICATION REJECT message.
If one or more syntactical errors in terms of SM policy association are detected (see 3GPP TS 23.502 [9] and 3GPP TS 29.512 [20X]), the SMF shall include the 5GSM cause value #45 "syntactical error in packet filter(s)" in the 5GSM cause IE of the PDU SESSION MODIFICATION REJECT message.
If the UE requests a PDU session modification for an LADN when the UE is located outside of the LADN service area, the SMF shall include the 5GSM cause value #46 "out of LADN service area" in the 5GSM cause IE of the PDU SESSION MODIFICATION REJECT message.

If the Extended protocol configuration options IE of the PDU SESSION MODIFICATION REQUEST message indicates 3GPP PS data off UE status and the SMF detects the change of the 3GPP PS data off UE status, the SMF shall not include the 5GSM cause value #26 "insufficient resources", the 5GSM cause value #67 "insufficient resources for specific slice and DNN" and the 5GSM cause value #69 "insufficient resources for specific slice" in the 5GSM cause IE of the PDU SESSION MODIFICATION REJECT message.
The network may include a Back-off timer value IE in the PDU SESSION MODIFICATION REJECT message.

If the 5GSM cause value is #26"insufficient resources", #67 "insufficient resources for specific slice and DNN", or #69 "insufficient resources for specific slice" and the PDU SESSION MODIFICATION REQUEST message was received from a UE configured for high priority access in selected PLMN or the request type provided during the PDU session establishment is set to "initial emergency request" or "existing emergency PDU session", the network shall not include a Back-off timer value IE.

The SMF shall send the PDU SESSION MODIFICATION REJECT message.
Upon receipt of a PDU SESSION MODIFICATION REJECT message and a PDU session ID, using the NAS transport procedure as specified in subclause 5.4.5, the UE shall stop timer T3581, release the allocated PTI value, and enter the state PROCEDURE TRANSACTION INACTIVE.
***** Next change *****
B.1
Causes related to nature of request

Cause #8 – Operator Determined Barring


This 5GSM cause is used by the network to indicate that the requested service was rejected by the SMF due to Operator Determined Barring.

Cause #26 – Insufficient resources


This 5GSM cause is used by the UE or by the network to indicate that the requested service cannot be provided due to insufficient resources.

Cause #27 – Missing or unknown DNN


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved.

Cause #28 – Unknown PDU session type


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the requested PDU session type could not be recognised or is not allowed.

Cause #29 – User authentication or authorization failed


This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN due to a failed user authentication or revoked by the external DN or revoked by the external packet data network.

Cause #31 – Request rejected, unspecified


This 5GSM cause is used by the network or by the UE to indicate that the requested service or operation or the request for a resource was rejected due to unspecified reasons.

Cause #32 – Service option not supported


This 5GSM cause is used by the network when the UE requests a service which is not supported by the PLMN.

Cause #33 – Requested service option not subscribed


This 5GSM cause is sent when the UE requests a service option for which it has no subscription.

Cause #35 – PTI already in use


This 5GSM cause is used by the network to indicate that the PTI included by the UE is already in use by another active UE requested procedure for this UE.

Cause #36 – Regular deactivation


This 5GSM cause is used to indicate a regular UE or network initiated release of PDU session resources.

Cause #38 – Network failure


This 5GSM cause is used by the network to indicate that the requested service was rejected due to an error situation in the network.

Cause #39 – Reactivation requested


This 5GSM cause is used by the network to request a PDU session reactivation.

Cause #41 – Semantic error in the TFT operation


This 5GSM cause is used by the UE to indicate a semantic error in the TFT operation included in the request.

Cause #42 – Syntactical error in the TFT operation


This 5GSM cause is used by the UE to indicate a syntactical error in the TFT operation included in the request.

Cause #43 –Invalid PDU session identity


This 5GSM cause is used by the network or the UE to indicate that the PDU session identity value provided to it is not a valid value or the PDU session identified by the PDU session identity IE in the request or the command is not active.

Cause #44 – Semantic errors in packet filter(s)


This 5GSM cause is used by the UE to indicate that the requested service was rejected due to one or more semantic errors in packet filter(s) of the QoS rule or used by the network to indicate that the requested service was rejected due to one or more semantic errors in terms of SM policy association (see 3GPP TS 23.502 [9] and 3GPP TS 29.512 [20X]).

Cause #45 – Syntactical error in packet filter(s)


This 5GSM cause is used by the UE to indicate that the requested service was rejected due to one or more syntactical errors in packet filter(s) of the QoS rule or used by the network to indicate that the requested service was rejected due to one or more syntactical errors in terms of SM policy association (see 3GPP TS 23.502 [9] and 3GPP TS 29.512 [20X]).

Cause #46 –Out of LADN service area


This 5GSM cause is used by the network to indicate the UE is out of the LADN service area.

Cause #47 –PTI mismatch


This 5GSM cause is used by the network or UE to indicate that the PTI provided to it does not match any PTI in use.

Cause #50 – PDU session type IPv4 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type IPv4 is allowed for the requested IP connectivity.

Cause #51 – PDU session type IPv6 only allowed


This 5GSM cause is used by the network to indicate that only PDU session type IPv6 is allowed for the requested IP connectivity.

Cause #54 –PDU session does not exist

This 5GSM cause is used by the network to indicate that the network does not have any information about the PDU session which is requested by the UE to transfer between 3GPP access and non-3GPP access or from the EPS to the 5GS.

Cause #67 – Insufficient resources for specific slice and DNN

This 5GSM cause is by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice and DNN.

Cause #68 – Not supported SSC mode

This 5GSM cause is used by the network to indicate that the requested SSC mode is not supported.

Cause #69 –Insufficient resources for specific slice

This 5GSM cause is used by the network to indicate that the requested service cannot be provided due to insufficient resources for specific slice.
Cause #70 – Missing or unknown DNN in a slice

This 5GSM cause is used by the network to indicate that the requested service was rejected by the external DN because the DNN was not included although required or if the DNN could not be resolved, in the slice.

Cause #81 – Invalid PTI value


This 5GSM cause is used by the network or UE to indicate that the PTI provided to it is unassigned or reserved.

Cause #82 – Maximum data rate per UE for user-plane integrity protection is too low


This 5GSM cause is used by the network to indicate that the requested service cannot be provided due to the maximum data rate per UE for user-plane integrity protection is too low.

Cause #83 – Semantic error in the QoS operation


This 5GSM cause is used by the network or the UE to indicate that the requested service was rejected due to a semantic error in the QoS operation included in the request.

Cause #84 – Syntactical error in the QoS operation


This 5GSM cause is used by the network or the UE to indicate that the requested service was rejected due to a syntactical error in the QoS operation included in the request.

Cause #85 – Invalid mapped EPS bearer identity

This 5GSM cause is used by the network or the UE to indicate that the mapped EPS bearer identity value provided to it is not a valid value or the mapped EPS bearer identified by the mapped EPS bearer identity does not exist.


