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1. Introduction

SA2 have studied System enhancements for Provision of Access to Restricted Local Operator Services by Unauthenticated UEs for Rel-16. Related study has concluded. The conclusions of the study in SA2 are captured in TR 23.715 [2]. Also a set of normative stage 2 CRs has already been agreed in the SA2#130 meeting. This paper summarizes EPC related impacts on specifications under control of CT1. 
2. Discussion 
2.1. Restricted Local Operator Services 

Restricted Local Operator Services refers to communication services provided by an operator that involve either automated or human assistance (e.g. credit card billing, directory assistance, customer care) for which successful authentication is not necessary.
Access to restricted local operator services by unauthenticated UEs is based on FCC regulations in the U.S. related to manual roaming (see [1]).  The local operator can restrict unauthenticated UEs to be able to access restricted local operator services exclusively. Authenticated UEs in limited service state may also be able to use restricted local operator services.  

2.2. EPC Key issues and impacts
The following EPC key issues are studied in TR 23.715 :

EPC-1 Network indicating support for Restricted Local Operator Services and related UE behaviour
EPC-2: RLOS request indication

EPC-3: Support of unauthenticated UEs access to RLOS

EPC-4: Support of authenticated UEs access to RLOS

EPC-6: Collection of charging information

EPC-7: Level of security
Related conclusions and impacts to EPC are as follows:

1) General requirement

· Both unauthenticated UEs access to RLOS and authenticated UEs access to RLOS are supported;

· Authentication for EPC access for roaming UEs in limited state may be performed based on local operator policy;

· RLOS is applicable to the UEs in WB-S1 mode only. The UEs in NB-S1 mode shall not request RLOS access.
· Handling related to End of RLOS session is excluded;
· MME initiated detach based on RRC release or implicit detach timer is excluded;

2) PLMN selection for Restricted Local Operator Services 
· A new SIB provided by E-UTRAN indicates that the PLMN is configured to supports Restricted Local Operator Services;
· The PLMNs where RLOS is supported may be stored in UICC or ME;
· In automatic PLMN selection, if registration cannot be achieved on any PLMN and at least one PLMN offering restricted local operator services has been found, the UE selects a preferred PLMN offering restricted local operator services based on preconfigured RLOS PLMN list. If none of the preferred PLMNs for restricted local operator services is available, the UE selects any available PLMN offering restricted local operator services according to SIB indication.
3) RLOS request indication 

· The UE indicate that the attachment is for RLOS in the Attach Request.

· During the RRC connection establishment procedure, the UE indicates in the RRC signalling that the RRC connection is for RLOS access, using RLOS RRC establishment cause.
4) Support of RLOS attachment 

· If the UE is not attached to the network and detects that the user is requesting RLOS, then the UE checks whether the PLMN is advertising its support of RLOS to all UEs. If the PLMN does not advertise its support of RLOS, the UE shall block the origination attempt. If the PLMN advertises its support of RLOS, the UE shall indicate in the Attach Request that the attachment is for RLOS.
· If the UE is not in limited service state, it shall not initiate an Attach procedure with RLOS indication.

· If the UE in limited service state initiates an Attach procedure with RLOS indication and the MME already has valid credentials for the UE, the MME uses the existing credentials and consider the UE as authenticated for RLOS
· If the UE in limited service state initiates an Attach procedure with RLOS indication and the MME does not have valid credentials for the UE and if the UE IMSI corresponds to the PLMN of the MME, then the MME shall proceed the attach procedure to retrieve the security information from the HSS which shall attempt to authenticate the UE. Whatever the authentication result, the MME shall proceed with the RLOS attach procedure: it establishes a default PDN connection to a specific RLOS APN as part of the Attach procedure, and accept the RLOS Attach request.

· If the UE in limited service state initiates an Attach procedure with RLOS indication and the MME does not have valid credentials for the UE and the UE IMSI does not correspond to the PLMN of the MME, the MME skips the authentication, establish a default PDN connection to a specific RLOS APN as part of the Attach procedure, and accept the RLOS Attach request.

5) Support of RLOS Session Management
· A specific RLOS-APN, unique for the PLMN and configured in the MME, is used.

· During attach, based on the presence of the RLOS indication in the NAS Attach Request, the MME may either select a specific RLOS PGW in the same PLMN, preconfigured in the MME RLOS Configuration Data or a dynamically allocated PGW in the same PLMN, based on a specific RLOS-APN.
· During PDN connection establishment, MME send RLOS APN to the SGW and the PGW. The PCRF derives that the PDN connection is for RLOS via the RLOS-APN.

· Duration of PDN connection for RLOS is controlled through local policies in PGW;

6) Idle mode mobility and handovers
· During idle mobility involving MME change, if the UE's IMSI is unauthenticated, the unauthenticated IMSI indication will be sent from the old/source MME to the new/target MME, and if the UE does not have a USIM, IMSI will not be included in Context Response.

· During handover involving MME change, if the UE is RLOS attached and the UE does not have a USIM, IMSI cannot be included in the MME UE context in Forward Relocation Request message, and if the IMSI has not been authenticated previously, then the IMSI shall be marked as unauthenticated.
7) Collection of charging information
· Charging of RLOS PDN connections can be performed by OFCS and OCS as for regular PDN connections. The rating group provided by PCRF should just be a RLOS specific rating group. No changes are needed as the APN is known by the PCRF.

Note: Charging aspects to be address by SA3. 

8) Security
· In order to avoid MitM attacks, TLS can be used for any server that provides PaRLOS service e.g. using HTTPS or SIPS. How the Server authentication is performed e.g. using the server certificates and authorized trust anchor root CA certificates, procedures for validation of the server certificate, etc. will be studied in SA WG3.

· For operators that do not require support for PaRLOS they can indicate that in their terminal requirements so that PaRLOS can be by default "disabled" and enabled only after user's consent.

Note: Separate study is ongoing in SA3 on overall security impacts due to RLOS access. 
2.3. EPC impacts on CT1 

	Functional Areas
	Impacts
	Spec
	Comment

	General requirement
	- unauthenticated UEs access to RLOS 

- authenticated UEs access to RLOS;

- RLOS is applicable to the UEs in WB-S1 mode only. The UEs in NB-S1 mode shall not request RLOS access;

- Handling related to End of RLOS session is excluded;

- MME initiated detach based on RRC release or implicit detach timer is excluded;


	24.301
	

	PLMN selection 
	- The PLMNs where RLOS is supported may be stored in the ME;
- In automatic PLMN selection for RLOS registration, the UE selects a preferred PLMN offering restricted local operator services based on preconfigured RLOS PLMN list. 
- If none of the preferred PLMNs for restricted local operator services is available, the UE selects any available PLMN offering restricted local operator services according to SIB indication.

	23.122

24.301
	

	RLOS request indication
	- The UE indicate that the attachment is for RLOS in the Attach Request.

- During the RRC connection establishment procedure, the UE indicates in the RRC signalling that the RRC connection is for RLOS access, using RLOS RRC establishment cause. 

	24.301
	Whether to use RRC establishment cause to indicate RRC connection is for RLOS access is FFS (see LS from RAN RP-182843 and reply LS from SA2 S2-1901077)

	RLOS attachment
	- The UE shall indicate RLOS Attach Request to a PLMN only when the the PLMN is advertising its support of RLOS
- Only the UE in limited service state can initiate an Attach procedure with RLOS indication
- the MME shall reject UE's RLOS attach request if the UE is not in limited service state 

- For RLOS attach, the IMSI shall be included if available. The IMEI shall be included when the UE has no IMSI, no valid GUTI and no valid P-TMSI.

	24.301
	

	RLOS Session Management
	- A specific RLOS-APN, unique for the PLMN and configured in the MME, is used.
- For RLOS attach, the UE shall set the Request Type to “RLOS” for RLOS PDN connection.


	24.301
24.008
	

	Security and mobility support
	- RLOS does not depend on whether the UE is authenticated or not, nor on whether authentication suceeds or fails.
- Authentication for EPC access for roaming UEs in limited state may be performed based on local operator policy.


	24.301
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