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***** First change *****
7.4
IKEv2 SA deletion procedure

7.4.1
General
The purpose of the IKE SA deletion procedure via untrusted non-3GPP access is to close the IKE SA between the UE and the N3IWF. In addition, deleting the IKE SA implicitly closes any remaining signalling IPsec child SAs and user plane IPsec child SAs associated with IKE SA.

This procedure shall be initiated either by the N3IWF or by the UE.

***** Next change *****
7.4.3
IKE SA deletion procedure initiated by the UE
7.4.3.1
IKE SA deletion initiation

The UE shall initiate the IKE SA deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the N3IWF as specified in IETF RFC 7296 [6].
The Delete payload shall be defined with the Protocol ID set to "1" and no SPIs included in the Security Parameter Index field in the Delete payload. This indicates that the IKE security association and all IPsec ESP security associations that were negotiated within it between the N3IWF and the UE shall be deleted.
7.4.3.2
IKE SA deletion accepted by the N3IWF

Upon reception of the INFORMATIONAL request message from the UE for deletion of the IKE SA, if the N3IWF accepts the IKE SA deletion request, the N3IWF shall send an empty INFORMATIONAL response message to the UE as specified in IETF RFC 7296 [6].
After sending the empty INFORMATIONAL response message, the N3IWF shall close the IKE SA and delete all IPsec child SAs associated with the IKE SA. In addition, the N3IWF shall inform the AMF that the access stratum connection has been released.

Upon receiving the empty INFORMATIONAL response message, the UE shall close the IKE SA and delete all IPsec child SAs associated with the IKE SA. In addition, the UE shall inform the upper layers that the access stratum connection has been released.

7.4.4
Abnormal cases in the UE
Editor's note:
The abnormal cases in the UE for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
7.4.5
Abnormal cases in the N3IWF
Editor's note:
The abnormal cases in the N3IWF for this specific procedure (not specified in IETF RFC 7296 [6]) are FFS.
***** Next change *****
7.7
IPSec SA deletion procedure

7.7.1
General
The purpose of the child SA deletion procedure for PDU session release is to delete all the child SAs associated with the PDU session. This procedure shall be initiated either by the N3IWF or by the UE.
7.7.2
N3IWF-initated child SA deletion procedure
7.7.2.1
N3IWF-initiated child SA deletion procedure initiation
The N3IWF shall initiate the child SA deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the UE as specified in IETF RFC 7296 [6]. The Delete payload shall include:
a)
the Protocol ID set to "3" for ESP; and
b)
all the N3IWF's ESP Security Parameter Index(es) associated to the released PDU session.
7.7.2.2.
N3IWF-initiated child SA deletion procedure accepted by the UE
If the UE accepts the INFORMATIONAL request message for deletion of the child SAs, the UE shall send the INFORMATIONAL response message to the N3IWF including the Delete payload received in the corresponding INFORMATIONAL request message as specified in IETF RFC 7296 [6].
Any IKEv2 Notify payload indicating an error shall not be included in the INFORMATIONAL response message.
Editor's note:
The possible Notify messages for status type in the INFORMATIONAL response message are FFS.
7.7.3
UE-initated child SA deletion procedure
7.7.3.1
UE-initiated child SA deletion procedure initiation
The UE shall initiate the child SA deletion procedure by sending an INFORMATIONAL request message including a Delete payload to the N3IWF as specified in IETF RFC 7296 [6]. The Delete payload shall include:
a)
the Protocol ID set to "3" for ESP; and
b)
all the UE's ESP Security Parameter Index(es) associated to the released PDU session.
7.7.3.2.
UE-initiated child SA deletion procedure accepted by the N3IWF
If the N3IWF accepts the INFORMATIONAL request message for deletion of the child SAs, the N3IWF shall send the INFORMATIONAL response message to the UE including the Delete payload received in the corresponding INFORMATIONAL request message as specified in IETF RFC 7296 [6].
Any IKEv2 Notify payload indicating an error shall not be included in the INFORMATIONAL response message.
Editor's note:
The possible Notify messages for status type in the INFORMATIONAL response message are FFS.
***** Next change *****
7.x
IKE SA rekeying procedure
7.x.1
General
The N3IWF and the UE may support the IKE SA rekeying procedure as specified in IETF RFC 7296 [6]. The purpose of the IKE SA rekeying procedure is to change the keys of an IKE SA.
7.x.2
N3IWF-initiated IKE SA rekeying procedure
7.x.2.1
N3IWF-initiated IKE SA rekeying procedure initiation

The N3IWF shall initiate the IKE SA rekeying procedure by sending a CREATE_CHILD_SA request message with an SA payload indicating an N3IWF's SPI.
7.x.2.2
N3IWF-initiated IKE SA rekeying procedure completion
Upon reception of the CREATE_CHILD_SA request message in the IKE SA with an SA payload indicating an N3IWF's SPI, if the UE accepts the IKE SA rekeying request, the UE shall send a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, shall set the UE's SPI to the SPI created by the CREATE_CHILD_SA request/response pair and shall set the N3IWF's SPI to the N3IWF’s SPI created by the CREATE_CHILD_SA request/response pair.
7.x.2.3
Abnormal cases

If the UE sends a CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error or does not send any CREATE_CHILD_SA response message, the N3IWF shall delete the IKE SA and any associated child SAs as specified in subclause 7.4.
7.x.3
UE-initiated IKE SA rekeying procedure
7.x.3.1
UE-initiated IKE SA rekeying procedure initiation

The UE shall initiate the IKE SA rekeying procedure by sending a CREATE_CHILD_SA request message with an SA payload indicating a UE's SPI.
7.x.3.2
UE-initiated IKE SA rekeying procedure completion

Upon reception of the CREATE_CHILD_SA request message in the IKE SA with an SA payload indicating a UE's SPI, if the N3IWF accepts the IKE SA rekeying request, the N3IWF shall send a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, shall set the N3IWF's SPI to the SPI created by the CREATE_CHILD_SA request/response pair and shall set the UE's SPI to the UE's SPI created by the CREATE_CHILD_SA request/response pair.
7.x.3.3
Abnormal cases

If the N3IWF sends a CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error or does not send any CREATE_CHILD_SA response message, the UE shall delete the IKE SA and any associated child SAs as specified in subclause 7.4.
7.y
IPsec SA rekeying procedure

7.y.1
General

The N3IWF and the UE may support the IPsec SA rekeying procedure as specified in IETF RFC 7296 [6]. The purpose of the IPsec SA rekeying procedure is to change the keys of an IPsec SA.
7.x.2
N3IWF-initiated IPsec SA rekeying procedure
7.x.2.1
N3IWF-initiated IPsec SA rekeying procedure initiation

The N3IWF shall initiate the IPsec SA rekeying procedure by sending a CREATE_CHILD_SA request message with a REKEY_SA Notify payload including a Protocol ID set to "3" and the N3IWF's ESP SPI for the IPsec SA.
7.x.2.2
N3IWF-initiated IPsec SA rekeying procedure completion

Upon reception of the CREATE_CHILD_SA request message with a REKEY_SA Notify payload including a Protocol ID set to "3" and the N3IWF's ESP SPI for the IPsec SA, if the UE accepts the IPsec SA rekeying request, the UE shall send a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, shall set the UE's ESP SPI to the ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the N3IWF's ESP SPI to the N3IWF's ESP SPI created by the CREATE_CHILD_SA request/response pair.
7.x.2.3
Abnormal cases

If the UE sends a CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error or does not send any CREATE_CHILD_SA response message, the N3IWF shall delete the IPsec SA as specified in subclause 7.7.
7.y.3
UE-initiated IPsec SA rekeying procedure
7.y.3.1
UE-initiated IPsec SA rekeying procedure initiation

The UE shall initiate the IPsec SA rekeying procedure by sending a CREATE_CHILD_SA request message with a REKEY_SA Notify payload including a Protocol ID set to "3" and the UE's ESP SPI for the IPsec SA.
7.y.3.2
UE-initiated IPsec SA rekeying procedure completion

Upon reception of the CREATE_CHILD_SA request message with a REKEY_SA Notify payload including a Protocol ID set to "3" and the UE's ESP SPI for the IPsec SA, if the N3IWF accepts the IPsec SA rekeying request, the N3IWF shall send a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, shall set the N3IWF's ESP SPI to the ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the UE's ESP SPI to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair.
7.y.3.3
Abnormal cases

If the N3IWF sends a CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error or does not send any CREATE_CHILD_SA response message, the UE shall delete the IPsec SA as specified in subclause 7.7.
***** End of changes *****
