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1. Introduction
1) There is an editor's note in TS 24.502 subclause 7.2:

Editor's note:
The format and contents of N3IWF configuration information are FFS.

In CT1#109 meeting, a new Specificiation TS 24.568 WLAN connectivity for 5GS Management Object (MO) is introduced for WLAN access network discovery non-3GPP access node (e.g. N3IWF) selection. The Editor's note can be removed once relevant configuration information for N3IWF selection over untrusted N3AN is introduced.
2) It has been decided some time ago that for 5G, the ePDG selection mechanism is adopted as mechanism for N3IWF selection with some modification. 
However in SA2#124, SA2 agreed that operators may have various strategies for the 4G to 5G transition for non-3GPP access. The deployments where both ePDG and N3IWF supported are feasible. The access node selection procedure needs to provide flexibility needed for selecting a most appropriate access both in HPLMN and in roaming. As a result, support for combined N3IWF/ePDG Selection is agreed (S2-179602). Then in SA#126, further corrections to combined N3IWF/ePDG Selection were agreed. Due to this change, N3IWF selection procedure needs to be specified as both ePDG selection procedure and N3IWF selection procedure may be used in 5G N3AN, however when ePDG selection procedure is used, it is not exactly same as what is specified in TS 24.302.
In addition, there are quite some differences between N3IWF configuration information and ePDG configuration information considering the following: 

      - No ANDSF in 5G, dynamic policies are provided via PCF;
- No specific tunnel establishment for emergency session via N3IWF;
- N3IWF related configuration information needs to be provisioned also via UICC;
- Location area identity FQDN format is not used for N3IWF, etc.
So quite some ePDG selection logic are not applicable for N3IWF selection, and simply referring to ePDG selection mechanism for 5G N3IWF selection handling does not work and would cause confusion and wrong implementation. Therefore it is proposed to define N3IWF selection procedure based on N3AN node configuration information defined in TS 24.568. 
2. Reason for Change

Remove Editor's note on N3IWF configuration information.
Introduce N3IWF selection procedure 

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * First Change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2] 
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4]
3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".

[5]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[6]
IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[7]
3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".
[9]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".

[10]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses."

[11]
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".
[12]
IETF RFC 4301: "Security Architecture for the Internet Protocol".

[13]
3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in idle mode".
[14]
3GPP TS 24.568: "WLAN connectivity for 5GS Management Object (MO)".
* * * Next Change * * * *

7
Security association management procedures
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7.2
N3IWF selection procedure

7.2.1
General

The UE performs N3IWF selection procedure based on the N3AN node configuration information configured by the HPLMN in the UE and based on the UE's knowledge of the country the UE is located in and the PLMN the UE is attached to.

7.2.2
N3AN node configuration information

The N3AN node configuration information is provided to the UE either by PCF or via implementation specific means. Implementation specific means apply only if the configurations from PCF are not present. 

The N3AN node configuration information shall consist of the following:

-
N3IWF node selection information; and
-
optionally, home N3IWF identifier.
The N3AN node configuration information is provisioned in "N3AN node" as specified in 3GPP TS 24.568 [14].
The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the N3IWF. The input to the DNS query is an N3IWF FQDN as specified in 3GPP TS 23.003 [8].
7.2.3
Determination of the country the UE is located in

If the UE cannot determine whether it is located in the home country or in a visited country, as required by the N3IWF selection procedure, the UE shall stop the N3IWF selection. Once the UE determines the country the UE is located in, the UE shall proceed with N3IWF selection as specified in subclause 7.2.4.
NOTE:
It is out of scope of the present specification to define how the UE determines whether it is located in the home country or in a visited country or in a location that does not belong to any country. When the UE is in coverage of a 3GPP RAT, it can, for example, use the information derived from the available PLMN(s). In this case, the UE can match the MCC broadcasted on the BCCH of the 3GPP access against the UE's IMSI to determine if they belong to the same country, as defined in 3GPP TS 23.122 [4]. If the UE is not in coverage of a 3GPP RAT, the UE can use other techniques, including user-provided location.

7.2.4
N3IWF selection based on the country the UE is located in

7.2.4.1
General

When the UE supports connectivity with N3IWF but does not support connectivity with ePDG, the UE shall perform the procedure in subclause 7.2.4.3 for selecting an N3IWF.

When the UE supports connectivity with N3IWF and ePDG, the UE shall perform the procedure in subclause 7.2.4.4 for selecting either an N3IWF or an ePDG.
7.2.4.2
Determine if the visited country mandates the selection of N3IWF in this country

In order to determine if the visited country mandates the selection of N3IWF in this country, the UE shall perform the DNS NAPTR query using Visited Country FQDN as specified in 3GPP TS 23.003 [8].

If the result of this query is:

-
a set of one or more records containing the service instance names of the form "n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org", the UE shall determine that the visited country mandates the selection of the N3IWF in this country; and 
NOTE:
The (<MCC>, <MNC>) pair in each record represents PLMN Id (see 3GPP TS 23.003 [8]) in the visited country which can be used for N3IWF selection in subclause 7.2.4.3 and subclause 7.2.4.4.
-
no records containing the service instance names of the form " n3iwf.5gc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org", the UE shall determine that the visited country does not mandate the selection of the N3IWF in this country.

7.2.4.3
UE procedure when the UE only supports connectivity with N3IWF 

If the UE only supports connectivity with N3IWF and does not support connectivity with ePDG, the UE shall ignore the following ePDG related configuration parameters if available in the N3AN node configuration information when selecting an N3IWF:

-
the home ePDG identifier; and

-
the N3AN ePDG preferred parameter in the N3AN node selection information.
The UE shall proceed as follows:

1)
if the UE is located in its home country and

a)
if the N3AN node selection information is provisioned in the N3AN node configuration information and if an entry for the HPLMN is available in the N3AN node selection information, the UE shall construct an N3IWF FQDN based on configured FQDN format of HPLMN as specified in 3GPP TS 23.003 [8]:

b)
if the N3AN node selection information is not provisioned in the N3AN node configuration information or if the N3AN node selection information is provisioned and an entry for the HPLMN is not available in the N3AN node selection information, the UE shall:

i)
if Home N3IWF identifier is provisioned in the N3AN node configuration information, use the configured IP address to select the N3IWF, or if configured IP address is not available, construct an N3IWF FQDN using the configured FQDN; and

ii)
if the Home N3IWF identifier is not provisioned in the N3AN node configuration information, construct an N3IWF FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN as described in 3GPP TS 23.003 [8]; and

c)
if the N3AN node configuration information is not configured on the UE, or the N3AN node configuration information is configured but empty, the UE shall construct the N3IWF FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN stored on the USIM,


and for the cases a) through c), the UE shall use the DNS server function to resolve the contructed N3IWF FQDN to the IP address(es) of the N3IWF(s). The UE shall select an IP address of an N3IWF with the same IP version as its local IP address;

2)
if the UE is not located in its home country and

a)
if the N3AN node selection information is provisioned in the N3AN node configuration information and if the UE is registered to a VPLMN via 3GPP access:

i)
if an entry for the VPLMN is available in the N3AN node selection information, the UE shall construct an N3IWF FQDN based on configured FQDN format of the VPLMN as specified in 3GPP TS 23.003 [8];

ii)
if an entry for the VPLMN is not available in the N3AN node selection information, and an 'Any_PLMN' entry is available in the N3AN node selection information, the UE shall construct an N3IWF FQDN based on the configured FQDN format of the 'Any_PLMN' entry as specified in 3GPP TS 23.003 [8]


and for case i) and ii), the UE shall use the DNS server function to resolve the contructed N3IWF FQDN to the IP address(es) of the N3IWF(s). The UE shall select an IP address of an N3IWF with the same IP version as its local IP address; and

b)
if one of the following is true:

-
the UE is not registered to a PLMN via 3GPP access and the UE uses WLAN;

-
the N3AN node configuration information is not configured;

-
the N3AN node selection information is not provisioned in the N3AN node configuration information; or

-
the UE is registered to a VPLMN via 3GPP access and an entry for the VPLMN is not available in the N3AN node selection information and an 'Any_PLMN' entry is not available in the N3AN node selection information,


the UE shall perform a DNS query (see 3GPP TS 23.003 [8]) as specified in subclause 7.2.4.2.2 to determine if the visited country mandates the selection of N3IWF in this country:
i)
if selection of N3IWF in visited country is mandatory:
-
if the UE is registered to a VPLMN via 3GPP access and the PLMN ID of VPLMN is included in one of the returned DNS records, the UE shall select an N3IWF in this VPLMN by constructing an N3IWF FQDN based on the Operator Identifier FQDN format using the PLMN ID of the VPLMN as described in 3GPP TS 23.003 [8]; and

-
if the UE is not registered to a PLMN via 3GPP access or the UE is registered to a VPLMN via 3GPP access and the PLMN ID of VPLMN is not included in any of the DNS records:

-
if the N3AN node selection information is provisioned, the UE shall select an N3IWF from a PLMN included in the DNS response that has highest PLMN priority (see 3GPP TS 24.568 [14]) in the N3AN node selection information and construct an N3IWF FQDN based on the configured FQDN format of the PLMN entry as specified in 3GPP TS 23.003 [8]; and

-
if the N3AN node selection information is not provisioned or the N3AN node selection information does not contain any of the PLMNs in the DNS response, selection of the PLMN is UE implementation specific. The UE shall select an N3IWF from a PLMN included in the DNS response and construct an N3IWF FQDN based on the Operator Identifier FQDN format using the PLMN ID of the PLMN as described in 3GPP TS 23.003 [8],

and for the above cases, the UE shall use the DNS server function to resolve the contructed N3IWF FQDN to the IP address(es) of the N3IWF(s). The UE shall select an IP address of an N3IWF with the same IP version as its local IP address;

ii)
if the DNS response contains no records, selection of N3IWF in visited country is not mandatory:
-
if the N3AN node selection information is provisioned and contains one or more PLMNs in the visited country, the UE shall select an N3IWF from a PLMNs that has highest PLMN priority (see 3GPP TS 24.568 [14]) in the N3AN node selection information;
-
if the N3AN node selection information is not provisioned or if the N3AN node selection information is provisioned and contains no PLMNs in the visited country, the UE shall select an N3IWF in the HPLMN as follows:

-
if the Home N3IWF identifier is provisioned in the N3AN node configuration information (see 3GPP TS 24.568 [14]), the UE shall use the configured IP address to select the N3IWF, or if configured IP address is not available, use the configured FQDN and run DNS query to obtain the IP address(es) of the N3IWF(s); and

-
if the Home N3IWF identifier is not provisioned in the N3AN node configuration information, the UE shall construct an N3IWF FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN as described in 3GPP TS 23.003 [8],


and for the above cases, the UE shall use the DNS server function to resolve the contructed N3IWF FQDN to the IP address(es) of the N3IWF(s). The UE shall select an IP address of an N3IWF with the same IP version as its local IP address; and

iii)
if no DNS response is received, the UE shall terminate the N3IWF selection procedure.
Following bullet 1) and 2), once the UE selected the IP address of the N3IWF, the UE shall initiate the IKEv2 SA establishment procedure as specified in subclause 7.3.
If selecting an N3IWF in the HPLMN fails, and the selection of N3IWF in the HPLMN is performed using Home N3IWF identifier configuration and there are more pre-configured N3IWFs in the HPLMN, the UE shall repeat the tunnel establishment attempt using the next FQDN or IP address(es) of the N3IWF in the HPLMN.

Upon reception of a DNS response containing one or more IP addresses of N3IWFs, the UE shall select an IP address of N3IWF with the same IP version as its local IP address. If the UE does not receive a response to an IKE_SA_INIT request message sent towards to any of the received IP addresses of the selected N3IWF, then the UE shall repeat the N3IWF selection as described in this subclause, excluding the N3IWFs for which the UE did not receive a response to the IKE_SA_INIT request message.

NOTE:
The time the UE waits before reattempting access to another N3IWF or to an N3IWF that it previously did not receive a response to an IKE_SA_INIT request message, is implementation specific.





* * * End Change * * * *

