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1. Introduction
After signalling IPsec SA is established, all the NAS messages transported over Non-3GPP access are encapsulated using ESP protocol in transport mode. TS 24.502 subclause 8.2.2 refers to the ESP Security Parameter Index and next header fields, however there is no description on ESP packet format. Also general description on transport of NAS messages over control plane needs to be added.
2. Reason for Change

Add general description on transport of NAS messages over control plane and ESP packet format.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * First Change * * * *

8.2
Transport of NAS messages over control plane


8.2.1
General
After the completion of IKE SA and establishment of signalling IPsec SA as specified in subclause 7.3, the UE performs non-access stratum (NAS) procedures over the signalling IPsec security associations via an untrusted non-3GPP access network.  All uplink and downlink NAS mobility management and session management messages are relayed between the UE and the AMF via N3IWF. The protocol stacks used for transporting NAS messages are described in Annex A.1.

8.2.2
ESP encapsulation
When NAS messages are transported over Non-3GPP access between the UE and N3IWF, all the messages shall be encapsulated by ESP protocol in transport mode as specified in IETF RFC 4303 [11]. Due to the use of IP layer fragmentation being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the size of a NAS message encapsulated in the ESP payload is limited to 1270 octets.
Editor's note:
Whether segmentation above the IP layer of NAS messages larger than 1270 octets needs to be specified in TS 24.502 is FFS.
ESP packet format is shown in figure 8.2.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	Security Parameters Index (SPI)
	1-4

	Sequence Number
	5-8

	Payload data (NAS message)
	9-m

	Padding
	(m+1) - n

	Padding length
	n+1

	Next header
	n+2

	Integrity Check Value (ICV)
	(n+2) - x


Figure 8.2.2-1: ESP packet format

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to xxx.

Editor's note:
The value of next header field is FFS.
* * * End Change * * * *

