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1. Introduction
There is inconsistent between 3GPP TS33.501 and 3GPP TS24.501 regarding the authentication response to be sent from UE to the network in 5G AKA based primary authentication and key agreement procedure.
2. Reason for Change

It is already clarified in section 6.1.3.2 in 3GPP TS33.501 that ME shall compute RES* from RES and send it to the network in AUTHENTICATION RESPONSE but 3GPP TS24.501 mentioned that UE shall send RES to the network and it doesn’t refer to RES* at all, therefore it is required to update 3GPP TS24.501 to be consistent with 3GPP TS33.501.

Subclause 6.1.3.2 in 3GPP TS33.501:

<snip>

7.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME then shall compute RES* from RES according to Annex A.4. The UE shall calculate KSEAF from KAUSF according to clause A.6.

8.
An ME accessing 5G shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.

NOTE:
This separation bit in the AMF field of AUTN can not be used anymore for operator specific purposes as described by TS 33.102 [9], Annex F.

The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 

<snap>

3. Conclusions

It is required to update section 5.4.1.3 "5G AKA based primary authentication and key agreement procedure” 3GPP TS24.501 to be consistent with 3GPP TS33.501.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501, v1.0.0.
* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

5GMM-IDLE mode: In this specification, if the term is used standalone, a UE in 5GMM-IDLE mode means the UE can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.
5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED mode over non-3GPP access.
5GMM-IDLE mode over 3GPP access: A UE is in 5GMM-IDLE mode over 3GPP access when no N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode over 3GPP access used in the present document corresponds to the term CM-IDLE state for 3GPP access used in 3GPP TS 23.501 [5].
5GMM-CONNECTED mode over 3GPP access: A UE is in 5GMM-CONNECTED mode over 3GPP access when a N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED mode over 3GPP access used in the present document corresponds to the term CM-CONNECTED state for 3GPP access used in 3GPP TS 23.501 [5].
5GMM-IDLE mode over non-3GPP access: A UE is in 5GMM-IDLE mode over non-3GPP access no N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in 3GPP TS 23.501 [5].
5GMM-CONNECTED mode over non-3GPP access: A UE is in 5GMM-CONNECTED mode over non-3GPP access when it has N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [5].
Access stratum connection: A peer to peer access stratum connection between either the UE and the NG-RAN for 3GPP access or the UE and the N3IWF for non-3GPP access. The access stratum connection for 3GPP access corresponds to an RRC connection via the Uu reference point. The creation of the access stratum connection for non-3GPP access corresponds to the completion of the IKE_SA_INIT exchange (see IETF RFC 7296 [32]) via the NWu reference point.
DNN based congestion control: Type of congestion control at session management level that is applied to reject session management requests from UEs or release PDU sessions when the associated DNN is congested.
General NAS level congestion control: Type of congestion control at mobility management level that is applied at a general overload or congestion situation in the network, e.g. lack of processing resources.
Last visited registered TAI: A TAI which is contained in the registration area that the UE registered to the network and which identifies the tracking area last visited by the UE.
N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection via the N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel via the NWu reference point and an NG connection via the N2 reference point for non-3GPP access.

PDU session for LADN: A PDU session with a DNN associated with a LADN.
Registered for emergency services: A UE is registered for emergency services if it has successfully completed initial registration for emergency services or if it has only one PDU session established which is for emergency services.
Rejected NSSAI: Rejected NSSAI for the current PLMN or rejected NSSAI for the current PLMN and registration area combination.
Rejected NSSAI for the current PLMN: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current PLMN".
Rejected NSSAI for the current PLMN and registration area combination: A set of S-NSSAIs which was included in the requested NSSAI by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current registration area".
Selected core network type information: A type of core network (EPC or 5GCN) selected by the UE NAS layer in case of an E-UTRA cell connected to both EPC and 5GCN.
UE configured for high priority access in selected PLMN: A UE configured with one or more access identities equal to 1, 2, or 11-15 applicable in the selected PLMN as specified in subclause 4.5.2. Definition derived from 3GPP TS 22.261 [2].
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [5] apply:

5G access network

5G core network

5G QoS flow

5G QoS identifier

5G-GUTI

5G System
5G-S-TMSI

Allowed area

Allowed NSSAI

AMF region

AMF set

Configured NSSAI

Local area data network

Network slice

NG-RAN
Non-allowed area

Non-seamless non-3GPP offload

PDU session
PDU session type

PEI

Requested NSSAI

SUPI
SUCI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [16] apply:

5G security context

5G NAS security context

Current 5G security context

Full native 5G security context

K'AME
KAMF
KASME
Mapped security context

Native 5G security context
Non-current 5G security context

Partial native 5G security context

RES*
For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [23] apply:

NG connection

* * * Next Change * * * *

5.4.1.3.3
Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.1.3.5, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful 5G authentication challenge, the UE shall determine the PLMN identity to be used for the calculation of the new KAMF from the authentication challenge data according to the following rules:

a)
When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
After handover or inter-system handover to N1 mode,

1)
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

2)
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

3)
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor's note:
Security context coordination between EPS and 5GS is FFS.

Upon a successful 5G authentication challenge, the new KAMF calculated from the authentication challenge data shall be stored in a new 5GS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME. From the RES, RES* is then generated according to Annex A of 3GPP TS 33.501 [16].
In order to avoid a synchronisation failure, when the UE receives an AUTHENTICATION REQUEST message, the UE shall store the received RAND together with the RES*, in the volatile memory of the ME. When the UE receives a subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the AUTHENTICATION RESPONSE message with the stored RES*. If there is no valid stored RAND in the ME or the stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall pass the RAND to the USIM, shall override any previously stored RAND and RES* with the new ones and start, or reset and restart timer T3516.

The RAND and RES* values stored in the ME shall be deleted and timer T3516, if running, shall be stopped:

a)
upon receipt of a

1)
SECURITY MODE COMMAND message,

2)
SERVICE REJECT message,
3)
REGISTRATION REJECT message,

4)
REGISTRATION ACCEPT message, or

5)
AUTHENTICATION REJECT message;

b)
upon expiry of timer T3516;

1)
if the UE enters the 5GMM state 5GMM-DEREGISTERED or 5GMM-NULL; or

2)
if the UE enters 5GMM-IDLE mode.

* * * Next Change * * * *

5.4.1.3.4
Authentication completion by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3560 and checks the correctness of RES* (see 3GPP TS 33.501 [16]).

If the 5G AKA based primary authentication and key agreement procedure has been completed successfully and the related ngKSI is stored in the 5GS security context of the network, the network shall include a different ngKSI value in the AUTHENTICATION REQUEST message when it initiates a new 5G AKA based primary authentication and key agreement procedure.

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3560. In the case where the 5GMM cause #21 "synch failure" is received, the core network may renegotiate with the UDM/AUSF and provide the UE with new authentication parameters.

* * * End of Change * * * *

