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1. Introduction
The latest version of TS 24.501 is V1.0.0.
2. Reason for Change
It has been identified a number of editorials in the latest version of the TS and some minor errors which need to be fixed.
4. Proposal
It is proposed to agree the following changes to 3GPP TS 24.501V1.0.0.


* * * First Change * * * *
[bookmark: _Toc508876805]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
4G-GUTI	4G-Globally Unique Temporary Identifier
5GCN	5G Core Network
5G-GUTI	5G-Globally Unique Temporary Identifier
5GMM	5GS Mobility Management
5GS	5G System
5GSM	5GS Session Management
5G-S-TMSI	5G S-Temporary Mobile Subscription Identifier
5G-TMSI	5G Temporary Mobile Subscription Identifier
5QI	5G QoS Identifier
AKA	Authentication and Key Agreement
AMBR	Aggregate Maximum Bit Rate
AMF	Access and Mobility Management Function
APN	Access Point Name
DL	Downlink
DN	Data Network
DNN	Data Network Name
E-UTRAN	Evolved Universal Terrestrial Radio Access Network
EAP-AKA'	Improved Extensible Authentication Protocol method for 3rd generation Authentication and Key Agreement
EPD	Extended Protocol Discriminator
EMM	EPS Mobility Management
EPC	Evolved Packet Core Network
EPS	Evolved Packet System
ESM	EPS Session Management
Gbps	Gigabits per second
GFBR	Guaranteed Flow Bit Rate
GUAMI	Globally Unique AMF Identifier
IP-CAN	IP-Connectivity Access Network
KSI	Key Set Identifier
LADN	Local Area Data Network
LMF	Location Management Function
LPP	LTE Positioning Protocol
Mbps	Megabits per second
MFBR	Maximum Flow Bit Rate
MICO	Mobile Initiated Connection Only
N3IWF	Non-3GPP Inter-Working Function
NAI	Network Access Identifier
NR	New Radio
ngKSI	Key Set Identifier for Next Generation Radio Access Network
NSSAI	Network Slice Selection Assistance Information
PTI	Procedure Transaction Identity
QFI	QoS Flow Identifier
QoS	Quality of Service
QRI	QoS Rule Identifier
RQA	Reflective QoS Attribute
RQI	Reflective QoS Indication
(R)AN	(Radio) Access Network
S-NSSAI	Single NSSAI
SA	Security Association
SNN	Serving Network Name
SMF	Session Management Function
TA	Tracking Area
TAC	Tracking Area Code
TAI	Tracking Area Identity
Tbps	Terabits per second
UL	Uplink
URN	Uniform Resource Name
URSP	UE Route Selection Policy
* * * Next Change * * * *
[bookmark: _Toc508876961]5.4.2.2	NAS security mode control initiation by the network
The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3560 (see example in figure 5.4.2.2).
The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
a)	to take into use the security context created after a successful execution of the 5G AKA based primary authentication and key agreement procedure; or
b)	upon receipt of REGISTRATION REQUEST message including an eKSI, if the AMF wishes to create a mapped 5GS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the 5GS integrity key based on KAMF or mapped K'AMF indicated by the ngKSI included in the message. The AMF shall set the security header type of the message to "integrity protected with new 5GS security context".
Editor's note:	Handling at emergency registration and emergency PDU sessions is FFS.
Upon receipt of a REGISTRATION REQUEST message including an eKSI, if the AMF does not have the valid current 5GS security context indicated by the UE, the AMF shall indicate the use of the new mapped 5GS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system.
Editor's note:	Handling at non-existing 5GS security context indicated by the UE when an emergency PDU session exists is FFS.
While having a current mapped 5GS security context with the UE, if the AMF wants to take the native 5GS security context into use, the AMF shall include the ngKSI that indicates the native 5GS security context in the SECURITY MODE COMMAND message.
The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. E-UTRAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped 5GS security context and if the UE included it in the message to the network, the selected 5GS ciphering and integrity algorithms and the ngKSI.
The AMF shall include both the nonceAMF and the nonceUE when creating a mapped 5GS security context during inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode.
The AMF may initiate a SECURITY MODE COMMAND in order to change the 5GS security algorithms for a current 5GS security context already in use. The AMF re-derives the 5GS NAS keys from KAMF with the new 5GS algorithm identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message. The AMF shall set the security header type of the message to "integrity protected with new 5GS security context".
If, during an ongoing registration procedure, the AMF is initiating a SECURITY MODE COMMAND (i.e. after receiving the REGISTRATION REQUEST message, but before sending a response to that message) and the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF, the AMF shall calculate the HASHAMF of the entire plain REGISTRATION REQUEST message as described in 3GPP TS 33.501 [16] and shall include the HASHAMF in the SECURITY MODE COMMAND message.
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.


Figure 5.4.2.2: Security mode control procedure
* * * Next Change * * * *
[bookmark: _Toc508876962]5.4.2.3	NAS security mode command accepted by the UE
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received replayed UE security capabilities and the received nonceUE have not been altered compared to the latest values that the UE sent to the network. However, the UE is not required to perform the checking of the received nonceUE if the UE does not want to re-generate the K'AMF (i.e. the SECURITY MODE COMMAND message is to derive and take into use a mapped 5GS security context and the ngKSI matches the current 5GS security context, if it is a mapped 5GS security context).
Editor's note:	Handling at emergency PDU sessions is FFS.
Editor's note:	Handling of "null algorithms" is FFS.
If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security context" and if the KSI matches a valid non-current native 5GS security context held in the UE while the UE has a mapped 5GS security context as the current 5GS security context, the UE shall take the non-current native 5GS security context into use which then becomes the current native 5GS security context and delete the mapped 5GS security context.
If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5GS security context indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:
a)	the SECURITY MODE COMMAND message is received in order to take a 5GS security context into use created after a successful execution of the 5G AKA based primary authentication and key agreement procedure; or
b)	the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE the ngKSI does not match the current 5GS security context, if it is a mapped 5GS security context.
If the SECURITY MODE COMMAND message can be accepted and a new 5GS security context is taken into use and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm"5G-IA0 as the selected NAS integrity algorithm, the UE shall:
-a)	if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5GS security context to 0;
-b)	otherwise the UE shall set the downlink NAS COUNT of this new 5GS security context to the downlink NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND message.
If the SECURITY MODE COMMAND message can be accepted, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5GS NAS integrity key based on the KAMF or mapped K'AMF if the type of security context flag is set to "mapped security context" indicated by the ngKSI. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped security context" in the NAS key set identifier IE, the nonceAMF and the nonceUE, then the UE shall either:
-a)	generate K'AMF from both the nonceAMF and the nonceUE as indicated in 3GPP TS 33.501 [16]; or
-b)	check whether the SECURITY MODE COMMAND message indicates the ngKSI of the current 5GS security context, if it is a mapped 5GS security context, in order not to re-generate the K'AMF.
Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY MODE COMPLETE message with the selected 5GS ciphering algorithm and the 5GS NAS ciphering key based on the KAMF or mapped K'AMF indicated by the ngKSI. The UE shall set the security header type of the message to "integrity protected and ciphered with new 5GS security context".
From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS integrity and ciphering algorithms.
If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.
If, during an ongoing registration procedure, the SECURITY MODE COMMAND message includes a HASHAMF, the UE shall compare HASHAMF with a hash value locally calculated as described in 3GPP TS 33.501 [16] from the entire plain REGISTRATION REQUEST message that the UE had sent to initiate the procedure. If HASHAMF and the locally calculated hash value are different, the UE shall include the complete REGISTRATION REQUEST message which the UE had previously sent in the Replayed NAS message container IE of the SECURITY MODE COMPLETE message.
If, prior to receiving the SECURITY MODE COMMAND message, the UE had sent an initial NAS message containing a limited set of IEs needed to establish security context, the UE shall include the complete initial message in the NAS SECURITY MODE COMPLETE message.
* * * Next Change * * * *
[bookmark: _Toc508877021]5.5.2.2.3	UE-initiated de-registration procedure completion for 5GS services over both 3GPP access and non-3GPP access
The description for UE-initiated de-registration procedure completion for 5GS services over 3GPP access as specified in subclause 5.5.2.2.2 shall be followed. In addition, the following description for de-registration over non-3GPP access applies.
If the access type in the DEREGISTRATION REQUEST indicates that the de-registration procedure is for both 3GPP access and non-3GPP access when the UE is registered in the same PLMN over both accesses, the AMF shall trigger SMF to release the PDU session context(s) established over non-3GPP access, if any, locally for this UE without peer-to-peer signalling between the UE and the SMF. The UE shall release the PDU session context(s) established over non-3GPP access, if any, locally without peer-to-peer signalling between the UE and the SMF. The UE is marked as inactive in the AMF for 5GS services for non-3GPP access. The AMF shall enter the state 5GMM-DEREGISTERED over non-3GPP access.
If the UE supports N1 mode only, then:
-a)	if the de-registration procedure was performed due to disabling of 5GS services, then the UE shall enter the 5GMM-NULL state for non-3GPP access;
-b)	otherwise, the UE shall enter the 5GMM-DEREGISTERED state for non-3GPP access.
* * * Next Change * * * *
[bookmark: _Toc508877472]Annex C (normative):
Storage of 5GMM information
The following 5GMM parameters shall be stored on the USIM if the corresponding file is present:
a)	5G-GUTI;
b)	last visited registered TAI;
c)	5GS update status; and
d)	5G security context parameters from a full native 5G security context (see 3GPP TS 33.501 [16]).
The presence and format of corresponding files on the USIM is specified in 3GPP TS 31.102 [15].
If the corresponding file is not present on the USIM, these 5GMM parameters are stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
If the UE is registered for emergency services, the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE is deregistered.
If the UE is configured for eCall only mode as specified in 3GPP TS 31.102 [15], the UE shall not store the 5GMM parameters described in this annex on the USIM or in non-volatile memory. Instead the UE shall temporarily store these parameters locally in the ME and the UE shall delete these parameters when the UE enters 5GMM-DEREGISTERED.eCALL-INACTIVE state, the UE is switched-off or the USIM is removed.
* * * End of Changes * * * *
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