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CT1 received an LS in C1-181026 from SA3 – the LS requests to add new message types corresponding to protected payload message types defined by SA3.
The payloads are:

-
Protected SDS Signalling Payload.

-
Protected FD Signalling Payload.

-
Protected Data Payload.

-
Protected SDS notification message.

-
Protected FD notification message.

-
Protected FD network notification message.

-
Protected Communication release message. 

-
Protected binary data representing the file.

-
Authenticated Data Payload.

-
Authenticated and Protected Data Payload.
SA3 requested CT1 to define new message types corresponding to these messages. The reason quoted is "These payloads are defined in Clause 8.5 of TS 33.180. To allow a receiver to understand the type of MCData message received".

But not all the messages need explicit indication telling whether they are protected or not as the group document or the SIP signalling can be referred to derive that. The communication can be categorised in the following:

1.       Group communication (session based or non-session based) – security of the messages can be determined by looking at the group configuration document

2.       Session based (using SIP INVITE) private communications – security of the messages can be determined using the SDP in the SIP INVITE. No explicit mechanism is needed.

3.       Non-session based (using SIP MESSAGE) private communications –Explicit mechanism is needed to determine whether the messages are secured or not. 

4.       Notifications from the MCData server – Explicit mechanism is needed to determine whether the messages are secured or not.

In summary, we need explicit indication for some of the message but not all of them. But, from a design point of view, it is reasonable to use same mechanism throughout the communication types.
Defining new message types and their corresponding handling in the procedures is a huge task. Instead, 2 bits in the Message Type IE can be reserved to indicate whether the messages are protected or authenticated or both. The proposal is to use bit 7 and bit 8 of the Message Type IE as follows:
Bit 7 is set to:

· '0' – if the message is not protected; or

· '1' – if the message is protected.
Bit 8 is set to:

· '0' – if the message is not authenticated; or

· '1' – if the message is protected.

Conclusion
The group is requested to validate the proposal and do the necessary changes to the specifications. Also, SA3 should be informed accordingly in a reply LS.
