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1. Introduction
Some of parts of intial NAS message information are security protected. 
2. Reason for Change
The essential iformation to find appropriate AMF is sent as plain text, and other more additional parts will be entegrity protected in the initial message.  
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501.
* * * First Change * * * *

<Proposed change in revision marks>

5.3.1.1
Establishment of the N1 NAS signalling connection

When the UE is in 5GMM-IDLE mode over 3GPP access and needs to transmit an initial NAS message, the UE shall request the lower layer to establish an RRC connection. Upon indication from the lower layers that the RRC connection has been established, the UE shall consider that the N1 NAS signalling connection over 3GPP access is established and enter 5GMM-CONNECTED mode over 3GPP access.

When the UE is in 5GMM-IDLE mode over non-3GPP access, and the UE receives an indication from the lower layers of access stratum connection establishment, the UE shall consider the N1 NAS signalling connection established enter 5GMM-CONNECTED mode over non-3GPP access and send an initial NAS message.

Initial NAS messages are:

a)
REGISTRATION REQUEST message;

b)
DEREGISTRATION REQUEST message; and
c)
SERVICE REQUEST message.
If the UE is capable of both N1 mode and S1 mode and lower layers provide an indication that the current E-UTRA cell is connected to both EPC and 5GCN, for the routing of the REGISTRATION REQUEST message during the initial registration procedure to the appropriate core network (EPC or 5GCN), the UE NAS provides the lower layers with the selected core network type information.

For the routing of the initial NAS message to the appropriate AMF, if the UE holds a valid 5G-GUTI, the UE NAS provides the lower layers with either the 5G-S-TMSI or the registered GUAMI that consists of the PLMN ID, the AMF region ID, the AMF set ID and the AMF pointer according to the following rules:

a)
When the tracking area of the current cell is in the registration area, the UE NAS shall provide the lower layers with the 5G-S-TMSI, but shall not provide the registered GUAMI to the lower layers;

b)
When the tracking area of the current cell is not in the registration area, the UE NAS shall provide the lower layers with the GUAMI (AMF identifier part of the valid 5G-GUTI);
c)
When the REGISTRATION REQUEST message with the registration type set to "initial registration" is sent over 3GPP access in the same PLMN or equivalent PLMN to establish the NAS signalling connection, the UE NAS shall provide the lower layers with the GUAMI (AMF identifier part of the valid 5G-GUTI which is assigned over the non-3GPP access); or

d)
When the REGISTRATION REQUEST message with the registration type set to "initial registration" is sent over non-3GPP access in the same PLMN or equivalent PLMN to establish the NAS signalling connection, the UE NAS shall provide the lower layers with the GUAMI (AMF identifier part of the valid 5G-GUTI which is assigned over the 3GPP access).
For the routing of the initial NAS message to the appropriate AMF, when the UE sends the initial NAS message to the AMF, some of the information are sent as plain text, others  are sent as encrypted text according to the follwing; 

a) When the REGISTRATION REQUEST message is sent, ngKSI, 5Gs mobile identity, UE security capability, requsted NSSAI, last visited registered TAI, additional GUTI, old GUTI, mobile identity type, NASSAI info for PDU sessions, or EPS NAS message container will be sent as plain text.  

b) When the REGISTRATION REQUEST message is sent, 5GMM capability, S1 UE network capability, uplink data status, PDU session Status, mico indication, UE status, SMS requested, allowed PDU session status, policy section identifier list, or UE’s uessage setting will be sent as encrypted text. 

c) When the SERVICE REQUEST message is sent, ngKSI, or 5Gs mobile identity will be sent as plain text.  

d) When the SERVICE REQUEST message is sent, uplink data status, PDU session status, or  allowed PDU session status will be sent as encrypted text.

