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IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kashar Key Encryption in Multimedia Internet KEYing (MIKEY)".

[11]
3GPP TS 23.281: "Functional architecture and information flows to support Mission Critical Video (MCVideo); Stage 2".
[x1]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[x2]
3GPP TS 26.346: " Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs".
***** Next change *****
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Transmission request queue: The transmission request queue used by the transmission control server to queue received Transmission Request messages.

Controlling MCVideo function: The MCVideo server performing a controlling role.
Effective priority: The priority decision determined by the transmission control server based on multiple input parameters like transmission priority, participant type, type of call etc. of the current transmission request and of the current participant to which transmission is granted if any and the local policy.
MBMS bearer: The service provided by the EPS to deliver the same IP datagrams to multiple receivers in a designated location.

MBMS subchannel: A logical channel which uses resources of an activated and announced MBMS bearer identified by the TMGI of the MBMS bearer and additional parameters, like UDP port, associated to a group or the MBMS subchannel used to e.g. inform when a conversation in a group call is started or ended.
Media plane control protocols: Protocols in the media plane used for transmission control, pre-established session call control and MBMS subchannel control.
Participating MCVideo function: The MCVideo server performing a participating role.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.281 [11] apply:

Transmission control

Transmission participant

Transmission control server

Group call

MCVideo call

MCVideo server performing a controlling role

MCVideo server performing a participating role

MCVideo user

Mission critical video
Private call

SIP core

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.179 [14] apply:

Client Server Key (CSK)

Client Server Key Identifier (CSK-ID)

Group Master Key (GMK)

Group Master Key Identifier (GMK-ID)
Multicast Key for Floor Control (MKFC)

Identifier of Multicast Key for Floor Control (MKFC-ID)

Multicast Signalling Key (MuSiK)

Multicast Signalling Key Identifier (MuSiK-ID)
Private Call Key (PCK)

Private Call Key Identifier (PCK-ID)

Signalling Protection Key (SPK)

Signalling Protection Key Identifier (SPK-ID)
MBMS SubChannel Control Key (MSCCK)
MBMS SubChannel Control Key Identifier (MSCCK-ID)

For the purposes of the present document, the following terms and definitions given in IETF RFC 3711 [16] apply:

SRTP master key (SRTP-MK)

SRTP master key identifier (SRTP-MKI)

SRTP master salt (SRTP-MS)

***** Next change *****
4.1.X
MBMS subchannel control

4.1.x.1
General

The participating MCVideo function can use an MBMS bearer for the DL transmission of the media and the media control plane.

The participating MCVideo function decides to activate an MBMS bearer. After the activation of the MBMS bearer, as specified in 3GPP TS 29.468 [6], the TMGI of this MBMS bearer is announced to the MCVideo clients in the MBMS service area of this MBMS bearer. This announcement enables the MCPVideo client to listen (decode/demodulate) this MBMS bearer. The activation of an MBMS bearer and the announcement of the TMGI create a pool of MBMS subchannel resources without any association to a group or other purposes.

The criteria for a participating MCPVideo function to decide to activate and use an MBMS bearer is implementation dependent.

An MBMS bearer can be used for the DL transmission for more than one group. For this, additional parameters like destination UDP port are used for enabling the differentiation of messages and packets belonging to different groups over the same MBMS bearer by a receiving MCVideo client.

When a TMGI is announced a general purpose MBMS subchannel is created by defining an association between the identity of the general purpose MBMS subchannel (e.g. 'general purpose') and the TMGI (of the activated and announced MBMS bearer) together with the parameters (e.g. UDP port) differentiating this general purpose MBMS subchannel in this MBMS bearer. The parameters of this general purpose MBMS subchannel can be communicated to the MCVideo clients in the MBMS service area of this MBMS bearer using unicast over-the air transmission or can be pre-defined and stored in the MCVideo user profile that is downloaded to the MCVideo UE.

4.1.x.2
Start of a MCVideo group communication
When a MCVideo group communication starts, the participating MCVideo function can allocate an MBMS subchannel for this group by defining an association between this group (e.g. 'group id') and the TMGI (of the activated and announced MBMS bearer) with the parameters differentiating this MBMS subchannel in this MBMS bearer. The parameters of this MBMS subchannel are sent using the general purpose MBMS subchannel using the Map Group To Bearer message. The Map Group To Bearer message is repeated as long as the communication is ongoing for improving the reception probability and to allow MCVideo clients arriving late to listen to the MBMS subchannel.
The Map Group To Bearer provides the multicast IP destination address and the destination ports used to deliver the transmission control messages, the audio and video media packets, the FEC repair packets.
4.1.x.3
During a media transmission
If an MBMS subchannel exists, the participating MCVideo function forwards the media plane control messages, received from the controlling MCVideo function via MBMS subchannel for media plane control. Only transmission control messages which are transmitted to more than one affiliated group member are forwarded to the MBMS bearer (e.g. the Media transmission notification and Transmission end notify messages). Transmission control messages can be repeated as long as the transmission is on going for improving the reception probability. The participating MCVideo function forwards the media packets, received from the controlling MCVideo function, via the MBMS subchannel for media.

Amongst all affiliated group members under this participating MCVideo function, the participating MCVideo function is informed or is enabled to deduce the group members which do not or cannot receive the MBMS subchannels. The participating MCVideo function forwards the media packets and the media plane control messages, received from the controlling MCVideo function, to the group members which do not or cannot receive the MBMS subchannels, using unicast bearers allocated for media and media plane control respectively.

4.1.x.4
Ending the conversation

The participating MCVideo function can de-allocate an MBMS subchannel after a configurable period of silence in the conversation by removing the association to this group by sending the Unmap Group To Bearer message over this MBMS subchannel. The de-allocation of the MBMS subchannel frees the parameters used for differentiating this MBMS subchannel in this MBMS bearer. Therefore, the resources of a de-allocated MBMS subchannel can be reallocated for a conversation of another group.

NOTE:
The participating MCVideo function will activate MBMS bearers with general QoS characteristics suitable for MCVideo service and will map MBMS subchannels for media or media plane control only to MBMS bearers that can provide the QoS required by media or media plane control.
***** Next change*****
4.2.2
MCVideo client

According to 3GPP TS 23.380 [5] the MCVideo client is divided into a transmission participant and a media mixer function. In the present document the internal structure of the MCVideo client is illustrated in figure 4.2.2-1.
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NOTE:
The real internal structure of the MCVideo client is implementation specific but a possible internal structure is shown to illustrate the logic and the procedures.

Figure 4.2.2-1: Internal structure of the MCVideo client

All entities in the MCVideo client have a direct communication interface to the application and signalling plane. The interface to the application and signaling plane carries information about SIP session initialisation and SIP session release, SDP content, etc.

The reference points MCVideo-4, MCVideo-6, MCVideo-7 and MCVideo-8 are described in 3GPP TS 23.281 [11].

The transmission participant receives and sends transmission and reception control message over the unicast bearer.

The media mixer receives and sends RTP media packets over the unicast bearer. The media mixer indicates to the transmission participant when RTP media packets are received and when RTP media packets are no longer received. The transmission participant instructs the media mixer on how to handle media received from the user or received from the network either over the unicast bearer or over the MBMS bearer.
The MBMS interface receives RTP media packets over the MBMS bearer. The RTP media packets are forwarded to the media mixer.

The MBMS interface receives transmission control messages and MBMS subchannel control messages over the MBMS bearer. The MBMS interface forward received transmission control messages to the transmission participants.
The transmission participant receives indication from the MCVideo client when the MCVideo user has click the video transmit, the video transmission end, and video receive or video reception end button. The MCVideo client can also provide notification towards the MCVideo user. Video received from the MCVideo user is, on instruction from the transmission participant, encoded by the media mixer and sent as RTP media packets over the unicast bearer.
***** Next of change *****
4.2.3
Participating MCVideo function

4.2.3.1
General

The participating MCVideo function performs the participating role of an MCVideo server as defined in 3GPP TS 23.281 [11]. The participating MCVideo function uses media plane control (non-SIP) messages when taking part in the transmission control and reception control procedures as specified in clause 6 and the use of MBMS Bearer procedures as specified in clause 10. In the sequel the term 'controlling MCVideo function' is used for the entity which performs the controlling role of an MCVideo server.

The following subclauses describe the assumed internal structure of a participating MCVideo function and the role of the participating function in the transmission control and reception control procedures and the use of MBMS Bearer procedures..

4.2.3.2
Internal structure of the participating MCVideo function

In the present document the internal structure of the participating MCVideo function is illustrated in figure 4.2.3.2-1.
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NOTE:
The real internal structure of the participating MCVideo function is implementation specific but a possible internal structure is shown to illustrate the logic and the procedures.

Figure 4.2.3.2-1: Internal structure of the participating MCVideo function
All entities in the participating MCVideo function have a direct communication interface to the application and signalling plane. The interface to the application and signalling plane carries information about SIP session initialisation and SIP session release, SDP content, etc.

The reference points MCVideo-3, MCVideo-4, MCVideo-7, MCVideo-8 and MCVideo-9 are described in 3GPP TS 23.281 [11].

The media and transmission control message distribution receives media control messages and RTP media packets to and from the MCVideo client and the controlling MCVideo function and the non-controlling MCVideo function. Media plane control messages and RTP packets are forwarded as received when unicast bearers are used. If MBMS bearers are used for transmission control messages, MBMS subchannel control messages and RTP media packets are sent to the MBMS bearer management.
The MBMS bearer management receives transmission control messages and RTP media packets from the media when transmission control messages and RTP media packets are sent over an MBMS bearer. MBMS bearer management also generates MBMS subchannel control message. Transmission control message, RTP media packets and MBMS subchannel control messages are sent to the GCS AS for distribution over an MBMS bearer. The GCS AS is outside the scope of the present specification.
4.2.3.3
The roles of the participating MCVideo function

4.2.3.3.1
For the transmission control procedures

When a transmission control or reception control message or a media packet is received from an MCVideo client, in the MCVideo-4 and MCVideo-7 reference points respectively, the participating MCVideo function forwards it to the controlling MCVideo function over MCVideo-3 reference point or to the application and signalling plane. When a transmission control message or a media packet is received from the controlling MCVideo function, over MCVideo-3 reference point or the application and signalling plane, for MCVideo clients which do not use an MBMS subchannel, the participating MCVideo function forwards the transmission control message to the MCVideo client over the MCVideo-4 and MCVideo-7 reference points respectively. For MCVidep clients which use an MBMS subchannel, for transmission control messages directed to all of these MCVideo clients and for media packets, the participating MCVideo function forwards a single transmission control message or a single media packet using the MBMS subchannel over MCVideo-9 and MCVideo-8 reference points respectively.
When MCVideo clients are listening to the MBMS subchannel multiple copies of the same media packet destined to each individual MCVideo client are sent by the controlling MCVideo function while the participating MCVideo function only forwards one single media packet over the MBMS bearer. Any optimizations for not sending the media packet from the controlling MCVideo function to all MCVideo clients are out of scope of the present document.
The participating MCVideo function can decide to apply forward error correction to the media packets to protect them against loss, and reach the QoS target. The participating MCVideo function can apply forward error correction to the media packets before transmitting them over MBMS, or it can ask the BM-SC to apply forward error correction application as described in 3GPP TS 23.280 [x1].
The participating MCVideo function specifications related to the transmission control and reception control are specified in subclause 6.4 for unicast media and media plane control.
4.2.3.3.2
For the use of MBMS bearer procedures

In the initiation of a conversation, if the MBMS bearer management in the participating MCVideo function decides to use MBMS subchannels for the media plane control messages and the media packets, the participating MCVideo function sends a Map Group To Bearer message over the MCVideo-9 reference point, for indicating the association information between the group identity of this call and the TMGI of the MBMS bearer and additional parameters necessary for the identification of this MBMS subchannels using the general purpose MBMS subchannel already associated for the transmission of this information. In the termination of a conversation the participating MCVideo function sends an Unmap Group To Bearer message for terminating the association between the MBMS subchannels in use for this conversation and the group identity.

The participating MCVideo function specifications related to the declaration of the association between an MBMS bearer and related parameters and the MBMS subchannels for media and media plane control are specified in subclause 10.3.2 and subclause 10.3.4.
***** Next change *****
4.3.1
General

The media plane control channel is used for transport of messages associated with the transmission control protocol, and the MBMS bearer management protocol, all specified in the present document.
***** Next change *****
5.2.1
Introduction

To be compliant with the procedures in the present document, an MCVideo client shall:

1.
support the role of an MCVideo client as specified 3GPP TS 23.281 [11];

2.
support the on-network MCVideo client role as specified in 3GPP TS 24.281 [2];

3.
support the off-network MCVideo client role as specified in 3GPP TS 24.281 [2]; and

4.
support media plane security as specified in clause 13.

To be compliant with the on-network procedures in the present document, an MCVideo client shall:

1.
provide the role of a transmission participant in on-network mode as specified in subclause 5.2.2;

2.
provide the media mixer function as described in subclause 4.2.2 and support the related procedures in subclause 6.2;

3.
provide video transmit, video transmission end, video receive and video reception end button events towards the on-network transmission participant as specified in subclause 6.2;

4.
provide means (sound, display, etc.) for indications towards the MCVideo user as specified in subclause 6.2;

5.
support negotiating media plane control channel media level attributes as specified in subclause 4.3; and

6.
when operating in systems that support MBMS functionality, provide the MBMS interface as described in subclause 4.2.2 and support the related MBMS subchannel control procedure as specified in subclause 10.3;
To be compliant with the off-network procedures in the present document, an MCVideo client shall:

1.
provide the role of a transmission participant in off-network mode as specified in subclause 5.2.3;

2.
support the role of an off-network transmission participant as specified in 3GPP TS 23.281 [11] and in the present specification;

3.
provide the media mixer function as described in subclause 4.2.2 and support the related procedures as specified in clause 7;

4.
provide video transmit, video transmission end, video receive and video reception end button events towards the off-network transmission participant as specified in clause 7; and

5.
provide means (sound, display, etc.) for indications towards the MCVideo user as specified in clause 7.
***** Next change *****
5.4
Participating MCVideo function

An MCVideo server providing the participating MCVideo function shall:

1.
support the role of a participating MCVideo function as specified in 3GPP TS 23.281 [11];

2.
distribute transmission control messages as described in subclause 6.3 and support associated procedures as specified in subclause 6.4;
3.
support media plane security as specified in clause 13; and
4.
when operating in systems that support and employ MBMS functionality, act as a GCS AS as specified in 3GPP TS 29.468 [6] and execute the related MBMS subchannel control procedures as specified in subclause 10.2.
***** Next change *****
6.4.2
Receive transmission control messages

Upon receiving a transmission control message the participating MCVideo function:

1.
shall immediately forward the transmission control message to the transmission control server if the message is received from the transmission participant;

2.
if an MBMS subchannel is not used for a conversation in the session the transmission control message is associated with, shall immediately forward the transmission control message to the transmission participant if the message is received from the transmission control server; and

3.
if an MBMS subchannel is used for a conversation in the session the transmission control message is associated with:

a.
if

i.
 the transmission control message is not a Transmit Idle message or a Media Transmission Notify message;

ii.
the MCVideo client has not reported "listening" status as specified in 3GPP TS 24.281 [2] subclause 14.2.3; or

iii.
the MCVideo client has reported "not-listening" status as specified in 3GPP TS 24.281 [2] subclause 14.2.3 in the latest received MBMS bearer listening status report;


shall immediately forward the transmission control message to the transmission participant; and

b.
if

i.
one of the MCVideo clients has reported "listening" status as specified in 3GPP TS 24.281 [2] subclause 14.2.3 in the latest received MBMS bearer listening status report; and

ii
if the transmission control message is the Transmit Idle message or the Media Transmission Notify message,

shall perform actions as specified in subclause 10.2.

NOTE:
When the Transmit Idle or Media Transmission Notify messages are discarded the messages are sent to the MCVideo clients over the MBMS subchannel allocated for the conversation as specified in subclause 10.2.
***** Next change *****
6.4.3
Receive RTP media packets (R: RTP Media)

Upon receiving RTP media packets the participating MCVideo function:

1.
shall immediately forward the RTP media packet to the controlling MCVideo function if the RTP packet is from an MCVideo client; and

2.
if an MBMS subchannel is not used for a conversation in the session the RTP media packets are associated with, shall immediately forward the RTP media packets to the MCVideo client if the RTP packet is from the controlling MCVideo function or the non-controlling MCVideo function.

3.
if some MBMS subchannelsareused for a conversation in the session the RTP media packets are associated with and if RTP media packets are received from the controlling MCVideo function or the non-controlling MCVideo function:

a.
if

i.
the MCVideo client has not reported "listening" status as specified in 3GPP TS 24.281 [2] subclause 14.2.3; or

ii.
the MCVideo client has reported "not-listening" status as specified in 3GPP TS 24.281 [2] subclause 14.2.3 in the latest received MBMS bearer listening status report,


shall immediately forward the RTP media packets to the MCVideo client; and

b.
if the MCVideo client has reported "listening" status as specified in 3GPP TS 24.281 [2] subclause 14.2.3 in the latest received MBMS bearer listening status report, shall perform actions as specified in subclause 10.2.
***** Next change *****
9.1.2
RTCP: APP message format

The definition of the fields in the RTCP APP packet is found in IETF RFC 3550 [3].

Table 9.1.2-1 shows the RTCP APP packet format.

Table 9.1.2-1: RTCP: APP message format

0                   1                   2                   3  

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P| Subtype |   PT=APP=204  |            length             |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           SSRC                                |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          name (ASCII)                         |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                 application-dependent data                    |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                    Secure RTCP message part                   |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

P

The padding bit P is set to '0'.

Subtype:

Dependent upon the relevant set of media plane control messages, as identified by the Name field, the possible Subtype values are defined in the following tables:

-
Name field = "MCV0" (i.e. Transmission control messages sent by the transmission control participant to the transmission control server): Table 9.2.2.1-1; 

-
Name field = "MCV1" (i.e. Transmission control messages sent by the transmission control server and transmission control participant): Table 9.2.2.1-2;
-
Name field = "MCV2" (i.e. Transmission control messages sent by transmission control participant to the transmission control server and by the transmission control server to the transmission control participant): Table 9.2.2.1-3; and

-
Name field= "MCMC" (i.e. MBMS subchannel control):
 Table 9.2.2.1-4
Length

The length field in the RTCP header is the length of the packet in 32-bit words, not counting the first 32-bit word in which the length field resides.

NOTE:
The length field can indicate message size longer than specified in this version of the protocol. This can be the case e.g. if message is of later version of this protocol.

SSRC

The content of this field is described for each transmission control message separately.

Name

The 4-byte ASCII string in the RTCP header is used to define the set of media plane control messages to be unique with respect to other APP packets that the media plane might receive.

The present document specified the use of the following names:

1.
For the transmission control protocol messages sent by the client to the server specified in the present document the ASCII name string is: MCV0;

 2.
For the transmission control protocol messages sent by the server to the client specified in the present document the ASCII name string is: MCV1; and 

3.
For the transmission control protocol messages sent by both the client to the server and the server to the client specified in the present document the ASCII name string is: MCV2.
4.
For the MBMS subchannel control protocol specified in the present document the ASCII name string is: MCMC (Mission Critical MBMS subchannel Control).
Application-dependent data

The application-dependent data contains zero or more application specific data fields is specified in subclause 9.1.3. 

This part is encrypted if SRTCP is used.

Secure RTCP message part

The content of the secure RTCP message part is in specified in clause x and in IETF RFC 3711 [4].
***** Next change *****
9.2.13
Media transmission notification

The Media transmission notification message is sent by the transmission control server to notify the transmission control participant that a media transmission is available from another user.

The Media transmission notification message is used in off-network and in on-network mode. In the on-network mode the Media transmission notification message is used over both the unicast bearer and MBMS bearer.

Table 9.2.13-1 shows the content of the Media transmission notification message.

Table 9.2.13-1: Media transmission notification message

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P| Subtype |   PT=APP=204  |          length               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|          SSRC of transmission control server                  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          name=MCVD                            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                        User ID field                          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                         Media ID field                        |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                       Track Info field                        |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

With the exception of the three first 32-bit words the order of the fields are irrelevant.

Subtype:

The subtype is coded according to table 9.2.2-2.

Length:

The length is coded as specified in to subclause 9.1.2.

SSRC:

The SSRC field carries the SSRC of the transmission control server.

The SSRC field is coded as specified in IETF RFC 3550 [3].

User ID:

The User ID field carries the MCVideo ID of the user transmitting the media.

The User ID value is coded as specified in subclause 9.2.3.8.

Media ID:

The Media ID field is present only if media multiplexing is used. The Media ID field identified a media flow within a media multiplex.

The Media ID value is coded as specified in subclause 9.2.3.x.

Track Info:

The Track Info field is included when an MCVideo call involves a non-controlling MCVideo function. The coding of the Track Info field is described in subclause 9.2.3.13.
***** Next change *****
9.2.3.1
Introduction

This subclause describes the transmission control specific data fields.

The transmission control messages can include transmission control specific data fields contained in the application-dependent data of the transmission control message. The transmission control specific data fields follow the syntax specified in subclause 9.1.3.

Table 9.2.3.1-1 lists the available transmission control specific data fields including the assigned field ID.

Table 9.2.3.1-1: Transmission control specific data fields

	Field name
	Field ID
	Reference

	
	Decimal
	Binary
	

	Transmission Priority
	000
	00000000
	Subclause 9.2.3.2

	Duration
	001
	00000001
	Subclause 9.2.3.3

	Reject Cause
	002
	00000010
	Subclause 9.2.3.4

	Queue Info
	003
	00000011
	Subclause 9.2.3.5

	Granted Party's Identity
	004
	00000100
	Subclause 9.2.3.6

	Permission to Request the Transmission
	005
	00000101
	Subclause 9.2.3.7

	User ID
	006
	00000110
	Subclause 9.2.3.8

	Queue Size
	007
	00000111
	Subclause 9.2.3.15

	Message Sequence-Number 
	008
	00001000
	Subclause 9.2.3.9

	Queued User ID
	009
	00001001
	Subclause 9.2.3.14

	Source
	010
	00001010
	Subclause 9.2.3.12

	Track Info
	011
	00001011
	Subclause 8.2.3.13

	Message Type
	012
	00001100
	Subclause 9.2.3.10

	Transmission Indicator
	013
	00001101
	Subclause 9.2.3.11

	SSRC
	014
	00001110
	Subclause 9.2.3.16

	MCVideo Group Identity
	015
	00001111
	Subclause 9.2.3.x


The following subclauses describe the coding of each field.

***** Next change *****
9.2.3.x
MCVideo Group Identity field

The MCVideo Group Identity field contains a SIP URI identifying the group that an MCVideo client is invited to.

Table 9.2.3.x-1 describes the coding of the MCVideo Group Identity field.

Table 9.2.3.x-1: MCVideo Group Identity field coding

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|MCVideo Group  |MCVideo Group  |MCVideo Group Identity         |

|identity field |identity field |                               |

|ID             |length         |                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               :

:                                            (Padding)          :

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <MCVideo Group Identity field ID> value is a binary value and shall be set according to table 9.2.3.x-2.

The <MCVideo Group Identity length> value is a binary value indicating the length in octets of the <MCVideo Group Identity> value item.

<MCVideo Group Identity> value contains the MCVideo group identity or the temporary MCVideo group identity as defined in 3GPP TS 24.281 [2]. The <MCVideo Group Identity> value shall be coded as specified in the table 9.2.3.x-.

Table 9.2.3.x-2: ABNF syntax of string values of the <MCVideo Group Identity> value 

mcvideo-group-identity = URI

If the length of the <MCVideo Group Identity> value is not (2 + multiple of 4) bytes, the <MCVideo Group Identity> value shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes should be set to zero. The padding bytes shall be ignored.
***** Next change *****
9.x
MBMS subchannel control

9.x.1
Introduction

The MBMS subchannel control messages shall be coded as described in subclause 9.1.2 where the MBMS subchannel control message is part of the application-dependent data.

For the MBMS subchannel control protocol the ASCII name string shall be: MCMC.

The list of MBMS subchannel control messages can be found in the subclause 9.x.2.

The MBMS subchannel control specific fields are specified in subclause 9.x.3.

9.x.2
MBMS subchannel control messages

Table 9.x.2-1 provides a list of MBMS subchannel control protocol messages.

Table 9.x.2-1: MBMS subchannel control protocol messages

	Message name
	Subtype
	Reference
	Direction

	Map Group To Bearer
	00000
	subclause 9.x.4
	Server ( client

	Unmap Group To Bearer
	00001
	subclause 9.x.5
	Server ( client

	NOTE:
The participating MCVideo function is the server and the MCVideo client is the client.


9.x.3
MBMS subchannel control specific fields

9.x.3.1
Introduction

This subclause describes the MBMS subchannel control specific data fields.

The MBMS subchannel control specific data fields are contained in the application-dependent data of the MBMS subchannel control message. The MBMS subchannel control specific data fields follow the syntax specified in subclause 9.1.3.

Table 9.x.3.1-1: Void

Table 9.x.3.1-2 lists the available fields including the assigned Field ID.

Table 9.x.3.1-2: MBMS subchannel control specific data fields

	Field name
	Field ID


	Description

	
	Decimal
	Binary
	

	MBMS Subchannel
	000
	00000000
	Subclause 9.x.3.3

	TMGI
	001
	00000001
	Subclause 9.x.3.4.

	MCVideo Group ID
	002
	00000010
	Subclause 9.x.3.2


9.x.3.2
MCVideo Group ID field

The MCVideo Group ID field contains a SIP URI identifying the MCVideo group for which media and transmission control messages are going to be broadcasted over a MBMS subchannel.

The MCVideo Group ID field is coded as the MCVideo Group Identity field specified in subclause 9.2.3.x.

9.x.3.3
MBMS Subchannel field

The MBMS Subchannel field describes which MBMS subchannel to use for media and for transmission control.

Table 9.x.3.3-1 describes the coding of the MBMS Subchannel field.

Table 9.x.3.3-1: MBMS Subchannel field coding

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|MBMS Subchannel|Subch  |Video  |Audio  |Control|FEC    | IP    |

|field ID value |length |m-line |m-line |m-line |m-line |Version|

|               |value  |Number |Number |Number |Number |       |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|            Transmission control Port Number                   |​ 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|             Video Media Port Number                           |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|             Audio Media Port Number                           |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|             FEC Port Number                                   |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

:             IP Address                                        :

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <MBMS Subchannel field ID> value is a binary value and shall be set according to table 9.x.3.1-2.

The <MBMS Subch length> value is a binary value indicating the total length in octets of the <Video m-line Number> value, <Audio m-line Number> value, <Audio m-line Number> value, <Control m-line Number> value, <FEC m-line Number> value, <IP Version> value, port number values and <IP address> items.

The <Video m-line Number> value shall consist of 4 bit parameter giving the number of the" m=video" m-line in the SIP MESSAGE request announcing the MBMS bearer described in 3GPP TS 24.281 [2].

The <Audio m-line Number> value shall consist of 4 bit parameter giving the number of the" m=audio" m-line in the SIP MESSAGE request announcing the MBMS bearer described in 3GPP TS 24.281 [2]. The <Audio m-line Number> value is set to "0" when audio is combined with video.

The <Control m-line Number> value shall consist of 4 bit parameter giving the number of the "m=application" m-line in the SIP MESSAGE request announcing the MBMS bearer described in 3GPP TS 24.281 [2].

The <FEC m-line Number> value shall consist of 4 bit parameter giving the number of the "m=application" m-line in the SIP MESSAGE request announcing the MBMS bearer described in 3GPP TS 24.281 [2]. The <FEC m-line Number> value is set to "0" when the media is not protected by FEC.

The <IP version> value indicates the IP version:


'0'
IP version 4

'1'
IP version 6

All other values are reserved for future use.

The <Tx Control Port Number> value is a 32-bit binary value giving the port to be used if the<Control m-line Number> value is greater than '0'. If the <Control m-line Number> value is equal to '0', the < Tx Control Port Number> value is not included in the MBMS Subchannel field.

The <Video Media Port Number> value is a 32-bit binary value giving the port to be used.

The <Audio Media Port Number> value is a 32-bit binary value giving the port to be used. If the <Audio m-line Number> value is equal to '0', the < Audio Port Number> value is not included in the MBMS Subchannel field.

.The <FEC Port Number> value is a 32-bit binary value giving the port to be used. If the <FEC m-line Number> value is equal to '0', the < FEC Port Number> value is not included in the MBMS Subchannel field.

.The <IP Address> value is:

1.
a 32 bit binary value containing the IP v4 address if the <IP version> indicates that the <IP Address> value is a IP v4 Address; or

2.
four 32-bit words that together forms a 128 bit binary value representing the IP v6 address, if the <IP version> indicates that the <IP Address> value is a IP v6 Address.

9.x.3.4
TMGI field

Table 9.x.3.4-1 describes the coding of the TMGI field.

Table 9.x.3.4-1: TMGI field coding

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|TMGI           |TMGI           |TMGI                           |

|ID             |length         |                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               :

:                                            (Padding)          :

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The <TMGI field ID> value is a binary value and shall be set according to table 9.x.3.1-2.

The <TMGI length> value is a binary value indicating the length in octets of the <TMGI> value item.

The <TMGI> value is coded as described in 3GPP TS 24.008 [11] subclause 10.5.6.13 excluding the Temporary Mobile Group Identity IEI and Length of Temporary Mobile Group Identity contents (octet 1 and octet 2 in 3GPP TS 24.008 [11] subclause 10.5.6.13).

If the length of the <TMGI> value is not (2 + multiple of 4) bytes, the <TMGI> value shall be padded to (2 + multiple of 4) bytes. The value of the padding bytes should be set to zero. The padding bytes shall be ignored.

9.x.4
Map Group To Bearer message

The Map Group To Bearer message is sent by the participating function when a conversation is started.

Table 9.x.4-1 shows the content of the Map Group To Bearer message.

Table 9.x.4-1: Map Group To Bearer message

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P| Subtype|   PT=APP=204  |          Length                |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|               SSRC of participating MCVideo function          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          name=MCMC                            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                       MCVideo Group ID field                  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                           TMGI field                          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                        MBMS Subchannel field                  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

With the exception of the three first 32-bit words, the order of the fields are irrelevant.

Subtype:

The subtype shall be coded according to table 9.x.2-1.

Length:

The length shall be coded as specified in subclause 8.1.2.

SSRC:

The SSRC field shall carry the SSRC of the participating MCVideo function.

The SSRC field shall be coded as specified in IETF RFC 3550 [3].

MCVideo Group ID:

The MCVideo Group ID field is coded as described in subclause 9.x.3.2.

TMGI:

The TMGI field is coded as described in subclause 9.x.3.4.

MBMS Subchannel:

The MBMS Subchannel field is coded as described in subclause 9.x.3.3.

9.x.5
Unmap Group To Bearer message

The Unmap Group To Bearer message is sent by the participating function when a conversation is ended.

Table 9.x.5-1 shows the content of the Unmap Group To Bearer message.

Table 9.x.5-1: Unmap Group To Bearer message

0                   1                   2                   3

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|V=2|P| Subtype |   PT=APP=204  |          length=3             |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|               SSRC of participating MCVideo function          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          name=MCMC                            |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                       MCVideo Group ID field                  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

With the exception of the three first 32-bit words, the order of the fields are irrelevant.

Subtype:

The subtype shall be coded according to table 9.x.2-1.

Length:

The length shall be coded as specified in subclause 8.1.2.

SSRC:

The SSRC field shall carry the SSRC of the participating MCVideo function.

The SSRC field shall be coded as specified in IETF RFC 3550 [3].

MCVideo Group ID:

The MCVideo Group ID field is coded as described in subclause 9.x.3.2.
***** Next change *****
10
Media plain handling for MBMS

10.1
General

A participating MCVideo function sending transmission control messages and RTP media packets over a MBMS bearer shall support the procedures in the following subclauses.

The MBMS bearer can be used for conversations in group calls. Prior to using the MBMS bearer the participating MCVideo function needs to activate the MBMS bearer and announce the MBMS bearer as described in subclause 4.1. x.

Transmission control messages and RTP media packets received over the MBMS subchannel are used as input to the Transmission participant state machine in the same way as Transmission control messages and RTP media packets received over the unicast bearer.

Media plane security procedures for media and Transmission control messages sent over the MBMS subchannels are specified in clause 13.
The MCVideo function can apply FEC to the RTP media packets by generating repair packets to be sent over the MBMS subchannel, or can ask to the BM-SC to apply FEC, as described in 3GPP TS 23.280 [x1].
10.2
MBMS subchannel control procedure for the participating MCVideo function

10.2.1
General

If the participating MCVideo function supports the MBMS subchannel control procedure, the participating MCVideo function shall support the behaviour implied by the state machine specified in this subclause. The specifications are on the reception of transmission control messages from the controlling MCVideo function, sending of transmission control messages and the allocation/deallocation of MBMS subchannels for a conversation in a group session.

Figure 10.2.1-1 shows the participating MCVideo function MBMS subchannel control state diagram.
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Figure 10.2.1-1: Participating MCVideo function MBMS subchannel control state diagram

If a transmission control message or RTP media packet arrives in a state where there are no procedures specified in the subclauses below, the participating MCVideo function shall discard the message.

10.2.2
State: 'Start-stop'

10.2.2.1
General

In this state:

-
no instance of the 'Participating MCVideo function MBMS subchannel control state machine exists;

-
a pre-activated MBMS bearer may exist;

-
no conversation using a MBMS subchannel control is active but a group session exists where a conversation over the unicast channel may be ongoing; and

-
the participating MCVideo function handles transmission control messages and RTP media packets as for during normal operations described in subclause 6.4.

10.2.2.2
Send Map Group To Bearer message (R: Transmission Request, Media Transmission Notification)

Upon receiving a Transmission Request message or a Media Transmission Notification message and when the participating MCVideo function decides that a MBMS subchannel shall be used for a conversation in an ongoing group session, the participating MCVideo function:

1.
shall create an instance of the 'Participating MCVideo function MBMS subchannel control' state machine;

2.
shall send a Map Group To Bearer message over the general purpose MBMS subchannel. The Map Group To Bearer message:

a.
shall include TMGI;

b.
shall include the identifier of the media stream; and

c.
shall include the MCVideo Group identifier field;

3.
shall start timer T300 (Conversation);

4.
shall start timer T302 (Unmap Group To Bearer);

5.
shall enter the 'M: A conversation is active' state;

6.
if the Transmission Request message was received, shall perform actions as described in subclause 6.4; and

7.
if the Media Transmission Notification message was received, shall perform the actions described in subclause 10.2.3.3.
10.2.3
State: 'M: A conversation is active'

10.2.3.1
General

In this state a MBMS subchannel exists and can be used by a group call.

In this state a conversation is active and Media Transmission Notification and Transmission Idle messages and RTP media packets shall be sent over the MBMS subchannel.

In this state timer T300 (Conversation) and timer T301 (Map Group To Bearer re-transmit) are running.

In this state the timer T302 (Unmap Group To Bearer) may be running.

10.2.3.2
Send Transmission End Notify message (R: Transmission End Notify)

When a Transmission End Notify message destined to a transmission participant listening to the MBMS subchannel is received, the participating MCVideo function:

1. shall set the acknowledgment bit to '0' as specified in subclause 9.2.2, if not already set; and
2. shall send the received Transmission End Notify message over the MBMS subchannel;

3.
if the received Transmission End Notify message indicates that a Transmission Ack message is expected (i.e. the acknowledgment bit is set to '1' as specified in subclause 9.2.2), shall send a Transmission Ack message towards the controlling MCVideo function. The Transmission Ack message:

a.
shall include the Message Type field set to '14' (Transmission End Notify); and

b.
shall include the Source field set to '1' (participating MCVideo function is the source);

5.
shall restart timer T300 (Conversation); and

6.
shall remain in the 'M: A conversation is active' state.

10.2.3.3
Send Media Transmission Notification message (R: Media Transmission Notification)

When a Media Transmission Notification message destined to a transmission participant listening to the MBMS subchannel is received, the participating MCVideo function:

1. shall set the acknowledgment bit to '0' as specified in subclause 9.2.2, if not already set; and
2. shall send the Media Transmission Notification message over the MBMS subchannel; and

3.
if the received Media Transmission Notification message indicates that a Transmission Ack message is expected (i.e. the acknowledgment bit is set to '1' as specified in subclause 9.2.2), shall send a Transmission Ack message towards the controlling MCVideo function The Transmission Ack message:

a.
shall include the Message Type field set to '6' (Media Transmission Notification); and

b.
shall include the Source field set to '1' (participating MCVideo function is the source);

5.
shall restart timer T300 (Conversation); and

6.
shall remain in the 'M: A conversation is active' state.
10.2.3.4
Send any other transmission control message (R: Any other message)

When a transmission control message other than the Media Transmission Notification and Transmission End Notify message is received from a transmission participant or received from the transmission control server, the participating MCPVideo function:

1.
shall forward the transmission control message as specified in subclause 6.4;

2.
shall restart timer T300 (Conversation); and

3.
shall remain in the 'M: A conversation is active' state.
10.2.3.5
Send RTP media packet over the MBMS subchannel (R: RTP packet)

When receiving a RTP media packet destined to one of the MCVideo client listening to the MBMS subchannel, the participating MCVideo function:

NOTE:
An RTP media packet not destined to an MCVideo client listening to the MBMS subchannel is forwarded to the MCVideo client over the unicast bearer.

1.
shall check if the media packet is already sent over the MBMS subchannel or not;

2.
if the RTP media packet is already sent over the MBMS subchannel, shall discard the RTP media packet;

3.
if the RTP media packet is not already sent over the MBMS sub channel, shall instruct the media distribution function to send the RTP media packet over the MBMS subchannel;
NOTE:
if the media is protected by FEC and the FEC encoding is done by the participation MCVideo function, the media distribution function encodes the RTP media packet before delivery over the MBMS subchannel as specified in 10.4.2.
4.
shall restart timer T300 (Conversation); and

5.
shall remain in the 'M: A conversation is active' state.

10.2.3.7
Timer T300 (Conversation) expired

Upon expiry of timer T300 (Conversation), the participating MCVideo function shall:

1.
if the application indicates that there is no longer an MCVideo client listening to the MBMS bearer, 

a.
shall release the instance of the 'Participating MCVideo function MBMS subchannel management' state machine used for the conversation; and

b.
shall enter the 'Start-stop' state; and

2.
if the application indicates that there are MCVideo client still listening to the MBMS bearer:

a.
shall send the Unmap Group To Bearer message over the MBMS subchannel. The Unmap Group To Bearer message:

i.
shall include the MCVideo Group ID field;

b.
shall start timer T302 (Unmap Group To Bearer) and initialise counter C17 (Unmap Group To Bearer) to 1; and

c.
shall remain in the 'M: A conversation is active' state.

10.2.3.8
Timer T301 (Map Group To Bearer) expired

Upon expiry of timer T301 (Map Group To Bearer), the participating MCVideo function:

1.
shall send a Map Group To Bearer message over the general purpose MBMS subchannel. The Map Group To Bearer message:

a.
shall include a TMGI field;

b.
shall include a MBMS Subchannel field; and

c
shall include the MCVideo Group identifier field;

2.
shall restart timer T301 (Map Group To Bearer); and

3.
shall remain in the 'M: A conversation is active' state.

10.2.3.9
Timer T302 (Unmap Group To Bearer) expired

Upon expiry of timer T302 (Unmap Group To Bearer) less than the upper limit of counter C17 (Unmap Group To Bearer) times, the participating MCVideo function:

1.
shall send the Unmap Group To Bearer message over the MBMS subchannel. The Unmap Group To Bearer message:

a.
shall include the MCVideo Group ID field; and

2.
shall restart the timer T302 (Map Group To Bearer re-transmit) and increment counter C17 (Unmap Group To Bearer) by 1.

10.2.3.10
Timer T302 (Unmap Group To Bearer) expired Nth time

Upon expiry of timer T302 (Unmap Group To Bearer) by the upper limit of counter C17 (Unmap Group To Bearer), the participating MCVideo function:

1.
shall send the Unmap Group To Bearer message over the MBMS subchannel. The Unmap Group To Bearer message:

a.
shall include the MCVideo Group ID field; and

2.
shall release the instance of the 'Participating MCVideo function MBMS subchannel management' state machine used for the conversation.

10.2.3.11
End conversation over the MBMS bearer (End conversation)

Upon receiving an indication from the application and signalling plane that all MCVideo clients now listens to the unicast channel, the participating MCVideo function:

1.
shall release the instance of the 'Participating MCVideo function MBMS subchannel management' state machine used for the conversation.

10.2.3.12
Group call released

If the control and signalling plane indicates that the group call session is released, the participating MCVideo function:

1.
shall send the Unmap Group To Bearer message over the MBMS subchannel. The Unmap Group To Bearer message:

a.
shall include the MCVideo Group ID field;

2.
shall stop timer T300 (Conversation), timer T301 (Map Group To Bearer) and timer T302 (Unmap Group To Bearer), if running; and

3.
shall release the instance of the 'Participating MCVideo function MBMS subchannel management' state machine used for the conversation.

10.3
MBMS subchannel control procedure for the MCVideo client

10.3.1
General

An MCVideo client that supports receiving transmission control messages and RTP media packets over an MBMS bearer shall support the procedures in the following subclauses.

The procedures in the following subclauses assume that an MBMS bearer is active and announced as described in subclause 4.1.x.

10.3.2
Conversation over a pre-activated MBMS bearer is started

When receiving a Map Group To Bearer message over the general purpose MBMS subchannel, the MBMS interface in the MCVideo client:

1. shall associate the TMGI in the TMGI field, the MBMS subchannels for video, audio, transmission control and FEC with the MCVideo group identity in the MCVideo Group ID field.
2. if the video and audio media are protected by FEC, as declared within the MBMS bearer announcement (3GPP TS 24.281 [2]), shall instantiate a FEC decoder for this subchannel as specified in suclause 8.2.2 of 3GPP TS 26.346 [x2].
10.3.3
Receive transmission control messages, RTP media packets and FEC repair packets over a MBMS subchannel

If the MBMS interface receives RTP media packets or transmission control messages over the MBMS subchannel, the MBMS interface in the MCVideo client:

1.
if there is an association between the TMGI and the MBMS subchannels to an ongoing conversation in a group session:

a.
shall forward the received transmission control messages to the transmission participant in the conversation; and

b.
if the media is protected by FEC, shall forward the RTP media packet to the FEC decoder as specified in 10.4.3; 
c.
if the media is not protected by FEC, shall forward the RTP media packet to the media mixer.
d.  shall forward the FEC repair packet to the FEC decoder.
2.
if there is no such association:

a.
shall ignore the received transmission control message or received RTP media packet.

10.3.4
Conversation ended

When receiving the Unmap Group To Bearer message over a MBMS subchannel, the MBMS interface in the MCVideo client:

1.
shall remove the association between the TMGI, the MBMS subchannels from the conversation in the group session identified by the MCVideo Group ID field, if such an association exists. 
***** Next change *****
10.4
Forward error correction
10.4.1
General
Video and audio RTP media packets delivered over a MBMS subchannel can be protected against loss by the application of FEC.
The FEC encoding can be done either within the participation MCVideo function, either within the BM-SC, as specified in 3GPP TS 23.280 [x1].
FEC encoding is done after media plane encryption and FEC decoding is done before media plane decryption.
10.4.2
Participating MCVideo function procedure for FEC 
If the participating MCVideo function decides to apply FEC to protect a given MBMS subchannel, the participating MCVideo function:

1) shall declare the usage of FEC within the MBMS bearer announcement, as specified in 3GPP TS 24.281 [2];
2) if the participating MCVideo function does the FEC encoding,
a. the participating MCVideo function shall encode video and audio RTP packets as specified in subclause 8.2.2.4 of 3GPP TS 26.346 [x2] before sending them over the MBMS subchannel;
b. shall generate repair packets according the mechanism specified in subclause 8.2.2 of 3GPP TS 26.346 [x2] with the UDP flow identity for video set to 1 and the UDP flow identity for audio set to 2; and
c. send these repair packets over the MBMS subchannel on the destination port given into the Map Group To Bearer message.
10.4.3
MCVideo client procedure for FEC 

If usage of FEC is declared within the MBMS bearer announcement, as specified in 3GPP TS 24.281 [2], the MC Video client:

1.  shall decode the received video and audio RTP packets according the mechanism specified in subclause 8.2.2 of 3GPP TS 26.346 [x2] with the UDP flow identity for video set to 1 and the UDP flow identity for audio set to 2; and
2.  shall forward the decoded RTP media packets to the media mixer.
***** Next change *****
11.1.4
Timers in the participating MCVideo function

The table 11.1.4-1 recommends timer values, describes the reason for starting the timer, normal stop and the action on expiry.

Table 11.1.4-1 shows the timers used in the participating MCVideo function for MBMS channel control.

Table 11.1.4-1: Timers in the participating MCVideo function for MBMS channel control.

	TIMER
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON EXPIRY

	T300 (Conversation)
	Default value:

30 seconds.
Configurable.
	Transmission of Map Group To Bearer message.

Restarted when an RTP packet or a floor control message is sent.
	Release of the call.
	Send Unmap Group To Bearer message.

	T301 (Map Group To Bearer)
	Default value:

500 milliseconds.
Configurable.

	Transmission of Map Group To Bearer message.
	Release of the call (or MBMS Subchannel).
	Send Map Group To Bearer message.

	T303 (Unmap Group To Bearer)
	Default value:

200 milliseconds.
Configurable.
	Transmission of Unmap Group To Bearer message.
	Release of the call.
	Send Unmap Group To Bearer message.


Editor's Note:
How these timers are configured, e.g. within TS 24.484 or 24.483 is FFS.
***** Next change *****
11.2.4
Counters in the participating MCVideo function

The table 11.2.4-1 enlists counters, their limits and the action on expiry for the 'Participating MCVideo function MBMS subchannel control state machine'.

Table 11.2.4-2: Counters used in the 'Participating MCVideo function MBMS subchannel control state machine'

	Counter
	Limit
	Associated timer
	On reaching the limit

	C300
(Unmap Group To Bearer)
	Default value: 3.

Configurable.
	T302 (Unmap Group To Bearer)
	The Unmap Group To Bearer message is no more re-sent.


Editor's Note:
How these counters are configured, e.g. within TS 24.484 or 24.483 is FFS.

***** Next change *****
13
Media plane security

13.1
General

Media plane security provides integrity and confidentiality protection of individual media streams and media plane control messages in MCVideo sessions.

The media plane security is based on 3GPP MCVideo security solution including key management and end-to-end media and transmission control and reception control messages protection as defined in 3GPP TS 33.180 [8].

Various keys and associated key identifiers protect:

1.
RTP transported media;

2.
RTCP transported media control messages (i.e. RTCP SR packets, RTCP RR packets, RTCP SDES packets); and
3.
RTCP APP transported transmission control and reception control messages.
In an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:

1.
if protection of media is negotiated, the GMK and the GMK-ID of the MCVideo group protect the media sent and received by an MCVideo clients;

2.
if protection of transmission control and reception control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the transmission control messages sent and received using unicast by the MCVideo client and by a participating MCVideo function;
3.
if protection of transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients is required:

A)
if a MuSiK and a MuSiK-ID are associated with the on-network group call, the MuSiK and the MuSiK-ID associated with the on-network group call protect the transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCPTT clients; and

B)
if a MuSiK and a MuSiK-ID are not associated with the on-network group call, the MKFC and the MKFC-ID of the MCVideo group protect the transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients;

NOTE 1:
If protection of transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients is required and the participating MCVideo function is compliant to Release 14 of the present document, a MuSiK and a MuSiK-ID are always associated with the on-network group call.
4.
if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the transmission control and reception control messages sent and received between the participating MCVideo function and the controlling MCVideo function;
5.
if protection of media control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCVideo client and by a participating MCVideo function; and
6.
if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCVideo function and the controlling MCVideo function.
In an on-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by the MCVideo clients;

2.
if protection of transmission control and reception control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the transmission control and reception control messages sent and received by the MCVideo client and by the participating MCVideo function;
3.
if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the transmission control messages sent and received between the participating MCVideo function and the controlling MCVideo function;

4.
if protection of media control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCVideo client and by a participating MCVideo function; and
5.
if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCVideo function and the controlling MCVideo function.
In an off-network group call of an MCVideo group:

1.
if protection of media is announced, the GMK and the GMK-ID of the MCVideo group protect the media sent and received by an MCVideo client;

2.
if protection of transmission control messages is announced, the GMK and the GMK-ID of the MCVideo group protect the transmission control messages sent and received by an MCVideo client; and

3.
if protection of media control messages is announced, the GMK and the GMK-ID of the MCVideo group protect the media sent and received by an MCVideo client.

In an off-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by an MCVideo client;

2.
if protection of transmission control and reception control messages is negotiated, the PCK and the PCK-ID protect transmission control and reception control messages sent and received by an MCVideo client; and

3.
if protection of media control messages is negotiated, the PCK and the PCK-ID protect media control messages and received by an MCVideo client.

In an pre-established session, if the pre-established session call control messages between the MCVideo client and the participating MCVideo function serving the the MCVideo client are negotiated to be protected, the CSK and the CSK-ID protect the pre-established session call control messages sent and received by the MCVideo client and by the participating MCVideo function serving the MCVideo client.
The GMK and the GMK-ID are distributed to the MCVideo clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5].

The CSK and the CSK-ID are generated by the MCVideo client and provided to the participating MCVideo function serving the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2].

The MKFC and the MKFC-ID are distributed to the MCVideo clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5]. The MKFC and the MKFC-ID are distributed to the controlling MCVideo function using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] and the controlling MCVideo function provides the MKFC and the MKFC-ID to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2].

The SPK and the SPK-ID are configured in the participating MCVideo function, the controlling MCVideo function and the non-controlling MCVideo function.

The PCK and the PCK-ID are generated by the MCVideo client initiating the private call and provided to the MCVideo client receiving the private call using SIP signalling according to 3GPP TS 24.281 [2], using Connect message described in subclause 8.3.4 or using MONP signalling according to 3GPP TS 24.281 [2].

13.2
Derivation of SRTP/SRTCP master keys

Each key (i.e. CSK, GMK, MKFC, PCK, SPK, MSCCK) and its associated key identifier (i.e. CSK-ID, GMK-ID, MKFC-ID, PCK-ID, SPK-ID, MSCCK-ID) described in subclause 13.1 are used to derive SRTP-MK, SRTP-MS and SRTP-MKI.

SRTP-MK, SRTP-MS and SRTP-MKI are used in encryption of media or transmission control and reception control messages in SRTP as specified in IETF RFC 3711 [4] and 3GPP TS 33.180 [8].

13.3
Media plane encryption and decryption

13.3.1
General

The subclause 13.3 provides the media plane encryption and decryption procedures at the participating MCVideo function, the MCVideo client and the controlling MCVideo function.
13.3.2
The participating MCVideo function

The participating MCVideo function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;

2.
if protection of transmission control and reception control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2]:

A)
shall encrypt transmission control and reception control messages sent using unicast to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt transmission control and reception control messages received using unicast from the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
3.
if protection of transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients is required and a MuSiK and a MuSiK-ID are associated with the on-network group call of the transmission control messages:

A)
shall encrypt transmission control messages sent over the MBMS subchannel according to IETF RFC 3711 [16] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and MuSiK-ID as specified in subclause 13.2;
4.
if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt transmission control and reception control messages sent to the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt transmission control and reception control messages received from the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
5.
if protection of transmission control and reception control messages between the participating MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt transmission control and reception control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt transmission control and reception control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
5.
if protection of pre-established session call control messages between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2]:

A)
shall encrypt pre-established session call control messages sent to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt pre-established session call control messages received from served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

6.
if protection of media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated between the participating MCVideo function and the MCVideo client and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2];

A)
shall encrypt media control messages sent using unicast to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received using unicast from the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

7.
if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt media control messages sent to the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
8.
if protection of media control messages between the participating MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt media control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.
9.
if protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer is required and the MSCCK and the MSCCK-ID associated with the MBMS bearer were sent to one or more served MCVideo clients using SIP signalling according to 3GPP TS 24.281 [11]:

A)
shall encrypt MBMS subchannel control messages specified in subclause 9.x sent over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.180 [18] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in subclause 13.2.
13.3.3
The MCVideo client

The MCVideo client:

1.
in an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:

A)
if protection of media is negotiated and the GMK and the GMK-ID of the MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;

B)
if protection of transmission control and reception control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt transmission control and reception control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)
if protection of transmission control messages sent over the MBMS subchannel from the participating MCVideo function to the served MCVideo clients is required:

i)
if a MuSiK and a MuSiK-ID are associated with the on-network group call, shall decrypt floor control messages received over the MBMS subchannel for transmission control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MuSiK and the MuSiK-ID associated with the on-network group call as specified in subclause 13.2; and

ii)
if a MuSiK and a MuSiK-ID are not associated with the on-network group call and the MKFC and the MKFC-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [12] for the MCVideo group, shall decrypt transmission control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MKFC and MKFC-ID as specified in subclause 13.2; and
D)
if protection of media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

2.
in an on-network group call of an MCVideo group which is a constituent MCVideo group of a temporary MCVideo group:
A)
if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the constituent MCVideo group:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCVideo group as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCVideo group as specified in subclause 13.2;

B)
if protection of transmission control and reception control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt transmission control and reception control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

C)
if protection of media media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

3.
in an on-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using SIP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using SIP signalling according to 3GPP TS 24.281 [2];

then:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; 

B)
if protection of transmission control and reception control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

D)
if protection of media media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

4.
in an off-network group call of an MCVideo group:

A)
if protection of media is announced and the GMK and GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;

B)
if protection of transmission control and reception control messages is announced and the GMK and the GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and

ii)
shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and

C)
if protection of media control messages is announced and the GMK and GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;

5.
in an off-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2];


then:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
B)
if:

i)
protection of transmission control and reception control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of transmission control and reception control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2].


then:

i)
shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in subclause 13.2; and

C)
if:

i)
protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2];


then:

i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
6.
if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

A)
shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt received pre-established session call control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2.
13.3.4
The controlling MCVideo function

The controlling MCVideo function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;

2.
in an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:

A)
if protection of transmission control and reception control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt transmission control and reception control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt media control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

3.
in an on-network group call of an MCVideo group which is a constituent MCVideo group of a temporary MCVideo group:
A)
if protection of transmission control and reception control messages between the controlling MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt transmission control and reception control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt media control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

4.
in an on-network private call:

A)
if protection of transmission control and reception control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt transmission control and reception control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt media control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.

***** End of change *****
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