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1. Introduction
The description of EAP based primary authentication and key agreement procedure in 3GPP TS24.501 is incomplete. 

 2. Reason for Change

The following points are missing in the description of EAP based primary authentication and key agreement procedure in 3GPP TS24.501 :

1. handle of key derivation function which  indicated in AT_KDF attributes;

2. PLMN identity to be used in network name checking (i.e SNN checks);

3. USIM responsibility in derivation of  CK and IK and calculation of the authentication response (RES);

It is proposed to update the EAP based primary authentication and key agreement procedure - in the manner matching that of the 5G AKA based primary authentication and key agreement procedure - to cover the above missed pointes.
3. Conclusions

It is required to update sections 5.4.1.2 ” EAP based primary authentication and key agreement procedure” in 3GPP TS24.501 to detail the missing requirements.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.501, v1.0.0.
* * * First Change * * * *
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5.4.1.2
EAP based primary authentication and key agreement procedure

5.4.1.2.1
General

The purpose of the EAP based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on a key KAMF (see 3GPP TS 33.501 [16]).
Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [26] enables authentication using various EAP methods.

EAP defines four types of EAP messages:

a)
an EAP-request message;

b)
an EAP-response message;

c)
an EAP-success message; and

d)
an EAP-failure message.

Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to achieve the authentication (see example in figure 5.4.1.2.1.1).

The EAP based primary authentication and key agreement procedure is always initiated and controlled by the network. However, the UE can reject the EAP authentication challenge sent by the network.

The UE shall proceed with an EAP authentication challenge only if a USIM is present.

The EAP-request message is transported from the network to the UE using the AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.

The EAP-response message is transported from the UE to the network using the AUTHENTICATION RESPONSE message of the EAP message reliable transport procedure.

If the authentication of the UE completes successfully and the serving AMF intends to initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure, then the EAP-success message is transported from the network to the UE using the SECURITY MODE COMMAND message of the security mode control procedure (see subclause 5.4.2).

If the authentication of the UE completes successfully and the serving AMF does not intend to initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure, then the EAP-success message is transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure.

NOTE 1:
The serving AMF will not initiate a security mode control procedure after the EAP based primary authentication and key agreement procedure e.g. in case of AMF relocation during registration procedure.

If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure or in a response of the initial 5GMM procedure as part of which the EAP based primary authentication and key agreement procedure is performed.

The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [26] subclause 4.3 to infinite value.

NOTE 2:
The EAP message reliable transport procedure provides a reliable transport of EAP messages and therefore retransmissions at the EAP layer do not occur.

The AUSF and the AMF support exchange of EAP messages using N12.

Editor's note:
The ngKSI handling at EAP authentication is FFS.

A native 5GS security context is established in the UE and the network when an EAP authentication is successfully performed. During a successful EAP based primary authentication and key agreement procedure, the CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute a new key, KAMF. KAMF is stored in the 5GS security contexts (see 3GPP TS 33.501 [16]) of both the network and in the volatile memory of the ME while registered to the network, and is the root for the 5GS integrity protection and ciphering key hierarchy.
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Figure 5.4.1.2.1.1: EAP based primary authentication and key agreement procedure

* * * Next Change * * * *

5.4.1.2.2
EAP-AKA' related procedures

5.4.1.2.2.1
General

The UE shall support acting as EAP-AKA' peer as specified in IETF RFC 5448 [31]. The AUSF may support acting as EAP-AKA' server as specified in IETF RFC 5448 [31].

The EAP-AKA' enables mutual authentication of the UE and the network.

5.4.1.2.2.2
Initiation
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP-request/AKA'-challenge message as specified in IETF RFC 5448 [31]. The AUSF shall set the AT_KDF_INPUT attribute of the EAP-request/AKA'-challenge message to the SNN. The SNN is in format described in subclause 9.9.1. The AUSF may include AT_RESULT_IND attribute in the EAP-request/AKA'-challenge message.

The AMF sends the AUTHENTICATION REQUEST to the UE wherein the EAP-request/AKA'-challenge message is included.

Upon receiving an EAP-request/AKA'-challenge message, the UE shall check the key derivation function indicated in AT_KDF attributes as specified in IETF RFC 5448 [31].

Upon receiving an EAP-request/AKA'-challenge message, if the value of the Key Derivation Funtion field within the received AT_KDF attribute, is of value 1, the UE shall check:- 
a)
whether the Network Name field of the AT_KDF_INPUT attribute is the SNN constructed according to subclause 9.9.1; and

b)
that the network name given in the AT_KDF_INPUT attribute, matches the PLMN identity saved in the UE.
Editor's Note:
It is FFS what the UE should do if the Key Derivation Funtion field is of a value not equal to 1.
PLMN identity the UE uses for the above network name check is as follows:

a)
When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE shall use the PLMN identity of the selected PLMN; and

b)
After handover or inter-system handover to N1 mode,

1)
if the target cell is not a shared network cell, the UE shall use the PLMN identity received as part of the broadcast system information;

2)
if the target cell is a shared network cell and the UE has a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the 5G-GUTI; and

3)
if the target cell is a shared network cell and the UE has a valid 4G-GUTI and TAI, but not a valid 5G-GUTI, the UE shall use the PLMN identity that is part of the TAI.

Editor's Note:
In the eventuality that RAN2 decides to use different TAI for 4G and for 5G, the above requirements will need to be revisited.
* * * Next Change * * * *

5.4.1.2.2.3
UE successfully authenticates network
If the SNN check is successful, the UE shall handle of the EAP-request/AKA'-challenge message specified in IETF RFC 5448 [31] considering that:

-
The USIM shall derive CK and IK and compute the authentication response (RES) using the authentication challenge data received from the ME, and pass RES to the ME.
-
The ME shall derive CK’ and IK’ from CK and IK and shall generate KAUSF, KSEAF, KAMF and MAC as described in 3GPP TS 33.501 [16] and shall send an EAP-response/AKA'-challenge message as specified in IETF RFC 5448 [31].

If the EAP-request/AKA'-challenge message contains AT_RESULT_IND attribute, the UE may include AT_RESULT_IND attribute in the EAP-response/AKA'-challenge message as specified in IETF RFC 4186 [xx].
* * * End of Change * * * *
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