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Attachments:


1. Overall Description:

SA3 has agreed to add a method for providing confidentiality to IEs in the initial NAS messages, e.g. Registration Request. The agreed method is to partially cipher the message if the UE has a NAS security context. If the UE does not have a NAS security context, then the IEs that need to be sent ciphered are not sent until the NAS Security Mode Complete message that would follow an unprotected initial NAS message. Those IEs would be then included in the NAS Security Mode Complete message.
Clearly not all the IEs in the initial NAS message can be ciphered, as it is necessary for the AMF to be able to identify the UE, identify the used security context (if any), set up security with the UE and also possibly perform NF re-allocation or selection. For the latter issue SA3 is seeking SA2’s advice on the IEs that need to be sent unciphered in the initial NAS message.

2. Actions:

To SA2 group.

ACTION: 
SA3 asks SA2 to provide feedback on SA3 agreement to send the content of Initial NAS Message IEs as described above and on which IEs are needed to be sent unciphered in the initial NAS message.
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