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2. Reason for Change

Topic-1: 

24.502 states:

--------------

Due to the use of IP layer fragmentation being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the size of a NAS message encapsulated in the ESP payload is limited to 1270 octets.
--------------

This is not correct since RFC4301 refers to an IP packet which was an IP fragment before IPsec in transport mode is applied and 24.502 can ensure that the IP packet to which IPsec in transport mode is applied is unfragmented.
---------------
   First, we note that transport mode SAs have been defined to not carry

   fragments.  This is a carryover from RFC 2401, where transport mode

   SAs always terminated at endpoints.  This is a fundamental

   requirement because, in the worst case, an IPv4 fragment to which

   IPsec was applied might then be fragmented (as a ciphertext packet),

   en route to the destination.  IP fragment reassembly procedures at

   the IPsec receiver would not be able to distinguish between pre-IPsec

   fragments and fragments created after IPsec processing. 
...

To keep

   things simple, this specification prohibits carriage of fragments on

   transport mode SAs for IPv6 traffic. 
---------------

It is proposed to correct this accordinly.

Topic-2: 

If non-3GPP access network does not support transport of fragments, the current solution is unable to transport:

a)
NAS messages bigger than path MTU between the UE and the N3IWF, decreased by IP header size, UDP header size (if NAT is present), and ESP header size;

b)
user data packets bigger than path MTU between the UE and the N3IWF, decreased by IP header size, UDP header size (if NAT is present), ESP header size and GRE header size; and

c)
IKEv2 packets bigger than path MTU between the UE and the N3IWF.

It is proposed to add editor's note to study this issue further.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * Change * * *

7.1
General

The purpose of the security association management procedures is to define the procedures for establishment or disconnection of end-to-end security association between the UE and the N3IWF via an IKEv2 protocol exchange specified in IETF RFC 7296 [6]. The IKE SA and child signalling IPsec SA establishment procedure is always initiated by the UE, whereas the child user plane IPsec SA creation procedures can be initiated by the UE or the N3IWF as specified in 3GPP TS 33.501 [5].

The UE selects an N3IWF according to the procedure in subclause 7.2. Once the N3IWF has been selected, the security associations are established and managed according to the procedures in subclause 7.3 to subclause 7.7.
Editor's note: FFS how to act when the non-3GPP access network does not support transport of IP fragments and IKEv2 message is bigger than path MTU between the UE and the N3IWF.
* * * Change * * *

8.2
Transport of NAS messages over control plane
This sub-clause will describe GRE procedures to encapsulate control plane NAS messages for transport between the UE and the network via N3IWF.

After the completion of IKE SA and signalling IPsec SA establishment as specified in subclause 7.3, all the NAS messages shall be encapsulated by ESP protocol in transport mode as specified in IETF RFC 4303 [11] between the UE and the N3IWF. Due application of IPsec to IP fragments being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the sending entity (UE or N3IWF) shall create an IP packet carrying the entire NAS message, irrespective of the path MTU between the UE and the N3IWF, and shall apply IPsec on the unfragmented IP packet carrying the entire NAS message.
NOTE:
IP packet created by application of IPsec can be fragmented by the sending entity based on the path MTU between the UE and the N3IWF.

Editor's note: FFS how to act when the non-3GPP access network does not support transport of IP fragments and the IP packet created by application of IPsec is bigger than path MTU between the UE and the N3IWF.

In the ESP packet,

a)
the ESP Security Parameter Index is corresponding to the signalling IPsec SA; and
b)
the value of next header field shall be set to xxx.

Editor's note:
The value of next header field is FFS.
* * * Change * * *

8.3
Transport of messages over user plane

This sub-clause will describe GRE procedures to encapsulate user plane messages for transport between the UE and the network via N3IWF.
Due application of IPsec to IP fragments being prohibited for IPSec in transport mode (see IETF RFC 4301 [12]), the sending entity (UE or N3IWF) shall create an IP packet carrying the entire GRE encapsulated user data packet, irrespective of the path MTU between the UE and the N3IWF, and shall apply IPsec on the unfragmented IP packet carrying the entire GRE encapsulated user data packet.

NOTE:
IP packet created by application of IPsec can be fragmented by the sending entity based on the path MTU between the UE and the N3IWF.

Editor's note: FFS how to act when the non-3GPP access network does not support transport of IP fragments and the IP packet created by application of IPsec is bigger than path MTU between the UE and the N3IWF.
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