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1. Introduction
General description on transport of messages over user plane needs to be added. TS 24.502 subclause 8.2.2 refers to the ESP Security Parameter Index and next header fields, however there is no description on ESP packet format. Also

The user plane protocol stack for non-3GPP access in the TR 24.890 needs to be captured in TS 24.502 for transport of messages over user plane.
2. Reason for Change

Add the user plane protocol stack for non-3GPP access in Subclause 8.3. Also re-structure Subclause 8.3 and put requirements related to GRE encapsulation as a separate sub-clause.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.502.
* * * First Change * * * *
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* * * Next Change * * * *

8.3
Transport of messages over user plane


8.3.1
General

After the completion of PDU Session establishment via untrusted non-3GPP access, user plane IPsec SAs are established as specified in subclause 7.5. The UE is able to send and receive packets over Non-3GPP access network via N3IWF. The protocol stack used for transporting NAS messages are described in Annex A.2.

* * * Next Change * * * *

8.3.2
GRE encapsulation

When user plane messages are transported over Non-3GPP access between the UE and N3IWF, all the messages shall be encapsulated using GRE protocol as specified in IETF RFC 2784 [14]. 

GRE protocol provides a private, stateless and secure path for transporting user data packets over Non-3GPP access network:
-
for uplink data packets, the UE encapsulates the packets via the GRE protocol and when the N3IWF receives the encapsulated packet, the N3IWF de-encapsulates the packet before forwarding to UPF; 

-
for downlink data packets, the N3IWF encapsulates the packets via the GRE protocol and when the UE receives the encapsulated packet, the UE de-encapsulates the packet before forwarding to upper layers; 

Typical GRE packet format is shown in figure 8.3.2-1,

	Bits
	

	7
	6
	5
	4
	3
	2
	1
	0
	Octets

	GRE header
	1-4

	Payload Data
	5-m


Figure 8.3.2-1: GRE packet format

Editor’s note:
GRE header format is FFS.

* * * End Change * * * *

