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1. Abstract
This document identifies an issue in CT1 agreed solution for providing the list of preferred PLMN/access technology combinations from the UDM to the UE, and proposes to add an editor's note identifying the issue.
2. Discussion
2.1 Introduction
In the Jan 2018 CT1 meeting, CT1 agreed a solution for providing the list of preferred PLMN/access technology combinations from the UDM to the UE, consisting of C1-180462, C1-180495, C1-180760.
Solution for delivery of the list of preferred PLMN/access technology combinations from the UDM to the UE after the UE registration is documented in C1-180495, where subclauses 5.2.4.1.6 contains stage-2 and subclauses 5.2.4.1.2, 5.2.4.1.3, 5.2.4.1.4, 5.2.4.1.5 contain stage-3 for N1 reference point.

An issue was identified in the solution for delivery of the list of preferred PLMN/access technology combinations from the UDM to the UE after the UE registration.
2.2 Issue
The solution for delivery of the list of preferred PLMN/access technology combinations from the UDM to the UE after the UE registration uses two separate NAS procedures - the network-initiated NAS transport procedure (step 2) optionally followed by the UE-initiated NAS transport procedure (step 3), as shown in the extended Figure 5.2.4.1.6.2.1 of C1-180495.
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Extended Figure 5.2.4.1.6.2.1

The fact that two separate NAS procedures - the network-initiated NAS transport procedure (step 2) and the UE-initiated NAS transport procedure (step 3) - are used can be misused for attacks on the UDM.
An attacker UE can send a UL NAS TRANSPORT message (step 3) with a transparent container with a fake UE acknowledgement and the AMF has to forward the transparent container with the fake UE acknowledgement to the UDM according to C1-180495 subclauses 5.2.4.1.6 step 4 (copied below) and the UDM will need to handle each such transparent container with the fake UE acknowledgement (and discard it at the end).
--------------------------
3.
The UE to the AMF: if an indication that an acknowledgement from the UE is requested was included by the AMF in the DL NAS TRANSPORT message and the UE verified that the list of preferred PLMN/access technology combinations has been provided by HPLMN, the UE sends an UL NAS TRANSPORT message to the serving AMF with a transparent container including the UE acknowledgement.

4.
The AMF to the UDM: the AMF sends an N12 message. If a transparent container with a UE acknowledgement was received in the UL NAS TRANSPORT message, the AMF includes the transparent container in the N12 message. If the HPLMN decided that the UE is to acknowledge successful security check of the received list of preferred PLMN/access technology combinations in step 1, the UDM verifies that the acknowledgement is provided by the UE.

--------------------------
If a lot of attacker UEs perform such attack at the same time, the need to handle each such transparent container with the fake UE acknowledgement would result into a lot of load on UDM. Such load might lead to overload of UDM.
2.3 Solution

The attack needs to be identified already at AMF. 

One possibility is to use a network initiated request/response NAS procedure (rather than two separate NAS procedures).

There might be other solutions.
3. Proposal

It is proposed to agree adding of the following editor's note indicating the issue described in the section 2.2 in CRs bringing the solution for providing the list of preferred PLMN/access technology combinations from the UDM to the UE into TS 24.501 and/or other TSs.
Editor's note: it is FFS how to prevent attacker UEs from overloading UDM by sending UL NAS TRANSPORT messages with a fake UE acknowledgement, without earlier DL NAS TRANSPORT message with the list of preferred PLMN/access technology combinations. In the current handling, the AMF is mandated to forward such UE acknowledgement to the UDM.
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