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***** change *****
12.2.x
Unified access control (UAC) (Alternative X)

12.2.x.1
General

The unified access control (UAC) checks shall be performed for the following events:

a)
the UE is in 5GMM-IDLE mode over 3GPP access and:

1)
an inital NAS message is about to send;

2)
a new MO MMTEL voice call is initiated;

3)
a new MO MMTEL video call is initiated; or

4)
a new MO SMSoIP is initiated; and

b)
the UE is in either 5GMM-CONNECTED mode over 3GPP access or 5GMM_CONNECTED mode with RRC inactive indication, and:

1)
the UE is requested by upper layers to establish a new PDU session;

2)
the UE is requested by upper layers to modify an existing PDU session;

3)
the UE needs to perform service request procedure to re-establishment for an existing PDU session due to uplink user data packet;

4)
a new MO MMTEL voice call is initiated;

5)
a new MO MMTEL video call is initiated;

6)
a new MO SMS over NAS is initiated;

7)
a new MO SMSoIP is initiated; or

8)
a transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet is initiated.

When NAS layer detects the above events from 5GMM signalling or is informed by upper layers about start of the above events, the NAS layer shall perform mapping of the event to an access category and shall request AS layer to perform UAC authorization for the access category. The AS layer performs the UAC authorization for the access category and one or more access identities associated with the UE (see subclause 12.2.x.6) and informs the NAS layer about the result.

If not authorized by the UAC authorization:

a)
for event detected from 5GMM signalling , the NAS layer shall discard the 5GMM signalling; and

b)
for event not detected from 5GMM, the NAS layer shall inform the upper layers about event not being authorized by the UAC authorization and the upper layer shall block the event.

If authorized by the UAC authorization :

a)
for event detected from 5GMM signalling, the NAS layer shall proceed with the event; and

b)
for event not detected from 5GMM signalling, the NAS layer shall inform the upper layers about event being authorized by the UAC authorization and the upper layer shall proceed with the event. The upper layers inform the NAS layer about stop of the above events.

12.2.x.2
Categorizing an event

The NAS layer shall perform mapping of the event to an access category as specified in table 12.2.x.2.1. The NAS layer shall evaluate the rows of the table 12.2.x.2.1 in the indicated order of processing. The NAS layer shall stop evaluating the rows of the table 12.2.x.2.1 once a row with matching the event is determined.

Table 12.2.x.2.1: Mapping of event to an access category

	Order of processing
	Event
	Access category

	1
	SERVICE REQUEST message triggered by paging or notification.
	0

	2
	REGISTRATION REQUEST message with 5GS registration type IE set to "emergency registration".
	2

	3
	SERVICE REQUEST message in 5GMM-IDLE, immediately preceding UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and with the Request type IE set to "initial emergency request", by a UE which is not registered for emergency bearer services.
	2

	4
	UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and with the Request type IE set to "initial emergency request", by a UE which is not registered for emergency bearer services, except the cases identified in subclause 12.2.x.3.
	2

	5
	an initial 5GMM signalling message except SERVICE REQUEST message and except the cases identified in subclause 12.2.x.3.
	3 (NOTE 1)

	6
	initiation of SIP session of MO MMTEL voice call.
	4 (NOTE 1)

	7
	initiation of SIP session of MO MMTEL video call.
	5 (NOTE 1)

	8
	initiation of SIP transaction of MO SMSoIP message.
	6 (NOTE 1)

	9
	SERVICE REQUEST message in 5GMM-IDLE, immediately preceding UL NAS TRANSPORT message with the Payload container type IE set to "SMS".
	6 (NOTE 1)

	10
	UL NAS TRANSPORT message with the Payload container type IE set to "SMS", except the cases identified in subclause 12.2.x.3.
	6 (NOTE 1)

	11
	SERVICE REQUEST message with the Uplink data status IE indicating that a PDU session other than emergency PDU session has pending uplink user data except the cases identified in subclause 12.2.x.3.
	7 (NOTE 1)

	12
	SERVICE REQUEST message in 5GMM-IDLE, immediately preceding UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and with the Request type IE set to a value other than "initial emergency request".
	7 (NOTE 1)

	13
	UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and with the Request type IE set to a value other than "initial emergency request", except the cases identified in subclause 12.2.x.3.
	7 (NOTE 1)

	14
	SERVICE REQUEST message in 5GMM-IDLE, immediately preceding UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and transporting PDU SESSION MODIFICATION REQUEST message not related to emergency PDU session.
	7 (NOTE 1)

	15
	UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and transporting PDU SESSION MODIFICATION REQUEST message not related to emergency PDU session, except the cases identified in subclause 12.2.x.3.
	7 (NOTE 1)

	16
	initiation of transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet to be sent via an activated non-emergency PDU session except the cases identified in subclause 12.2.x.3
	7 (NOTE 1)

	17
	SERVICE REQUEST message in 5GMM-IDLE, without the Uplink data status IE.
	3 (NOTE 1)

	NOTE 1:
If an operator specific access category is applicable according to subclause 12.2.x.4, then the applicable operator specific access category is used instead of the indicated access category. If no operator specific access category is applicable according to subclause 12.2.x.4, and access category 1 is applicable according to 3GPP TS 22.261 [3] then the access category 1 is used instead of the indicated access category.


12.2.x.3
Exceptional handling
If the UE has an emergency PDU session, the UE is emergency registered, an MO MMTEL voice call is ongoing, an MO MMTEL video call is ongoing, or an SIP transaction of MO SMSoIP message is ongoing, then the NAS layer shall consider that a registration procedure initiated in CM-IDLE mode for the purpose of NAS signalling connection recovery, is authorized by the UAC authorization without communication with AS layer.
NOTE:
The NAS layer can recognize that an MO MMTEL voice call is ongoing, an MO MMTEL video call is ongoing, or an SIP transaction of MO SMSoIP message is ongoing from the start indication of corresponding events received from upper layers until the stop indication of corresponding events received from upper layers.
If an MO MMTEL voice call is ongoing, an MO MMTEL video call is ongoing, or an SIP transaction of MO SMSoIP message is ongoing, then the NAS layer shall consider that a SERVICE REQUEST message with the Uplink data status IE indicating that "IMS" DNN PDU session has pending uplink user data, is authorized by the UAC authorization without communication with AS layer.

If an MO MMTEL voice call is ongoing, an MO MMTEL video call is ongoing, or an SIP transaction of MO SMSoIP message is ongoing, then the NAS layer shall consider that initiation of transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED mode caused by an uplink user data packet to be sent via activated "IMS" PDU session, is authorized by the UAC authorization without communication with AS layer.
The NAS layer shall consider that:
a)
a UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and with the Request type IE set to "initial emergency request", by a UE which is not registered for emergency bearer services;

b)
a UL NAS TRANSPORT message with the Payload container type IE set to "SMS";

c)
a UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and with the Request type IE set to a value other than "initial emergency request"; or
c)
a UL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information", and transporting PDU SESSION MODIFICATION REQUEST message not related to emergency PDU session;

which have been immediately preceded by a SERVICE REQUEST message causing the UE to move from 5GMM-IDLE mode to 5GMM-CONNECTED mode, are authorized by the UAC authorization without communication with AS layer.
12.2.x.4
Operator specific access categories

The serving PLMN can provide operator specific access categorization policy (OSACP) to the UE. 

The AMF shall include OSACP into the policy IE of the CONFIGURATION UPDATE COMMAND message and shall set the policy type IE of the CONFIGURATION UPDATE COMMAND message to "operator specific access categorization policy". The AMF shall require a confirmation response in order to ensure that the policy has been updated by the UE.

If the UE receives OSACP in the CONFIGURATION UPDATE COMMAND message, the UE shall shall delete any previously stored OSACP and shall store the received OSACP. The UE shall also delete the stored OSACP upon selection of a PLMN other than the PLMN providing the stored OSACP, and when the UICC containing the USIM is removed.

OSACP consists of OSACP rules.

Each OSACP rule consists of a precedence, a set of criteria and an operator specific access category number (a number from the range 32-63).

Each criteria shall be one of the following:

a)
the event relates to a PDU session with the requested DNN set to a particular value.

b)
the event is triggered by an uplink packet towards a particular application server identified by a destination IP address and optionally a UDP port or a TCP port.

NOTE:
categorization using OS Id and OS specific App ID of an application is not considered useful since highest 3GPP layer handling the uplink user data packets sent by such application is the QoS flow control layer and the QoS flow control layer is not guaranteed to know which application sent which uplink user plane packet.

When deriving an access category for an event assigned to a standardized access category equal to or higher than 3 specified in table 12.2.3.2.1 and table 12.2.3.2.2, the UE evaluates whether the event matches an OSACP rule in the stored OSACP in decreasing order of precedence of the OSACP rules. 

If the event matches an OSACP rule, the UE shall stop evaluation and the UE shall consider that the operator specific access category indicated by the operator specific access category number of the OSACP rule is applicable for the event.

If the event matches no OSACP rule, the UE shall consider that no operator specific access category is applicable for the event.

The event matches an OSACP rule if (and only if) all the criteria of the OSACP rule are satisfied.

12.2.x.5
Access category selection assistance information
In order to enable determination of applicability of access category 1 according to 3GPP TS 22.261 [3], the AS layer provides to the NAS layer an access category selection assistance information consisting of:

a)
information whether the access category 1 is applicable to:

1)
a UE configured for delay tolerant service;

2)
a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, and other than a PLMN equivalent to UE's HPLMN;

3)
a UE configured for delay tolerant service and registered in a PLMN other than UE’s HPLMN, other than a PLMN equivalent to UE's HPLMN and other than the most preferred PLMN of the country where the UE is roaming in the operator-defined PLMN selector list; or

4)
any combination of these.

12.2.x.6
Standardized access identities

The NAS layer shall identify one or more standardized access identities as specified in 3GPP TS 22.261 [3]. The NAS layer shall provide the one or more identified access identities to the AS layer.
