Page 1



3GPP TSG-CT WG1 Meeting #105
C1-173277
Krakow (Poland), 21-25 August 2017
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.581
	CR
	0005
	rev
	-
	Current version:
	14.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X


	

	Title:

	Proposal for subclause 13 on media plane security

	
	

	Source to WG:
	Huawei, Hisilicon

	Source to TSG:
	C1

	
	

	Work item code:
	MCImp-MCVIDEO-CT
	
	Date:
	2017-08-10

	
	
	
	
	

	Category:
	
	F
	Release:
	Rel-14

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	The media plane security aspect is incomplete for MCVideo

	
	

	Summary of change:
	Add the media plane security descriptions

	
	

	Consequences if not approved:
	The MCVideo media communications will be unsecure if not implemented.

	
	

	Clauses affected:
	13 (new), 13.1 (new), 13.2 (new), 13.3 (new), 13.3.1 (new), 13.3.2 (new), 13.3.3 (new), 13.3.4 (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** Next change *****
13
Media plane security

13.1
General

Media plane security provides integrity and confidentiality protection of individual media streams and media plane control messages in MCVideo sessions.

The media plane security is based on 3GPP MCVideo security solution including key management and end-to-end media and transmission control and reception control messages protection as defined in 3GPP TS 33.180 [8].

Various keys and associated key identifiers protect:

1.
RTP transported media;

2.
RTCP transported media control messages (i.e. RTCP SR packets, RTCP RR packets, RTCP SDES packets); and
3.
RTCP APP transported transmission control and reception control messages;

In an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:

1.
if protection of media is negotiated, the GMK and the GMK-ID of the MCVideo group protect the media sent and received by an MCVideo clients;

2.
if protection of transmission control and reception control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the transmission control messages sent and received using unicast by the MCVideo client and by a participating MCVideo function;
3.
if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the transmission control and reception control messages sent and received between the participating MCVideo function and the controlling MCVideo function;
4.
if protection of media control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCVideo client and by a participating MCVideo function; and
5.
if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCVideo function and the controlling MCVideo function.
In an on-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by the MCVideo clients;

2.
if protection of transmission control and reception control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the transmission control and reception control messages sent and received by the MCVideo client and by the participating MCVideo function;
3.
if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the transmission control messages sent and received between the participating MCVideo function and the controlling MCVideo function;

4.
if protection of media control messages sent using unicast between the MCVideo client and the participating MCVideo function serving the the MCVideo client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCVideo client and by a participating MCVideo function; and
5.
if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCVideo function and the controlling MCVideo function.
In an off-network group call of an MCVideo group:

1.
if protection of media is announced, the GMK and the GMK-ID of the MCVideo group protect the media sent and received by an MCVideo client;

2.
if protection of transmission control messages is announced, the GMK and the GMK-ID of the MCVideo group protect the transmission control messages sent and received by an MCVideo client; and

3.
if protection of media control messages is announced, the GMK and the GMK-ID of the MCVideo group protect the media sent and received by an MCVideo client.

In an off-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by an MCVideo client;

2.
if protection of transmission control and reception control messages is negotiated, the PCK and the PCK-ID protect transmission control and reception control messages sent and received by an MCVideo client; and

3.
if protection of media control messages is negotiated, the PCK and the PCK-ID protect media control messages and received by an MCVideo client.

In an pre-established session, if the pre-established session call control messages between the MCVideo client and the participating MCVideo function serving the the MCVideo client are negotiated to be protected, the CSK and the CSK-ID protect the pre-established session call control messages sent and received by the MCVideo client and by the participating MCVideo function serving the MCVideo client.
The GMK and the GMK-ID are distributed to the MCVideo clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5].

The CSK and the CSK-ID are generated by the MCVideo client and provided to the participating MCVideo function serving the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2].

The MKFC and the MKFC-ID are distributed to the MCVideo clients using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5]. The MKFC and the MKFC-ID are distributed to the controlling MCVideo function using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] and the controlling MCVideo function provides the MKFC and the MKFC-ID to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2].

The SPK and the SPK-ID are configured in the participating MCVideo function, the controlling MCVideo function and the non-controlling MCVideo function.

The PCK and the PCK-ID are generated by the MCVideo client initiating the private call and provided to the MCVideo client receiving the private call using SIP signalling according to 3GPP TS 24.281 [2], using Connect message described in subclause 8.3.4 or using MONP signalling according to 3GPP TS 24.281 [2].

13.2
Derivation of SRTP/SRTCP master keys

Each key (i.e. CSK, GMK, MKFC, PCK, SPK, MSCCK) and its associated key identifier (i.e. CSK-ID, GMK-ID, MKFC-ID, PCK-ID, SPK-ID, MSCCK-ID) described in subclause 13.1 are used to derive SRTP-MK, SRTP-MS and SRTP-MKI.

SRTP-MK, SRTP-MS and SRTP-MKI are used in encryption of media or transmission control and reception control messages in SRTP as specified in IETF RFC 3711 [4] and 3GPP TS 33.180 [8].

13.3
Media plane encryption and decryption

13.3.1
General

Void.

13.3.2
The participating MCVideo function

The participating MCVideo function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;

2.
if protection of transmission control and reception control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2]:

A)
shall encrypt transmission control and reception control messages sent using unicast to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt transmission control and reception control messages received using unicast from the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

3.
if protection of transmission control and reception control messages between the participating MCVideo function and the controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt transmission control and reception control messages sent to the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt transmission control and reception control messages received from the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
4.
if protection of transmission control and reception control messages between the participating MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt transmission control and reception control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt transmission control and reception control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
5.
if protection of pre-established session call control messages between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2]:

A)
shall encrypt pre-established session call control messages sent to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt pre-established session call control messages received from served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

6.
if protection of media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated between the participating MCVideo function and the MCVideo client and the CSK and the CSK-ID were received from the MCVideo client using SIP signalling according to 3GPP TS 24.281 [2];

A)
shall encrypt media control messages sent using unicast to the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received using unicast from the served MCVideo client according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

7.
if protection of media control messages between the participating MCVideo function and the controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt media control messages sent to the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
8.
if protection of media control messages between the participating MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the participating MCVideo function:

A)
shall encrypt media control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
shall decrypt media control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

13.3.3
The MCVideo client

The MCVideo client:

1.
in an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:

A)
if protection of media is negotiated and the GMK and the GMK-ID of the MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;

B)
if protection of transmission control and reception control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt transmission control and reception control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

C)
if protection of media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

2.
in an on-network group call of an MCVideo group which is a constituent MCVideo group of a temporary MCVideo group:
A)
if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCVideo group were received using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the constituent MCVideo group:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCVideo group as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCVideo group as specified in subclause 13.2;

B)
if protection of transmission control and reception control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt transmission control and reception control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

C)
if protection of media media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

3.
in an on-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using SIP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using SIP signalling according to 3GPP TS 24.281 [2];

then:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; 

B)
if protection of transmission control and reception control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

D)
if protection of media media control messages sent using unicast between the participating MCVideo function and the MCVideo client is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

4.
in an off-network group call of an MCVideo group:

A)
if protection of media is announced and the GMK and GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;

B)
if protection of transmission control and reception control messages is announced and the GMK and the GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and

ii)
shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and

C)
if protection of media control messages is announced and the GMK and GMK-ID of the MCVideo group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.481 [5] for the MCVideo group:

i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;

5.
in an off-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2];


then:

i)
shall encrypt sent media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
B)
if:

i)
protection of transmission control and reception control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of transmission control and reception control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2].


then:

i)
shall encrypt sent transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received transmission control and reception control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in subclause 13.2; and

C)
if:

i)
protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2]; or

ii)
protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCVideo client using MONP signalling according to 3GPP TS 24.281 [2];


then:

i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
6.
if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCVideo function using SIP signalling according to 3GPP TS 24.281 [2]:

A)
shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

B)
shall decrypt received pre-established session call control messages according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

13.3.4
The controlling MCVideo function

The controlling MCVideo function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;

2.
in an on-network group call of an MCVideo group which is not a constituent MCVideo group of a temporary MCVideo group:

A)
if protection of transmission control and reception control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt transmission control and reception control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt media control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

3.
in an on-network group call of an MCVideo group which is a constituent MCVideo group of a temporary MCVideo group:
A)
if protection of transmission control and reception control messages between the controlling MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt transmission control and reception control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCVideo function and the non-controlling MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt media control messages sent to the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt media control messages received from the non-controlling MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

4.
in an on-network private call:

A)
if protection of transmission control and reception control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt transmission control and reception control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

ii)
shall decrypt transmission control and reception control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCVideo function and the participating MCVideo function is negotiated and the SPK and the SPK-ID are configured in the controlling MCVideo function:

i)
shall encrypt media control messages sent to the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received from the participating MCVideo function according to IETF RFC 3711 [4] and 3GPP TS 33.180 [8] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.

***** End change *****
