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2. Reason for Change

33.501 v0.2.0 states the following. The text significant for CT1 is highlighted.
------------

12           Security Procedures between UE and external data networks via the 5G Network 

Editor's Note: This clause covers, e.g. secondary authentication.12.1 EAP based secondary authentication by an external DN-AAA server

12.1.1 General

This clause specifies support for optional-to-use secondary authentication between the UE and an external data network (DN). 

EAP shall be used for authentication between the UE and a DN-AAA server in the external data network. The SMF shall perform the role of the EAP Authenticator. It relies on an external DN-AAA server to authenticate and authorize the UE request for the establishment of a PDU sessions. 

Between the UE and the SMF, EAP messages are sent in the SM NAS message. The SMF communicates with the external DN-AAA over N4 and N6 via the UPF.
12.1.2 Procedure

Editor’s Note: modify to use proper normative language, ‘shall’, ‘is’ etc. ‘shall’ is to be used only for the security part.

Editor’s Note: figure needs to be editable.

Editor’s Note: text needs to make clear that figure shows non-authentication messages only for illustration, they are not part of the normative text in the present TS.
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Figure 12.1.2-1 EAP Authentication with an external AAA server

The following procedure is based on clauses 4.3.2.2.1 and 4.3.2.3 in TS 23.502[8].

1-3 The NG-UE registers with the network performing primary authentication with AUSF/ARPF based on its network access credentials and establishes a NAS security context with the AMF.

4. The UE shall initiate establishment of a new PDU Session by sending a SM NAS message containing a PDU Session Establishment Request. The UE includes the service it would like to obtain (identified by S-NSSAI) and the PDN it would like to connect to (identified by DNN).


The NAS message may contain SM PDU DN Request Container containing information for the PDU session authorization by the external DN. 

5. The AMF selects an SMF and sends a “SM Request” message with SM NAS as one of its payload. It also forwards the Permanent User ID and the received S-NSSAI, DNN.

6. The SMF obtains subscription data from UDM for the given Permanent User ID obtained from AMF in step 5. The SMF checks whether the UE request is compliant with the user subscription and with local policies. If not, the SMF will reject UE’s request via SM-NAS signaling and skip rest of the procedure.

7. The SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. 

8. The SMF shall send an EAP Request/Identity message to the UE.

9. The UE sends an EAP Response/Identity message. The UE includes its DN-specific identity complying with Network Access Identifier (NAI) format.

NOTE: Steps 8 and 9 are optional. To avoid this additional round-trip, the secondary authentication identity may be sent in step 4.
10. The SMF selects a UPF and initiates a N4 Session establishment procedure with it. The SM PDU DN Request Container, if provided by the UE, is forwarded to the UPF, which further relays it to the DN.

NOTE: Clause 4.3.2.3 in TS 23.502 [8] describes the transport mechanism for delivery of EAP messages between the UE and the external AAA server. 

This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.

11. The UPF shall forward the EAP Response/Identity message to the DN AAA Server.

12. The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 

13. After the completion of the authentication procedure, DN AAA server sends EAP Success message to the SMF.

14. This completes the authentication procedure at the SMF.

If the authorization is successful, PDU Session Establishment proceeds further starting step 6a of Figure 4.3.2.2.1-1 in TS 23.502 [8].

15a-15b. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 [8].

16. The SMF sends “SM Request Ack” to AMF as in step 10 of Fig. 4.3.2.2.1-1 in TS 23.502[8]. This message shall include EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.

17. The AMF forwards NAS SM “PDU session establishment accept” along with EAP Success to the UE as described in steps 11 and step 12 of Figure 4.3.2.2.1-1 in TS 23.502[8].
The UE-requested PDU Session Establishment proceeds further as described in clause 4.3.2.3 in TS 23.502[8].

In case of a Home Routed deployment, it is the SMF in the HPLMN that shall take the role of the authenticator.

------------

3. Conclusions

Observation-1:
the DN can authenticate the UE using EAP (rfc3748) where the UE acts as an EAP client, the SMF acts as an authenticator and the DN contains an EAP server.
Observation-2:
The UE is identified by a DN-specific identity of the UE complying with Network Access Identifier (NAI) format. Optionally, this identity is included in the SM PDU DN Request Container of the PDU SESSION ESTABLISHMENT REQUEST message.
Observation-3:
there can be several rounds of exchanges of an EAP-request and a related EAP-response between the UE and the network. If the DN successfully authenticates the UE, the network provides the UE with EAP-success in the PDU SESSION ESTABLISHMENT ACCEPT message

Proposal-1: Since EAP protocol provides reliability for EAP-requests and EAP-responses (as identified in C1-172986), the procedures can be simplified so that EAP-requests are transported in single-shot DL NAS messages and EAP-responses are transported in single-shot UL NAS messages.

Proposal-2:
the PDU SESSION ESTABLISHMENT ACCEPT message of the UE-requested PDU session establishment procedure is extended to be able to carry an EAP-success message.

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.890.
* * * Change * * *
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3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GCN
5G Core Network

5GS
5G System
5GMM
5GS Mobility Management

5GSM
5GS Session Management
5GQI
5G QoS Indicator

DL
Downlink

EAP
Extensible Authentication Protocol
MICO
Mobile Initiated Connection Only
N3IWF
Non-3GPP InterWorking Function
NAI
Network Access Identifier
NSSAI
Network Slice Selection Assistance Information

NSSP
Network Slice Selection Policy

QFI
QoS Flow Identity

QoS
Quality of Service

E-UTRA
Evolved Universal Terrestrial Radio Access

E-UTRAN
Evolved Universal Terrestrial Radio Access Network
EPD
Extended Protocol Discriminator
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

GFBR
Guaranteed Flow Bit Rate
HRPD
High Rate Packet Data
MFBR
Maximum Flow Bit Rate

RQI
Reflective QoS Indication

S-NSSAI
Single NSSAI

SA
Security Association
UL
Uplink
TA
Tracking Area
TAC
Tracking Area Code

TAI
Tracking Area Identity
* * * Change * * *

9.4.1
UE-requested PDU session establishment procedure
Editor's note:
Transport between SMF and AMF depends on CT4 decisions.
9.4.1.1
General

The purpose of the UE-requested PDU session establishment procedure is to establish a new PDU session with a DN or to perform handover of an existing PDU session between 3GPP access and non-3GPP access. If accepted by the network, the PDU session enables exchange of PDUs between the UE and the DN. 

9.4.1.2
UE-requested PDU session establishment procedure initiation

In order to initiate the UE-requested PDU session establishment procedure, the UE shall create a PDU SESSION ESTABLISHMENT REQUEST message.
If the UE requests to establish a new PDU session with a DN and requests a PDU session type, the UE shall set the PDU session type IE of the PDU SESSION ESTABLISHMENT REQUEST message to the IP version capability as specified in subclause 9.3.2, "ethernet" or "unstructured".
If the UE requests to establish a new PDU session with a DN and the UE requests an SSC mode, the UE shall set the SSC mode IE of the PDU SESSION ESTABLISHMENT REQUEST message to the SSC mode.
If the UE requests to establish a new PDU session with a DN, the UE may include the PDU DN request container with a DN-specific identity of the UE complying with network access identifier (NAI) format as specified in IETF RFC 4282 [rfc4282].

Editor's note:
Further he contents of the PDU SESSION ESTABLISHMENT REQUEST are FFS.

The UE shall transport:

a)
the PDU SESSION ESTABLISHMENT REQUEST message;

b)
the PDU session ID;

c)
the S-NSSAI, if the UE requests a S-NSSAI other than default S-NSSAI;

d)
and the requested DNN, if the UE requests a connectivity to a DNN other than the default DNN; and 
e)
the request type set:

1)
to "initial request", if the UE requests to establish a new PDU session; or

2)
to "existing PDU session", if the UE requests handover of an existing PDU session between 3GPP access and non-3GPP access;

using the UE-initiated SM message transport procedure as specified in subclause 8.4.2.2.1.1 or the UE-initiated NAS transport procedure as specified in subclause 8.4.1.1.3.2, and the UE shall start timer Tx (see example in figure 9.4.1.2.1).
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Figure 9.4.1.2.1: UE-requested PDU session establishment procedure
Upon receipt of a PDU SESSION ESTABLISHMENT REQUEST message, a PDU session ID, optionally a S-NSSAI, and optionally a DNN, and the request type, the SMF checks whether connectivity with the requested DN can be established. If the requested DNN is not included, the SMF shall use the default DNN. . If the S-NSSAI is not included, the SMF may determine a default S-NSSAI according to the subscription context from UDM and, if determined, the SMF may use the default S-NSSAI as the S-NSSAI.
9.4.1.3
UE-requested PDU session establishment procedure accepted

If the connectivity with the requested DN is accepted by the network, the SMF shall create a PDU SESSION ESTABLISHMENT ACCEPT message.
The SMF shall set the authorized QoS rules IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the authorized QoS rules of the PDU session.

The SMF shall set the selected SSC mode IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the selected SSC mode of the PDU session.

The SMF shall set the selected S-NSSAI IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the selected S-NSSAI of the PDU session.

If the PDU SESSION ESTABLISHMENT REQUEST message does not include a PDU session type IE, the SMF shall set the selected PDU session type IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the selected PDU session type of the PDU session.

If the selected PDU session type is "IPv4", the SMF shall include the PDU address IE in the PDU SESSION ESTABLISHMENT ACCEPT message and shall set the PDU address IE to an IPv4 address is allocated to the UE in the PDU session.
The SMF shall set the selected DNN IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the selected DNN of the PDU session.

The SMF shall set the selected Session-AMBR IE of the PDU SESSION ESTABLISHMENT ACCEPT message to the Session-AMBR of the PDU session.

Editor's note:
Further contents of the PDU SESSION ESTABLISHMENT ACCEPT are FFS.
If the DN authentication of the UE was performed and completed successfully, the SMF shall set the EAP message IE of the PDU SESSION ESTABLISHMENT ACCEPT message to an EAP-success message as specified in IETF RFC 3748 [rfc3748], provided by the DN.

The SMF shall send the PDU SESSION ESTABLISHMENT ACCEPT message.
Upon receipt of a PDU SESSION ESTABLISHMENT ACCEPT message and a PDU session ID, using the network-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1.3, the UE shall stop timer Tx and shall consider that the PDU session was established.
9.4.1.4
UE requested PDU session establishment procedure rejected by SMF

If the connectivity with the requested DN is rejected by the network, the SMF shall create a SM PDU SESSION ESTABLISHMENT REJECT message.

The SMF shall set the SM cause IE of the PDU SESSION ESTABLISHMENT REJECT message to indicate the reason for rejecting the PDU session establishment.

The SM cause IE typically indicates one of the following SM cause values:

Editor's note: SM causes are FFS.
Editor's note:
Further contents of the SM PDU SESSION ESTABLISHMENT REJECT are FFS.
The SMF shall send the SM PDU SESSION ESTABLISHMENT REJECT message.

Upon receipt of a PDU SESSION ESTABLISHMENT REJECT message and a PDU session ID, using the network-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1.3, the UE shall stop timer Tx and shall consider that the PDU session was not established.
9.4.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Tx expired
Editor's note:
Further abnormal cases in the UE are FFS.
9.4.1.6
Abnormal cases on the network side

Editor's note:
Abnormal cases in the network side are FFS.
* * * Change * * *

9.4.2
UE authentication by DN
9.4.2.1
General

The DN can authenticate the UE establishing a PDU session.

The DN authenticates the UE using EAP as specified in IETF RFC 3748 [rfc3748].

An EAP-request message is transported from the network to the UE using the PDU session EAP DL transport procedure. An EAP-response message is transported from the UE to the network using the PDU session EAP UL transport procedure. There can be several rounds of exchange of an EAP-request message and a related EAP-response message.

If the DN authentication of the UE completes successfully, the EAP-success message is transported from the network to the UE as part of the UE-requested PDU session establishment procedure.

If the DN authentication of the UE fails, the UE-requested PDU session establishment procedure is rejected by the network.
9.4.2.2
PDU session EAP DL transport procedure
9.4.2.2.1
General

The purpose of the PDU session EAP DL transport procedure is to enable the SMF to transport an EAP message to the UE.



The EAP message is specified in IETF RFC 3748 [rfc3748].

The EAP message is used for the DN authentication of the UE.

The PDU session EAP DL transport procedure can be performed only during the UE-requested PDU session establishment procedure.


Editor's note: how to provide ordering guarantee for EAP messages in transport from SMF to UE is FFS.

9.4.2.2.2
PDU session EAP DL transport procedure initiation
In order to initiate the PDU session EAP DL transport procedure, the SMF shall create a DL PDU SESSION AUTHENTICATION message.
The SMF shall set the PTI IE of the DL PDU SESSION AUTHENTICATION message to "No procedure transaction identity assigned".
The SMF shall set the EAP message IE of the DL PDU SESSION AUTHENTICATION message to the EAP message.


The SMF shall send the DL PDU SESSION AUTHENTICATION message (see example in figure 9.4.2.2.2.1).
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Figure 9.4.2.2.2.1: PDU session EAP DL transport procedure
Upon receipt of a DL PDU SESSION AUTHENTICATION message and a PDU session ID, using the network-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1.3, the UE passes the EAP message IE of the DL PDU SESSION AUTHENTICATION message to the upper layers.

9.4.2.2.3
Abnormal cases on the network side

Editor's note: abnormal cases are FFS

9.4.2.2.4
Abnormal cases in the UE

Editor's note: abnormal cases are FFS
9.4.2.3
PDU session EAP UL transport procedure

9.4.2.3.1
General

The purpose of the PDU session EAP UL transport procedure is to enable the UE to transport an EAP message to the SMF.

The EAP message is specified in IETF RFC 3748 [rfc3748].

The EAP message is used for DN authentication of the UE.

The PDU session EAP UL transport procedure can be performed only during the UE-requested PDU session establishment procedure.

Editor's note: how to provide ordering guarantee for EAP messages in transport from UE to SMF is FFS.

9.4.2.3.2
PDU session EAP UL transport procedure initiation
If the upper layers provide an EAP message, the UE shall create a UL PDU SESSION AUTHENTICATION message.
The UE shall set the PTI IE of the UL PDU SESSION AUTHENTICATION message to "No procedure transaction identity assigned".
The UE shall set the EAP message IE of the UL PDU SESSION AUTHENTICATION message to the EAP message.


The UE shall transport the UL PDU SESSION AUTHENTICATION message and the PDU session ID, using the UE-initiated SM message transport procedure as specified in subclause 8.4.1.1.1.1 (see example in figure 9.4.2.3.2.1).
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Figure 9.4.2.3.2.1: PDU session EAP UL transport procedure

Upon receipt of a UL PDU SESSION AUTHENTICATION message, the SMF provides the EAP message to the DN.








9.4.2.3.3
Abnormal cases on the network side



Editor's note:Abnormal cases are FFS

9.4.2.3.4
Abnormal cases in the UE

Editor's note:
Abnormal cases are FFS
* * * Change * * *
9.5.4
DL PDU session authentication
9.5.4.1
Message definition
The DL PDU SESSION AUTHENTICATION message is sent by the network to the UE for authentication of the UE establishing the PDU session to the DN.

Message type:
DL PDU SESSION AUTHENTICATION
Significance:

dual

Direction:


network to UE

Table 9.5.4.1.1: DL PDU SESSION AUTHENTICATION message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	PTI
	Procedure transaction identity
6.6.6.5
	M
	V
	1

	
	DL PDU SESSION AUTHENTICATION message identity
	Message type

6.6.6.6
	M
	V
	1

	
	EAP message
	EAP message

8.x.9
	M
	TLV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options

9.x.3
	O
	TLV-E
	4-65538


9.5.4.2
Extended protocol configuration options
This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
* * * Change * * *
9.5.5
UL PDU session authentication
9.5.5.1
Message definition
The UL PDU SESSION AUTHENTICATION message is sent by the UE to the network for authentication of the UE establishing the PDU session to the DN.
Message type:
UL PDU SESSION AUTHENTICATION
Significance:

dual

Direction:


UE to network


Table 9.5.5.1.1: UL PDU SESSION AUTHENTICATION message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Extended protocol discriminator
	Extended protocol discriminator
6.6.6.2
	M
	V
	1

	
	PTI
	Procedure transaction identity
6.6.6.5
	M
	V
	1

	
	DL PDU SESSION AUTHENTICATION message identity
	Message type

6.6.6.6
	M
	V
	1

	
	EAP message
	EAP message

8.x.9
	M
	TLV-E
	6-1502

	7B
	Extended protocol configuration options
	Extended protocol configuration options

9.x.3
	O
	TLV-E
	4-65538


9.5.5.2
Extended protocol configuration options
This IE is included in the message when the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network.
* * * Change * * *







* * * Change * * *
9.6
Timers of 5GS session management

Timers of 5GS session management are shown in table 9.6.1 and table 9.6.2.
Table 9.6.1: Timers of 5GS session management – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Tx
	TBD
	TBD
	Transmission of PDU SESSION ESTABLISHMENT REQUEST message.
	PDU SESSION ESTABLISHMENT ACCEPT message received or

PDU SESSION ESTABLISHMENT REJECT message received.
	TBD

	
	
	
	
	
	

	Tk
	TBD
	TBD
	Transmission of PDU SESSION MODIFICATION REQUEST message.
	PDU SESSION MODIFICATION COMMAND message with the same PTI is received or PDU SESSION MODIFICATION REJECT message received.
	TBD.

	Tz
	TBD
	TBD
	Transmission of PDU SESSION RELEASE REQUEST message.
	PDU SESSION RELEASE COMMAND message with the same PTI is received or PDU SESSION RELEASE REJECT message received.
	TBD


Table 9.6.2: Timers of 5GS session management – SMF side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Tm
	TBD
	TBD
	Transmission of PDU SESSION MODIFICATION COMMAND message.
	PDU SESSION MODIFICATION ACCEPT message received or PDU SESSION MODIFICATION REJECT message received.
	TBD

	Ty
	TBD
	TBD
	Transmission of PDU SESSION RELEASE COMMAND message.
	PDU SESSION RELEASE ACCEPT message received or

N1 SM delivery skipped indication received.
	TBD


* * * Change * * *
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