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	Reason for change:
	GSMA RiLTE has requested in the LS (Doc#134), the possibility for the UE to rekey IKE_SA and IPsec_SA for EPC-integrated WLAN. This is controlled by a mean-rekeying-time parameter configured in the UE.

	
	

	Summary of change:
	Add the rekeying procedure and the mean-rekeying-time parameter for IKE_SA and IPsec_SA.

	
	

	Consequences if not approved:
	No UE rekeying for IKE_SA and IPsec_SA is possible.
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	Other comments:
	


***** 1st change *****
7.2.4.X
Tunnel disconnection by rekeying of IKE_SA and IPsec_SA
The UE shall support rekeying of both IKE_SA and IPsec_SA, controlled by a configuration parameter in the UE for the mean-rekeying-time. The UE shall rekey the IKE_SA and IPsec_SA after expiration of a timer with the initial value set to a random number of uniform distribution in the interval between the 75% of the mean-rekeying-time configuration parameter and 125% of the mean-rekeying-time configuration parameter. After each rekeying, the UE shall re-start the timer with a new random number. The mean-rekeying-time configuration parameter shall be configurable by the home operator.The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 5996 [28]) to disconnect an IPsec tunnel to the ePDG.
NOTE:
The mean-rekeying-time configuration parameter is configurable by the home operator. In the absence of a value configured, the UE is pre-configured in an implementation-specific way (e.g. 18 hours).
