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1. Reason for Change
At SA2#118 (November 2016), SA2 agreed S2-166979 adding the following text to stage 2 TS 23.285 subclause 4.5.1 to ensure privacy of V2X communication over PC5:

In order to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles) beyond a certain short time-period required by the application, the source Layer-2 ID must be changed over time and randomized. For IP based V2X communication over PC5 reference point, the source IP address must be also changed over time and randomized. The change of the identifiers of a source UE must be synchronized across layers used for PC5, e.g. when application layer identifier changes, the source Layer-2 ID and the source IP address need to be changed.

The corresponding stage 3 procedures need to be specified in TS 24.386.
2. Discussion
Since the application layer is not under the control of 3GPP, there is no guarantee that the application layer will change the application layer identifier frequently enough to ensure adequate privacy over PC5. Therefore it is proposed that the V2X layer change the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication) not only upon getting a notification from the application layer than the application layer identifier has been changed, but also upon expiration of a timer maintained at the V2X layer. 

This mechanism can be summarized by the following rules:
-
when performing V2X communication over PC5, the UE runs a “privacy” timer. When the timer expires, the UE changes the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication), then resets the ”privacy” timer; and

-
when performing V2X communication over PC5, if the UE gets a notification from upper layers that the application layer identifier has been changed, the UE changes the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication), then resets the “privacy” timer.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.386.
* * * First Change * * * *

5.2.4
Configuration parameters for V2X communication over PC5
The configuration parameters for V2X communication over PC5 consist of:

a)
an expiration time for the validity of the configuration parameters for V2X communication over PC5;

b)
a list of PLMNs in which the UE is authorized to use V2X communication over PC5 when the UE is served by E-UTRAN;

c)
an indication whether the UE is authorized to use V2X communication over PC5 when the UE is not served by E-UTRAN;

d)
per geographical area:

1)
radio parameters for V2X communication over PC5 applicable when the UE is not served by E-UTRAN and is located in the geographical area;

e)
a list of the V2X services authorized for V2X communication over PC5. Each entry of the list contains:

a)
a V2X service identifier; and

b)
a destination Layer-2 ID;

f)
PPPP to PDB mapping rules between the ProSe Per-Packet Priority (PPPP) and the Packet Delay Budget (PDB) for V2X communication over PC5;
g)
optionally, a default destination Layer-2 ID; and
h)
optionally, a Txxxx timer indicating how often the UE shall change the source Layer-2 ID and source IP address (for IP data) self-assigned by the UE for V2X communication over PC5.
* * * Next Change * * * *

6.1.2.2
Transmission
The UE shall include the V2X message in a protocol data unit and pass it to the lower layers for transmission along with the following parameters:
a)
a Layer-3 protocol data unit type (see 3GPP TS 36.323 [8]) set to:

1)
IP packet, if the V2X message contains IP data; or

2)
non-IP packet, if the V2X message contains non-IP data;

b)
the source Layer-2 ID set to the Layer-2 ID self-assigned by the UE for V2X communication over PC5;

c)
the destination Layer-2 ID set to:

1)
the destination Layer-2 ID associated with the V2X service identifier of the V2X service in this list of V2X services authorized for V2X communication over PC5 as specified in subclause 5.2.4, if the V2X service identifier of the V2X service is included in the list of V2X services authorized for V2X communication over PC5 as specified in subclause 5.2.4; or

2)
the default destination Layer-2 ID configured to the UE for V2X communication over PC5 as specified in subclause 5.2.4, if the V2X service identifier of the V2X service is not included in the list of V2X services authorized for V2X communication over PC5 and the UE is configured with a default destination Layer-2 ID for V2X communication over PC5;

d)
if the V2X message contains non-IP data, an indication to set the non-IP type field of the non-IP type PDU to the value corresponding to the V2X message family (see subclause 9.1) used by the V2X service as indicated by upper layers;
e)
if the V2X message contains IP data, the source IP address set to the source IP address self-assigned by the UE for V2X communication over PC5;

f)
the ProSe Per-Packet Priority set to the value corresponding to the V2X message priority received from upper layers. The mapping of V2X message priority to ProSe Per-Packet Priority is configured on the UE and it out of the scope of this specification; and

g)
if the UE is configured with PDB (Packed Delay Budget)-to-ProSe Per-Packet Priority mapping rules for V2X communication over PC5 as specified in subclause 5.2.4, the PDB associated with the ProSe Per-Packet Priority in the as specified in subclause 5.2.4.

6.1.2.x
Privacy of V2X transmission over PC5

Upon initiating transmission of V2X communication over PC5, if timer Txxx is not running, the UE shall start timer Txxxx.

Upon:

-
getting an indication from upper layers that the application layer identifier has been changed; or

-
timer Txxxx expiration,
the UE shall:

-
change the value of the source Layer-2 ID self-assigned by the UE for V2X communication over PC5;
-
if the V2X message contains IP data, change the value of the source IP address self-assigned by the UE for V2X communication over PC5; and

-
restart timer Txxxx.
Upon stopping transmission of V2X communication over PC5, the UE shall stop timer Txxxx.
* * * Next Change * * * *

10
List of system parameters

10.1
General

The description of timers in table 10.2.1 should be considered a brief summary. The complete descriptions of the timers are in the procedures defined in subclause 5 and subclause 6.
10.2
Timers of procedures for V2X communication over PC5
Table 10.2.1: V2X communication over PC5 timers – UE side

	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	Txxxx
	Default 300 seconds
NOTE
	Upon initiating transmission of V2X communication over PC5, as described in subclause 6.1.2.x.
Upon receiving an indication from upper layers that the application layer identifier has been changed while performing transmission of V2X communication over PC5, as described in subclause 6.1.2.x.
Upon Txxxx expiration while while performing transmission of V2X communication over PC5, as described in subclause 6.1.2.x.

	Upon stopping transmission of V2X communication over PC5, as described in subclause 6.1.2.x.

	Change the value of the source Layer-2 ID self-assigned by the UE for V2X communication over PC5.
If the V2X message contains IP data, change the value of the source IP address self-assigned by the UE for V2X communication over PC5.
Restart Txxxx.

	NOTE:
The default value of this timer is used if the V2X control function does not provision another value to the UE as part of the configuration parameters for V2X communication over PC5.


* * * End of Changes * * * *

