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4.7
End-to-end communication security

If a mission critical organisation requires MCPTT users to communicate using end-to-end security, a security context needs to be established between the initiator of the call and the recipient(s) of the call, prior to the establishment of media, or floor control signalling. This provides assurance to MCPTT users that no unauthorised access to communications is taking place within the MCPTT network. An MCPTT key management server (KMS) manages the security domain. For any end-point to use or access end-to-end secure communications, it needs to be provisioned with keying material associated to its identity by the KMS as specified in 3GPP TS 33.179 [46].

For group calls, the security context is set up at the time of creation of the group or temporary group. The group management server creates group call keying material associated with the group and distributes it to all members of the group or temporary group, in advance of the initiation of a group call as specified in 3GPP TS 24.381 [31] and 3GPP TS 33.179 [46]. The establishment of a security context for group calls has no impact on this specification.

For private calls, the security context is initiated at call setup. An end-to-end security context is established that is unique to the pair of users involved in the call. The procedure involves transferral of an encapsulated private call key (PCK) and private call key id (PCK-ID) from the initiator to the terminator. The PCK is encrypted using the terminator's MCPTT ID and domain-specific material provided from the KMS. The PCK and PCK-ID are distributed within a MIKEY payload within the SDP offer of the private call request. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [x], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP offer is described in IETF RFC 4567 [47] using an "a=keymgmt" attribute. The payload is signed using a key associated to the identity of the initiating user. At the terminating side, the signature is validated. If valid, the UE extracts and decrypts the encapsulated PCK. The MCPTT UE also extracts the PCK-ID. This process is described in 3GPP TS 33.179 [46]. With the PCK successfully shared between the two MCPTT UEs, the UEs are able to use SRTP/SRTCP to create an end-to-end secure session.
End-to-end security is independent of the transmission path and hence is applicable to both on and off-network communications. With a security context established, the group call key and private call key can be used to encrypt media and, if required, floor control traffic between the end-points as described in 3GPP TS 24.380 [5] clause 13.

For MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer, the security context is initiated when the MBMS bearer is announced to the MCPTT clients. The procedure involves participating MCPTT function creating an MBMS subchannel control key (MSCCK) and an MBMS subchannel control key identifier (MSCCK-ID) associated with the MBMS bearer when the MBMS bearer is activated and the participating MCPTT function transferring the MSCCK and the MSCCK-ID associated with the MBMS bearer to one or more served MCPTT clients using SIP signalling. The MSCCK is encrypted using the MCPTT ID of the served MCPTT client and domain-specific material provided from the KMS. The MSCCK and the MSCCK-ID associated with the MBMS bearer are distributed within a MIKEY payload within the SDP describing the general purpose MBMS subchannel of the MBMS bearer. This payload is called a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [x], which ensures the confidentiality, integrity and authenticity of the payload. The encoding of the MIKEY payload in the SDP is described in IETF RFC 4567 [47] using an "a=keymgmt" attribute. The payload is signed using a key associated to the identity of the participating MCPTT function. The MCPTT client validates the signature. If valid, the MCPTT client extracts and decrypts the encapsulated MSCCK. The MCPTT client also extracts the MSCCK-ID. This process is described in 3GPP TS 33.179 [46]. With the MSCCK successfully shared between the participating MCPTT function and the served UEs, the participating MCPTT function is able to securely send MBMS subchannel control messages to the MCPTT clients.
***** Next change *****
14.2.2.1
General

The availability of a pre-activated MBMS bearer is announced to MCPTT clients by means of an MBMS bearer announcement. One or more MBMS bearer announcements are included in an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body.

An MBMS bearer announcement message can contain new MBMS bearer announcements, updated MBMS bearer announcements or cancelled MBMS bearer announcements or a mix of all of them at the same time in an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body.

NOTE:
A new MBMS bearer announcement does not implicitly remove previously sent MBMS bearer announcements if the previously sent MBMS bearer announcement is not included in an MBMS bearer announcement message.

When and to whom the participating MCPTT function sends the MBMS bearer announcement is based on local policy in the participating MCPTT function.

The following subclauses describe how the participating MCPTT function:

1.
sends an initial MBMS bearer announcement;

2.
updates a previously sent announcement; and

3.
cancels a previously sent announcement.
When the participating MCPTT function activates an MBMS bearer, the participating MCPTT function:

1.
if necessary, shall instruct the key management client to request keying material from the key management server as described in 3GPP TS 33.179 [46];
2.
shall use the keying material to generate a MSCCK as described in 3GPP TS 33.179 [46]; and
3.
shall use the MSCCK to generate a MSCCK-ID as described in 3GPP TS 33.179 [46].
***** Next change *****
14.2.2.2
Sending an initial MBMS bearer announcement procedure

For each MCPTT client that the participating MCPTT function is sending an MBMS bearer announcement to, the participating MCPTT function:

1)
shall generate an SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];
2)
shall set the Request-URI to the public service identity identifying the participating MCPTT function serving the MCPTT user;

3)
shall include an Accept-Contact header field containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];

4)
shall include an Accept-Contact header field with the g.3gpp.icsi-ref media-feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" according to IETF RFC 3841 [6];

5)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";

6)
shall include one application/sdp MIME body conforming to 3GPP TS 24.229 [4] where the application/sdp MIME body and:

a)
shall include the Content-Disposition header field with the value "render"; and
b)
should include one or more" m=audio" media lines and media line attributes as defined in 3GPP TS 24.380 [5] to be used as the MBMS subchannel for audio and media control. Additional the participating MCPTT function:

i)
shall set c-line to the unspecified address (0.0.0.0), if IPv4, or to a domain name within the ".invalid" DNS top-level domain, if IPv6;

ii)
shall set port number of the media line to 9;

ii)
shall include the "a=rtp-mux" attribute as specified in IETF RFC 5761 [39]; and

iii)
shall include the "a=rtcp:9" as specified in IETF RFC 5761 [39].

c)
should include one or more" m=audio" media lines and media line attributes as defined in 3GPP TS 24.380 [5] to be used as the MBMS subchannel for audio only. Additional the participating MCPTT function:

i)
shall set the c-line to the unspecified address (0.0.0.0), if IPv4, or to a domain name within the ".invalid" DNS top-level domain, if IPv6; and

ii)
shall set the port number of the media line to 9;
NOTE 1:
If an MBMS subchannel for audio only is included, the "a=rtp-mux" and "a=rtcp:" attributes are not included in the media line.

d)
shall include one "m=application" media line as defined in 3GPP TS 24.380 [5] to be used as the general purpose MBMS subchannel. The media line shall include a valid IP address and a valid port number. If the protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of the MBMS bearer is required, the participating MCPTT function also includes an "a=keymgmt" media-level attribute. The participating MCPTT function:
i)
shall encrypt the MSCCK to a UID associated to the targetted MCPTT ID and a time related parameter as described in 3GPP TS 33.179 [46];

ii)
shall generate a MIKEY-SAKKE I_MESSAGE using the encapsulated MSCCK and MSCCK-ID as specified in 3GPP TS 33.179 [46];

iii)
shall add the public service identity of the participating MCPTT function to the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46];
iv)
shall sign the MIKEY-SAKKE I_MESSAGE using the public service identity of the participating MCPTT function signing key provided in the keying material together with a time related parameter, and add this to the MIKEY-SAKKE payload, as described in 3GPP TS 33.179 [46]; and
v)
shall include the "mikey" key management and protocol identifier and the signed MIKEY-SAKKE I_MESSAGE in the value of the a=keymgmt" media-level attribute according to IETF RFC 4567 [47]; and
NOTE 2:
The media parameters to be used by the MBMS subchannel for media is included in the Map Group To Bearer message defined in 3GPP TS 24.380 [5] and not included in this application/sdp MIME body.

e)
if "m=audio" media lines to be used in an MBMS subchannel for audio only are included above, shall include one or more "m=application" media line as defined in 3GPP TS 24.380 [5] to be used as the MBMS subchannel for floor control messages. The media line:

i)
shall set c-line to the unspecified address (0.0.0.0), if IPv4, or to a domain name within the ".invalid" DNS top-level domain, if IPv6; and
ii)
shall set the port number of the media line to 9;
NOTE 3:
The use of a separate MBMS subchannel for floor control is optional. When a separate MBMS subchannel for floor control is not used, floor control messages are sent in the MBMS subchannel for media.

7)
shall include one or more <announcement> elements associated with the pre-activated MBMS bearers in the application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body as defined in clause F.2. Each set of an <announcement> element:
a)
shall include a TMGI value in the <TMGI> element;

NOTE 4:
The same TMGI value can only appear in one <announcement> element. The TMGI value is also used to identify the <announcement> when updating or cancelling the <announcement> element.

b)
shall include the QCI value in the <QCI> element;

c)
if multiple carriers are supported, shall include the frequency to be used in the <frequency> element;

NOTE 5:
In the current release if the <frequency> element is included, the frequency in the <frequency> element is the same as the frequency used for unicast.

d)
shall include one or more MBMS service area IDs in the <mbms-service-areas> element; and

e)
shall include the number of "m=application" media line to be used as the general purpose MBMS subchannel;
8)
shall include one <GPMS> element giving the number of "m=application" media line in the application/sdp MIME body generated in step 7 above to be used as the general purpose MBMS subchannel;

9)
shall include the MBMS public service identity of the participating MCPTT function in the P-Asserted-Identity header field;
10)
shall include in a MIME body with Content-Type header field set to "application/vnd.3gpp.mcptt-info+xml", the <mcptt-request-uri> element set to the MCPTT ID of the user; and
11)
shall send the SIP MESSAGE request towards the MCPTT client according to 3GPP TS 24.229 [4].
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14.3.2
Receiving an MBMS bearer announcement

When the MCPTT client receives a SIP MESSAGE request containing:

1)
a P-Asserted-Service header field containing the "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

2)
an application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body containing an <mbms-usage-info> element;

then the MCPTT client for each <announcement> element in the application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body:
1)
if the <mbms-service-areas> element contains a value different from "0":

a)
if an <announcement> element with the same value of the <TMGI> element is already stored:

i)
shall replace the old <announcement> element with the <announcement> element received in the application/vnd.3gpp.mcptt-mbms-usage-info+xml MIME body;

b)
if there is no <announcement> element with the same value of the <TMGI> element stored:

i)
shall store the received <announcement> element;

c)
shall associate the received announcement with the received application/sdp MIME body;

d)
shall associate the received announcement with the received <GPMS> element;

e)
shall store the MBMS public service identity of the participating MCPTT function received in the P-Asserted-Identity header field and associate the MBMS public service identity with the new <announcement> element;

f)
if a "a=keymgmt" media-level attribute with the "mikey" key management and protocol identifier and a MIKEY-SAKKE I_MESSAGE is included for the general purpose MBMS subchannel defined in the "m=application" media line in the application/sdp MIME body in the received SIP MESSAGE request, 
i)
shall extract the initiator URI from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46]. If the initiator URI deviates from the public service identity of the participating MCPTT function serving the MCPTT user, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;
ii)
shall convert the initiator URI to a UID as described in 3GPP TS 33.179 [46];

iii)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.179 [46];
iv)
if authentication verification of the MIKEY-SAKKE I_MESSAGE fails, shall reject the SIP MESSAGE request with a SIP 488 (Not Acceptable Here) response as specified in IETF RFC 4567 [47], and include warning text set to "136 authentication of the MIKEY-SAKE I_MESSAGE failed" in a Warning header field as specified in subclause 4.4 and shall not continue with the rest of the steps;

v)
shall extract and decrypt the encapsulated MSCCK using the participating MCPTT function's (KMS provisioned) UID key as described in 3GPP TS 33.179 [46]; and

vi)
shall extract the MSCCK-ID, from the payload as specified in 3GPP TS 33.179 [46];
g)
shall listen to the general purpose MBMS subchannel defined in the "m=application" media line in the application/sdp MIME body in the received SIP MESSAGE request when entering an MBMS service area where the announced MBMS bearer is available; and

h)
shall check the condition for sending a listening status report as specified in the subclause 14.3.3; and

2)
if the <mbms-service-areas> element contains a value equal to "0":

a)
shall discard a previously stored <announcement> element identified by the value of the <TMGI>;

b)
shall remove the association with the stored application/sdp MIME body and stop listening to the general purpose MBMS subchannel;

c)
 if no more <announcement> elements associated with the stored application/sdp MIME body are stored in the MCPTT client, shall remove the stored application/sdp MIME body; and

d)
check the condition for sending a listening status report as specified in the subclause 14.3.3.

