Page 1



3GPP TSG-CT WG1 Meeting #101
C1-165140
Reno, NV (USA), 14-18 November 2016
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.380
	CR
	0088
	rev
	1
	Current version:
	13.2.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	x
	Radio Access Network
	
	Core Network
	x


	

	Title:

	Media plane security

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	C1

	
	

	Work item code:
	MCPTT-CT
	
	Date:
	2016-11-11

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Section 13 incorrectly specifies that GMK is used for confidentiality protection of both RTP and RTCP (including floor control messages transport) of MCPTT group calls and that controlling MCPTT function, participating MCPTT function and non-controlling MCPTT function are aware of GMK.

However, TS 33.179 expects that GMK is known only to the UEs and controlling MCPTT function, participating MCPTT function and non-controlling MCPTT function are expected to protect floor control messages using SPK, CSK or MKFC.

Similar applies for private MCPTT calls where section 13 incorrectly specifies that PCK is used for confidentiality protection of both RTP and RTCP (including floor control messages transport) of MCPTT private calls.

However, TS 33.179 expects that controlling MCPTT function and participating MCPTT function protect floor control messages using SPK, or CSK.

Integrity protetion is not specified in section 13 at all.

	
	

	Summary of change:
	Media plane security is corrected as follows:

- it is described which key is used for each type of call and each type of message
- procedures for confidentiality and integrity protection are added

Changes from revision agreed in Oct 2016 CT1 meeting:

- CR is dependent on TS 33.179 CR#0024
- MBMS subchannel control messages protection added as decided by SA3 in 33.179 CR#0024
- protection of floor control messages sent over the MBMS subchannel between the MCPTT client and the participating MCPTT function serving the the MCPTT client is not negotiated.

	
	

	Consequences if not approved:
	Not possible to secure media plane.

	
	

	Clauses affected:
	3, 13.1, 13.2, 13.3, 13.3.1, 13.3.2, 13.3.3, 13.3.4, 13.3.5

	
	

	
	Y
	N
	
	

	Other specs
	X
	
	 Other core specifications

	33.179 CR#0024

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** Next change *****
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term or definition defined in the present document takes precedence over the definition of the same term or definition, if any, in 3GPP TR 21.905 [1].

Active floor request queue: The floor request queue used by the floor control server to queue received Floor Request messages.

Controlling MCPTT function: The MCPTT server performing a controlling role.
Conversation: A number of media bursts exchanged between participants in a group call session.

Effective priority: The priority decision determined by the floor control server based on multiple input parameters like floor priority, participant type, type of call etc. of the current floor request and of the current participant to which floor is granted if any and the local policy.

MBMS bearer: The service provided by the EPS to deliver the same IP datagrams to multiple receivers in a designated location.

MBMS subchannel: A logical channel which uses resources of an activated and announced MBMS bearer identified by the TMGI of the MBMS bearer and additional parameters, like UDP port, associated to a group or the MBMS subchannel used to e.g. inform when a conversation in a group call is started or ended.

NOTE: 
In this release of the specifications the UDP port is the only parameter used for enabling the differentiation of media and media plane control packets belonging to different groups over the same MBMS bearer by a receiving MCPTT client.

Media burst: A flow of media from an MCPTT client that has the permission to send media.

Media plane control protocols: Protocols in the media plane used for floor control, pre-established session call control and MBMS subchannel control.
Participating MCPTT function: The MCPTT server performing a participating role.

Passive floor request queue: The floor request queue used by the non-controlling MCPTT function to store received Floor Request messages for monitoring purposes.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.179 [5] apply:

Floor control

Floor participant

Floor control server

Group call

MCPTT call

MCPTT server performing a controlling role

MCPTT server performing a participating role

MCPTT user

Mission critical push to talk

Private call

SIP core

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.379 [2] apply:

Non-controlling MCPTT function of an MCPTT group

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.179 [14] apply:

Client Server Key (CSK)

Client Server Key Identifier (CSK-ID)

Group Master Key (GMK)

Group Master Key Identifier (GMK-ID)

Multicast Floor Control Key (MKFC)

Multicast Floor Control Key Identifier (MKFC-ID)

Private Call Key (PCK)

Private Call Key Identifier (PCK-ID)

Signalling Protection Key (SPK)

Signalling Protection Key Identifier (SPK-ID)
MBMS SubChannel Control Key (MSCCK)

MBMS SubChannel Control Key Identifier (MSCCK-ID)
For the purposes of the present document, the following terms and definitions given in IETF RFC 3711 [16] apply:
SRTP master key (SRTP-MK)

SRTP master key identifier (SRTP-MKI)

SRTP master salt (SRTP-MS)
***** Next change *****
13.1
General

Media plane security provides integrity and confidentiality protection of individual media streams and media plane control messages in MCPTT sessions.
The media plane security is based on 3GPP MCPTT security solution including key management and end-to-end media and floor control messages protection as defined in 3GPP TS 33.179 [14].

Various keys and associated key identifiers protect:

1.
RTP transported media;

2.
RTCP transported media control messages (i.e. RTCP SR packets, RTCP RR packets, RTCP SDES packets);

3.
RTCP APP transported floor control messages;

4.
RTCP APP transported pre-established session call control messages; and

5.
RTCP APP transported MBMS subchannel control messages.

In an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

1.
if protection of media is negotiated, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by an MCPTT clients;

2.
if protection of floor control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the the MCPTT client is negotiated, the CSK and the CSK-ID protect the floor control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function;
3.
if protection of floor control messages sent over the MBMS subchannel between the MCPTT client and the participating MCPTT function serving the the MCPTT client is required, the MKFC and the MKFC-ID of the MCPTT group protect the floor control messages sent over the MBMS subchannel by the participating MCPTT function to the MCPTT client;

4.
if protection of floor control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the participating MCPTT function and the controlling MCPTT function;
5.
if protection of media control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the the MCPTT client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function; and
6.
if protection of media control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCPTT function and the controlling MCPTT function.
In an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:

1.
if protection of media is negotiated, the GMK and the GMK-ID of the temporary MCPTT group protect the media sent and received by an MCPTT client;
2.
if protection of floor control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the the MCPTT client is negotiated, the CSK and the CSK-ID protect the floor control messages sent and received using unicast by the MCPTT client and by the participating MCPTT function;
3.
if protection of floor control messages sent over the MBMS subchannel between the MCPTT client and the participating MCPTT function serving the the MCPTT client is required, the MKFC and the MKFC-ID of the temporary MCPTT group protect the floor control messages sent over the MBMS subchannel by the participating MCPTT function to the MCPTT client;

4.
if protection of floor control messages between the participating MCPTT function and the non-controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the participating MCPTT function and the non-controlling MCPTT function;

5.
if protection of floor control messages between the non-controlling MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the non-controlling MCPTT function and the controlling MCPTT function;
6.
if protection of media control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the the MCPTT client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function;
7.
if protection of media control messages between the participating MCPTT function and the non-controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCPTT function and the non-controlling MCPTT function; and
8.
if protection of media control messages between the non-controlling MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the non-controlling MCPTT function and the controlling MCPTT function.
In an on-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by the MCPTT clients;

2.
if protection of floor control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the the MCPTT client is negotiated, the CSK and the CSK-ID protect the floor control messages sent and received by the MCPTT client and by the participating MCPTT function;
3.
if protection of floor control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the floor control messages sent and received between the participating MCPTT function and the controlling MCPTT function;

4.
if protection of media control messages sent using unicast between the MCPTT client and the participating MCPTT function serving the the MCPTT client is negotiated, the CSK and the CSK-ID protect the media control messages sent and received using unicast by the MCPTT client and by a participating MCPTT function; and
5.
if protection of media control messages between the participating MCPTT function and the controlling MCPTT function is negotiated, the SPK and the SPK-ID protect the media control messages sent and received between the participating MCPTT function and the controlling MCPTT function.
In an off-network group call of an MCPTT group:

1.
if protection of media is announced, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by an MCPTT client;

2.
if protection of floor control messages is announced, the GMK and the GMK-ID of the MCPTT group protect the floor control messages sent and received by an MCPTT client; and

3.
if protection of media control messages is announced, the GMK and the GMK-ID of the MCPTT group protect the media sent and received by an MCPTT client.

In an off-network private call:

1.
if protection of media is negotiated, the PCK and the PCK-ID protect media sent and received by an MCPTT client;

2.
if protection of floor control messages is negotiated, the PCK and the PCK-ID protect floor control messages sent and received by an MCPTT client; and

3.
if protection of media control messages is negotiated, the PCK and the PCK-ID protect media control messages and received by an MCPTT client.

In an pre-established session, if the pre-established session call control messages between the MCPTT client and the participating MCPTT function serving the the MCPTT client are negotiated to be protected, the CSK and the CSK-ID protect the pre-established session call control messages sent and received by the MCPTT client and by the participating MCPTT function serving the MCPTT client.
If protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer is required, the MSCCK and the MSCCK-ID associated with the MBMS bearer protect the MBMS subchannel control messages sent over the general purpose MBMS subchannel of the MBMS bearer by the participating MCPTT function to the MCPTT client.
The GMK and the GMK-ID are distributed to the MCPTT clients using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12].

The CSK and the CSK-ID are generated by the MCPTT client and provided to the participating MCPTT function serving the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2].

The MKFC and the MKFC-ID are distributed to the MCPTT clients using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12]. The MKFC and the MKFC-ID are distributed to the controlling MCPTT function using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] and the controlling MCPTT function provides the MKFC and the MKFC-ID to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2].
The SPK and the SPK-ID are configured in the participating MCPTT function, the controlling MCPTT function and the non-controlling MCPTT function.

The PCK and the PCK-ID are generated by the MCPTT client initiating the private call and provided to the MCPTT client receiving the private call using SIP signalling according to 3GPP TS 24.379 [2], using Connect message described in subclause 8.3.4 or using MONP signalling according to 3GPP TS 24.379 [2].

The MSCCK and the MSCCK-ID associated with an MBMS bearer are generated by the participating MCPTT function which activated the MBMS bearer and are provided to one or more served MCPTTs clients using SIP signalling according to 3GPP TS 24.379 [2].


***** Next change *****
13.2
Derivation of SRTP/SRTCP master keys

Each key (i.e. CSK, GMK, MKFC, PCK, SPK, MSCCK) and its associated key identifier (i.e. CSK-ID, GMK-ID, MKFC-ID, PCK-ID, SPK-ID, MSCCK-ID) described in subclause 13.1 are used to derive SRTP-MK, SRTP-MS and SRTP-MKI.

SRTP-MK, SRTP-MS and SRTP-MKI are used in encryption of media or floor control messages in SRTP as specified in IETF RFC 3711 [16] and 3GPP TS 33.179 [14].


***** Next change *****
13.3
Media plane encryption and decryption

13.3.1
General


Void.
13.3.2
The participating MCPTT function

The participating MCPTT function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
if protection of floor control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were received from the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall encrypt floor control messages sent using unicast to the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)
shall decrypt floor control messages received using unicast from the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

3.
if protection of floor control messages sent over the MBMS subchannel between the participating MCPTT function and the MCPTT client is required and the MKFC and the MKFC-ID were received from the controlling MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall encrypt floor control messages sent over the MBMS subchannel according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MFKC and MKFC-ID as specified in subclause 13.2;
4.
if protection of floor control messages between the participating MCPTT function and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the participating MCPTT function:

A)
shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
5.
if protection of floor control messages between the participating MCPTT function and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the participating MCPTT function:

A)
shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
6.
if protection of pre-established session call control messages between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were received from the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall encrypt pre-established session call control messages sent to the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)
shall decrypt pre-established session call control messages received from served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

7.
if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated between the participating MCPTT function and the MCPTT client and the CSK and the CSK-ID were received from the MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];
A)
shall encrypt media control messages sent using unicast to the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)
shall decrypt media control messages received using unicast from the served MCPTT client according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

8.
if protection of media control messages between the participating MCPTT function and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the participating MCPTT function:

A)
shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
9.
if protection of media control messages between the participating MCPTT function and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the participating MCPTT function:

A)
shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
10.
if protection of MBMS subchannel control messages sent over the general purpose MBMS subchannel of an MBMS bearer is required and the MSCCK and the MSCCK-ID associated with the MBMS bearer were sent to one or more served MCPTT clients using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall encrypt MBMS subchannel control messages sent over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in subclause 13.2.


































13.3.3
The MCPTT client

The MCPTT client:

1.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of media is negotiated and the GMK and the GMK-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)
if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)
if protection of floor control messages sent over the MBMS subchannel is required and the MKFC and the MKFC-ID of the MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the MCPTT group:
i)
shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MFKC and MKFC-ID as specified in subclause 13.2; and

D)
if protection of media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

2.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of media is negotiated and the GMK and the GMK-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the constituent MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID of the temporary MCPTT group as specified in subclause 13.2;
B)
if protection of floor control messages sent using unicast is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt floor control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;
C)
if protection of floor control messages sent over the MBMS subchannel is required and the MKFC and the MKFC-ID of the temporary MCPTT group were received using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the constituent MCPTT group:
i)
shall decrypt floor control messages received over the MBMS subchannel for floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MFKC and MKFC-ID of the temporary MCPTT group as specified in subclause 13.2; and

D)
if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

3.
in an on-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using SIP signalling according to 3GPP TS 24.379 [2];

then:
i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; 

B)
if protection of floor control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and

D)
if protection of media media control messages sent using unicast between the participating MCPTT function and the MCPTT client is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

i)
shall encrypt media control messages sent using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
ii)
shall decrypt media control messages received using unicast according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2;

4.
in an off-network group call of an MCPTT group:

A)
if protection of media is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the MCPTT group:

i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
B)
if protection of floor control messages is announced and the GMK and the GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the MCPTT group:

i)
shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and

C)
if protection of media control messages is announced and the GMK and GMK-ID of the MCPTT group were received when on-network using the group document subscription and notification procedure specified in 3GPP TS 24.381 [12] for the MCPTT group:

i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the GMK and GMK-ID as specified in subclause 13.2;
5.
in an off-network private call:

A)
if:

i)
protection of media is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];

then:
i)
shall encrypt sent media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received media according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
B)
if:

i)
protection of floor control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of floor control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2].


then:

i)
shall encrypt sent floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received floor control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK -ID as specified in subclause 13.2; and

C)
if:

i)
protection of media control messages is negotiated in originating call and the PCK and the PCK-ID were sent to the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2]; or

ii)
protection of media control messages is negotiated in terminating call and the PCK and the PCK-ID were received from the remote MCPTT client using MONP signalling according to 3GPP TS 24.379 [2];

then:
i)
shall encrypt sent sent media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2; and
ii)
shall decrypt received received media control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the PCK and PCK-ID as specified in subclause 13.2;
6.
if protection of pre-established session control messages is negotiated and the CSK and the CSK-ID were sent to the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:

A)
shall encrypt sent pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
B)
shall decrypt received pre-established session call control messages according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the CSK and CSK-ID as specified in subclause 13.2; and
6.
if the MSCCK and the MSCCK-ID associated with the MBMS bearer were received from the participating MCPTT function using SIP signalling according to 3GPP TS 24.379 [2]:
A)
shall decrypt MBMS subchannel control messages received over the general purpose MBMS subchannel of the MBMS bearer according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the MSCCK and MSCCK-ID associated with the MBMS bearer as specified in subclause 13.2.
















13.3.4
The controlling MCPTT function

The controlling MCPTT function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
in an on-network group call of an MCPTT group which is not a constituent MCPTT group of a temporary MCPTT group:

A)
if protection of floor control messages between the controlling MCPTT function and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT function:

i)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCPTT function and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT function:

i)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

3.
in an on-network group call of an MCPTT group which is a constituent MCPTT group of a temporary MCPTT group:
A)
if protection of floor control messages between the controlling MCPTT function and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT function:

i)
shall encrypt floor control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCPTT function and the non-controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT function:

i)
shall encrypt media control messages sent to the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)
shall decrypt media control messages received from the non-controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

4.
in an on-network private call:

A)
if protection of floor control messages between the controlling MCPTT function and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT function:

i)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
ii)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

B)
if protection of media control messages between the controlling MCPTT function and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the controlling MCPTT function:

i)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;

ii)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.










13.3.5
The non-controlling MCPTT function

The non-controlling MCPTT function:

1.
if protection of media is negotiated, shall be transparent to RTP media streams and shall forward encrypted RTP media streams without decrypting the payload;
2.
if protection of floor control messages between the non-controlling MCPTT function and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT function:

A)
shall encrypt floor control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt floor control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
3.
if protection of floor control messages between the non-controlling MCPTT function and the controlling CPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT function:

A)
shall encrypt floor control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt floor control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2;
4)
if protection of media control messages between the non-controlling MCPTT function and the participating MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT function:

A)
shall encrypt media control messages sent to the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt media control messages received from the participating MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and

5)
if protection of media control messages between the non-controlling MCPTT function and the controlling MCPTT function is negotiated and the SPK and the SPK-ID are configured in the non-controlling MCPTT function:

A)
shall encrypt media control messages sent to the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2; and
B)
shall decrypt media control messages received from the controlling MCPTT function according to IETF RFC 3711 [16] and 3GPP TS 33.179 [14] using SRTP-MK, SRTP-MS and SRTP-MKI generated using the SPK and SPK-ID as specified in subclause 13.2.










