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Discussion:

As part of the Rel-9 work,  CT1 has agreed on the definition of an Info package for transport of DTMF digits in SIP INFO request, using the mechanism as defined in RFC 6086. The package is defined as infoDtmf in 24.229 and was introduced in a CR in tdoc C1-132577.

It is the understanding of the author that the infoDtmf package is not used for the feature Overlap dialing.

When trying to get infoDtmf IANA registered we have received the following comments:
From: Adam Roach [mailto:adam@nostrum.com] 

Sent: 03 November 2016 11:56 PM

To: iana-prot-param-comment@iana.org
Cc: Frederic Firmin

Subject: Re: [IANA #934824] General Request for Assignment (sip-parameters - Info Packages)

cc frederic.firmin@etsi.org
I would like to draw the registrants' attention to the following passage from RFC 6086:

    The Info Package mechanism does not define a delivery order

    mechanism.  Info Packages can rely on the CSeq header field [RFC3261]

    to detect if an INFO request is received out of order.

    If specific applications need additional mechanisms for order of

    delivery, those mechanisms, and related procedures, are specified as

    part of the associated Info Package (e.g., the use of sequence

    numbers within the application data).

TS 24.229 does not give any consideration to INFO message re-ordering. 

As a consequence, it is not clear whether recipients of out-of-order DTMF payloads will simply accept the re-ordering (resulting in incorrect service behavior), re-order digits based on CSeq numbers (which would require some kind of quarantine of digits until enough time has passed), or discard INFO messages with "stale" CSeq values (again leading to incorrect service behavior).

Because this issue is unaddressed, it is questionable in my mind whether this package specification satisfies the RFC 5226 "Specification Required" criteria of being "sufficiently clear to allow interoperable implementations." I would request that the registrant withdraw the registration request, and re-submit after this protocol issue has been cured. I propose that the simplest change possible to fix this issue would be specifying that only one INFO message of the package infoDtmf can be outstanding per dialog at any given time.

If the registrant does not wish to fix this issue, I will need to confer with other SIP experts before determining whether this flaw is sufficient to reject registration. For the moment, this package should not be registered.

As an additional comment, which has no bearing on the suitability of registration of the Info package, I would expect the security considerations portion of the Info package to mention that the information conveyed via DTMF may include sensitive personal information, such as credit card numbers and PINs; and that the contents of these bodies -- whether in transit or in logs -- should be protected from unauthorized disclosure.

Thanks!

/a

Way forward:

CT1 is asked to discuss the suggestions from IANA on the identified issues

