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	1) Currently the wording in TS 24.008 mandates the support and use of integrity protection in A/Gb mode for all MSs and networks, although stage 2 (TS 43.064 and TS 43.020) explicitly mention only EC-GSM-IoT as use case for which integrity protection is required.
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2) Add an editor's note to the effect that for the case when an MS supporting EC-GSM-IoT is initiating an attach procedure in a cell not supporting EC-GSM-IoT it is FFS whether all messages need to be integrity protected.
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4.7.1.2a
Integrity protection of layer 3 signalling messages (A/Gb mode only and when integrity protection is required)
4.7.1.2a.1
General
The requirements in subclause 4.7.1.2a are only applicable for MSs and networks supporting EC-GSM-IoT.

For the MS, integrity protected signalling is mandatory for the GMM messages and SM messagres once a valid UMTS security context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the GMM messages and SM messages once authentication and ciphering procedure is initiated by the network. Integrity protection of all GMM signalling messages and SM messages is the responsibility of the LLC layer. In addition, the GMM layer protects the AUTHENTICATION AND CIPHERING REQUEST message and the AUTHENTICATION AND CIPHERING RESPONSE message by a message authentication code (MAC) calculated at the GMM layer when an authentication takes place in the Authentication and Ciphering procedure. This message authentication code is included in the AUTHENTICATION AND CIPHERING REQUEST message and the AUTHENTICATION AND CIPHERING RESPONSE message. The GMM layer is always using the new UMTS security context derived from the AKA taking place in the Authentication and Ciphering procedure when calculating the message authentication code (MAC) at GMM layer.

The GMM layer activates integrity protection in the LLC layer by providing an indication when integrity protection shall be started. 

Integrity protection is initiated in the MS upon request from the network. This is done using the authentication and ciphering procedure at the GMM layer (3GPP TS 43.020 [13] and 3GPP TS 44.064 [78a]).
Details of the integrity protection and verification of GMM signalling messages are specified in 3GPP TS 43.020 [13].
4.7.1.2a.2
Integrity checking of GMM signalling messages in the MS
Except the messages listed below, no GMM signalling messages shall be processed by the receiving GMM entity in the MS or forwarded to the SM entity, unless the use of integrity protection has been successfully negotiated:

-
GMM messages:

-
IDENTITY REQUEST (only if the requested identification parameter is IMSI)

-
ATTACH REJECT (if the cause is not #25)
-
AUTHENTICATION AND CIPHERING REJECT
-
ROUTING AREA UPDATE REJECT (if the cause is not #25)
-
DETACH ACCEPT (for non power-off) 
NOTE:
These messages are accepted by the MS without integrity protection, as in certain situations they are sent by the network before integrity protection can be activated.

All SM messages shall be integrity protected.

Editor’s note [WI EASE_EC_GSM; CR#3023]:
Whether the first part of subclause 4.7.1.2a.2, up to this editor's note, is applicable for the case when an MS supporting EC-GSM-IoT is initiating an attach procedure in a cell not supporting EC-GSM-IoT is FFS.

Once the integrity protection has been successfully negotiated, the receiving GMM or SM entity in the MS shall not process any GMM signalling messages unless they have been successfully integrity checked by the LLC layer. If GMM signalling messages, having not successfully passed the integrity check, are received, then the LLC layer in the MS discards that message. The processing of the AUTHENTICATION AND CIPHERING REQUEST message, at authentication, that has not successfully passed the integrity check at GMM layer is specified in subclause 4.7.7.2. If any GMM or SM signalling message is received without integrity protection even though integrity protection has been successfully negotiated, then the GMM layer shall discard this message.
