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[bookmark: _Toc36655751]…
15.2	Authentication procedure for 5G AKA
***** First change *****
[bookmark: _Hlk10217141]15.2.1	Authentication procedure for 5G AKA - Authentication is successful
[bookmark: _Hlk10196229][bookmark: _Hlk9934413]…
15.2.1.4.2	Procedure
a) The UE is switched on.
b) [bookmark: _Hlk9867787][bookmark: _Hlk10196680]Upon reception of an RRCSetupRequest message from the UE, NRNG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c) After receipt of a REGISTRATION REQUEST message from the UE during registration, the NRNG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
Authentication parameter RAND (5G authentication challenge): 	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d) [bookmark: _Hlk9867760]e)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e) [bookmark: _Hlk9872520]f)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f) g)	The NG-SS sends a REGISTRATION ACCEPT message. 
h)	5G-GUTI: 	24408300010266436587
i)	TAI:	42 34 80 00 00 01
g) j)	The UE sends a REGISTRATION COMPLETE message.
***** Next change *****
15.2.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in REGISTRATION AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication result message identity:	‘0101 1010’B
ngKSI:	same value as in the AUTHENTICATION REQUEST message
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message
Note: Invalidation of the EF is described in TS 31.102 [4].
6)	After step f) the ME updates EF5GS3GPPNSC and EF5GAUTHKEYS as shown below.
***** Editorial change *****
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF: 	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value 
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS 
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF: 	value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	Bxx

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	..
	xx



…
***** Next change *****
15.2.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
…
15.2.2.3 Test purpose
1) To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK Kc.
2) To verify that the ME stores the 5GS 3GPP access NAS security context parameters and the 5G authentication keys inside the ME non-volatile memory when Service n°122 and Service n°123 are not available on the USIM.
***** Next change *****
15.2.2.4.2	Procedure
a) The UE is switched on.
b) Upon reception of an RRCSetupRequest message from the UE, NRNG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c) After receipt of a REGISTRATION REQUEST message from the UE during registration, the NRNG-SS initiates the 5G AKA authentication procedure and sends 5G-AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
[bookmark: _Hlk10553173]ngKSI:
NAS key set identifier:	'000' 
TSC:		'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value 
d) Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK Kc using conversion function c3.
e) Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f) The NG-SS sends a REGISTRATION ACCEPT message contains: 
5G-GUTI:	24408300010266436587
TAI:		42 34 80 00 00 01
g) The UE sends a REGISTRATION COMPLETE message, the NG-SS sends RRCRelease message.
h) The UE is switched off or the UE's radio interface is switched off to perform performs the DEREGISTRATION  procedure.
i) The ME UE is switched on.
j) The UE sends REGISTRATION REQUEST message, indicates the 5GS mobile identity information element type "5G-GUTI"
5G-GUTI:	24408300010266436587
k) The NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security to activate NAS security, then the UE sends SECURITY MODE COMPLETE message.
l) The NG-SS sends REGISTRATION ACCEPT to the UE with:
5G-GUTI:	24408300010266436555
[bookmark: _Hlk10212560]TAI:	42 34 80 00 00 01
m) The UE sends a REGISTRATION COMPLETE message, the NG-SS sends RRCRelease message.
n) The UE is switched off or the UE's radio interface is switched off to perform performs the DEREGISTRATION  procedure.
15.2.2.5	Acceptance criteria
1)	After step a) the ME shall read EFUST.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9940797]3)	In step d) the ME forwards the RAND and AUTN received in REGISTRATION AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication result message identity	‘0101 1010’B
ngKSI:	same value in AUTHENTICATION REQUEST message
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42].
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	In step g) the ME acknowledge in the REGISTRATION COMPLETE message the received 5G-GUTI.
7)	During steps e) to g) the ME does not store GPRS Kc on the USIM.
8)	In step j) the UE shall indicate in the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI: 	24408300010266436587.
9)	In step k) the UE shall send SECURIY MODE COMPLETE message.
…
***** Next change *****
15.2.3	Authentication procedure 5G AKA – AUTN fails on the USIM
…
15.2.3.4.2	Procedure
a)	The UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AK' authentication procedure and sends 5G AKA challenge data in the AUTHENTICATION REQUEST message contains:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
Authentication parameter RAND (5G Authentication challenge): 	128 bits value
Authentication parameter AUTN (5G Authentication challenge):	128 bits value 
d)	Using the data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	The UICC returns AUTS parameter to the ME indicating that the verification of AUTN failed due to a synchronisation failure.
[bookmark: _Hlk10558067]f)	The UE transmits the AUTHENTICATION FAILURE message and starts the timer T3520, the NG-SS sends an AUTHENTICATION REQUEST message.
g)	After the reception of AUTHENTICATION REQUEST message from the NG-SS, the ME forwards the received RAND, AUTN to the UICC and stops the timer T3520.
h)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message
i)	Upon reception of REGISTRATION ACCEPT message with a new 5G-GUTI, Thethe UE sends a REGISTRATION COMPLETE message.
…
15.2.3.5	Acceptance criteria
1) 1)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
2) In step ef) the UE sends AUTHENTICATION FAILURE message indicating: 
3) 
5GMM cause:	#21 "Synch failure" 

Authentication Failure parameter:	AUTS (see 3GPP TS 33.102 [45]
4) )
5) 2)	In step g) after the reception of AUTHENTICATION REQUEST message the UE shall stop the timer T3520.
6) After step h) ME shall send AUTHENTICATION RESPONSE message containing the response calculated in the USIM (RES).
3)	After step h) ME shall send AUTHENTICATION RESPONSE message contains the response calculated in the USIM (RES).
…
***** Next change *****
15.2.4	Authentication procedure for 5G AKA - after SUPI is changed
…
15.2.4.3	Test purpose
1)	To verify that the ME generates the 5G NAS security context parameters and stores them inside the non- volatile memory in the ME together with the SUPI from the USIM.
2)	To verify that the UE deletes existing 5G NAS security context parameters from the ME’s non-volatile memory if SUPI is changed.
15.2.4.4	Method of test
15.2.4.4.1	Initial conditions
The NRNG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	 244/083/000001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is and theUICC is installed into the ME and the UE is powered on.
15.2.4.4.2	Procedure
a)	The UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NRNG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NRNG-SS initiates the 5G AKA authentication procedure and sends 5G AKA challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000' 
TSC:	'0'
Authentication parameter RAND (5G Authentication challenge): 	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value 
d)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, then the UE sends a SECURITY MODE COMPLETE message.
e)	The NG-SS sends a REGISTRATION ACCEPT message. 
5G-GUTI: 	24408300010266436587
TAI:		42 34 80 00 00 01
f)	The UE sends a REGISTRATION COMPLETE message, the NG-SS sends RRCRelease message.
g)	The UE is switched off or the UE's radio interface is switched off to perform performs the DEREGISTRATION   procedure.
h)	Change the UICC configuration by setting the IMSI to (246081685533963), then switch the ME on.  
[bookmark: _Hlk10565678]i)	After the receipt of REGISTRATION REQUEST message from the UE during registrationsends, the NG-SS transmits a SECURITY MODE COMMAND message using the last calculated KAMF indicated by the ngKSI to activate NAS security.
j)	The UE sends SECURITY MODE REJECT message.
k)	The UE is switched off.
***** End of changes *****


