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* * * First Change * * * *
[bookmark: _Toc27490566][bookmark: _Toc27556859][bookmark: _Toc27723776][bookmark: _Toc36030841][bookmark: _Toc36042761][bookmark: _Toc36814085][bookmark: _Toc27490567][bookmark: _Toc27556860][bookmark: _Toc27723777]5.4.15.2	Packet rate enforcement over Sxb and N4 interfaces
The CP function may instruct the UP function to perform packet rate enforcement, during the establishment or the modification of a PFCP session, over the Sxb and N4 reference points.
The CP function shall control packet rate enforcement in the UP function by:
1)	creating the necessary PDR(s) to represent the uplink or downlink traffic to be enforced, if not already existing;
2)	creating QER(s) containing the Packet Rate IE with one or more of the following enforcement rules and information:
-	Maximum Uplink/Downlink Packet Rates (i.e. Number of Uplink/Downlink Packets Allowed and Time units that determine the time periods for limiting the packet rates);
-	Additional Maximum Uplink/Downlink Packet Rates (i.e. Number of Additional Uplink/Downlink Packets Allowed and Time units that determine the time periods for limiting the packet rates), if additional packets are allowed to be sent beyond the maximum Uplink/Downlink Packet Rates;
The QER may also contain the Packet Rate Status IE to indicate remaining numbers of allowed packets until a given time.
The QER may also contain the QER Control Indications IE with Rate Control Status Reporting (RCSR) flag, indicating the UP function shall report to the CP function the status of the packet rate usage when the PFCP session is released.
3)	associating the QER to the UL and/or DL PDRs of the traffic for which packet rate enforcement is required.
4)	indicating "MO Exception Data" with MOED flag set to "1" in QER Control Indications IE; or indicating non "MO Exception Data" (i.e. Normal Data) with NORD flag set to "1" in QER Control Indications IE.
When so instructed, the UP function shall proceed as follows:
1)	the UP function shall count UL/DL packets within the time period (e.g. per minute, per day, etc.) and if the 'maximum allowed rate' is reached, the UP function shall discard, or delay further packets.
2)	Once an UPF receives "MO Exception Data" indicationIf 'Additional Maximum Uplink/Downlink Packet Rates' are provided, the UPF shall consider 'maximum allowed rate' is equal to the 'number of packets per time unit' plus the 'number of additional allowed exception report packets per time unit';. Once an UPF receives non "MO Exception Data" indicationOtherwise, the UPF shall consider 'maximum allowed rate' is equal to the 'number of packets per time unit'.
3)	If the CP function has requested to report the rate control status, the UP function shall send to the CP function the Packet Rate Status IE, when the PFCP session is released. Otherwise, the UP function shall not send the Packet Rate Status IE to the CP function during the release of the PFCP session.
4)	If the CP function provided Packet Rate Status information, then the UP function shall first enforce the rules in the Packet Rate Status IE until either the packet rate limits are reached, or the rule validity time expires. Only after this shall the UP function enforce the rules in the Packet Rate IE.
[bookmark: _Toc36030842][bookmark: _Toc36042762][bookmark: _Toc36814086][bookmark: _Toc19717101][bookmark: _Toc27490568][bookmark: _Toc27556861][bookmark: _Toc27723778]5.4.15.3	PGW and SMF behaviour
A PGW, SMF or SMF/PGW shall apply APN rate control, Small Data Rate Control and Serving PLMN rate control by instructing the UP function to perform packet rate enforcement as described in clause 5.4.15.2 with the following additions:
-	Serving PLMN rate control:
-	the Maximum Downlink Packet Rate shall be set to the DL rate permitted by the Serving PLMN rate control parameters;
-	the CP function shall indicate to the UP function to not report the status of the packet rate usage.
NOTE:	Serving PLMN rate control applies only to control plane PDU sessions and PDN connections. Uplink rate for Serving PLMN rate control is enforced by the MME or SMF, so it does not require support from the UP function.
-	Small Data Rate Control:
-	the CP function shall indicate to the UP function to report the status of the packet rate usage;
-	the QER shall be associated to all the DL/UL PDRs of the PDU session;
-	the CP function shall indicate "MO Exception Data" or non "MO Exception Data" to the UP function, if 'Additional Maximum Uplink/Downlink Packet Rates' is provided.
-	APN rate control:
-	the CP function shall indicate to the UP function to report the status of the packet rate usage;
-	the QER shall be associated to all the PDRs of all PDN connections of the UE to the same APN, using the QER Correlation ID (see clause 5.2.1).
-	the CP function shall indicate "MO Exception Data" or non "MO Exception Data" to the UP function, if 'Additional Maximum Uplink/Downlink Packet Rates' is provided. 
Editor's Note: CT4 is waiting an SA2 reply on whether Small Data Rate Control and APN rate control are distinct functionalities for 5GC interworking with EPC. If this is the case, the SMF/PGW behaviour towards the UPF during mobility between EPC and 5GC needs to be specified, e.g. how to switch between packet rate enforcement for APN rate control and packet rate enforcement for Small Data rate Control, how to handle rate control status and how the SMF associates a rate control status reported in a PFCP session report request or PFCP deletion response with APN rate control or Small Data rate control e.g. by including a QER ID in the corresponding report. Besides, for a PDU session supporting EPS interworking, additional PDRs are set up in the UPF for S5/S8 tunnels before the mobility to EPS, and these PDRs should not be associated to the QER used for small data rate control.
Editor's Note: It is FFS on how the UE can change the UL data "type" between "MO Exception Data" and non "MO Exception Data" in Connected state.
* * * 2nd Change * * * *
[bookmark: _Toc19717303][bookmark: _Toc27490797][bookmark: _Toc27557090][bookmark: _Toc27724007][bookmark: _Toc36031079][bookmark: _Toc36042999][bookmark: _Toc36814324]7.5.4.5	Update QER IE within PFCP Session Modification Request
The Update QER grouped IE shall be encoded as shown in Figure 7.5.4.5-1.
Table 7.5.4.5-1: Update QER IE within PFCP Session Modification Request
	Octet 1 and 2
	
	Update QER IE Type = 14 (decimal)

	Octets 3 and 4
	
	Length = n

	Information elements
	P
	Condition / Comment
	Appl.
	IE Type

	
	
	
	Sxa
	Sxb
	Sxc
	N4
	

	QER ID
	M
	This IE shall uniquely identify the QER among all the QRs configured for that PFCP session
	-
	X
	X
	X
	QER ID

	QER Correlation ID
	C
	This IE shall be present if the QER correlation ID in this QER needs to be modified.
See NOTE 1.
	-
	X
	-
	X
	QER Correlation ID

	Gate Status
	C
	This IE shall be present if the Gate Status needs to be modified. When present, it shall indicate whether the packets are allowed to be forwarded (the gate is open) or shall be discarded (the gate is closed) in the uplink and/or downlink directions.
See NOTE 1.
	-
	X
	X
	X
	Gate Status

	Maximum Bitrate
	C
	This IE shall be present if an MBR enforcement action applied to packets matching this PDR need to be modified.
When present, this IE shall indicate the uplink and/or downlink maximum bit rate to be enforced for packets matching the PDR.

For EPC, this IE may be set to the value of:
-	the APN-AMBR, for a QER that is referenced by all the PDRs of the non-GBR bearers of a PDN connection;
-	the TDF session MBR, for a QER that is referenced by all the PDRs of a TDF session;
-	the bearer MBR, for a QER that is referenced by all the PDRs of a bearer;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

For 5GC, this IE may be set to the value of:
-	the Session-AMBR, for a QER that is referenced by all the PDRs of the non-GBR QoS flows of a PDU session;
-	the QoS Flow MBR, for a QER that is referenced by all the PDRs of a QoS Flow;
-	the SDF MBR, for a QER that is referenced by all the PDRs of a SDF.

See NOTE 1.
	-
	X
	X
	X
	MBR

	Guaranteed Bitrate
	C
	This IE shall be present if a GBR authorization to packets matching this PDR needs to be modified. When present, this IE shall indicate the authorized uplink and/or downlink guaranteed bit rate.

This IE may be set to the value of:
-	the aggregate GBR, for a QER that is referenced by all the PDRs of a GBR bearer;
-	the QoS Flow GBR, for a QER that is referenced by all the PDRs of a QoS Flow (for 5GC);
-	the SDF GBR, for a QER that is referenced by all the PDRs of a SDF.
See NOTE 1.
	-
	X
	X
	X
	GBR

	Packet Rate
	C
	This IE shall be present if a Packet Rate enforcement action (in terms of number of packets per time interval) need to be modified for packets matching this PDR. 
	-
	X
	-
	-
	Packet Rate

	DL Flow Level Marking
	C
	This IE shall be set if the DL Flow Level Marking IE needs to be modified.
See NOTE 1.
	-
	X
	X
	-
	DL Flow Level Marking

	QoS flow identifier
	C
	This IE shall be present if it needs to be modified.
	-
	-
	-
	X
	QFI

	Reflective QoS
	C
	This IE shall be present if the state of the Reflective QoS needs to be modified (activate if inactive, or deactivate the active Reflective QoS).
	-
	-
	-
	X
	RQI

	Paging Policy Indicator
	C
	This IE shall be present if it needs to be modified.
	-
	-
	-
	X
	Paging Policy Indicator

	Averaging Window
	O
	This IE may be present if the UP function is required to modify the Averaging Window. (NOTE 2)

	-
	-
	-
	X
	Averaging Window

	QER Control Indications
	C
	This IE shall be included if the CP function need to provide the updated QoS enforcement control information:
-	RCSR (Rate Control Status Reporting): the CP function shall set this bit "1" to request the UP function to report the rate control status when the PFCP session is released.
-	MOED (MO Exception Data): the CP function shall set this flag to "1" to indicate MO exception data as specified in clause 5.4.15.
-	NORD (Normal Data): the CP function shall set this flag to "1" to indicate non MO exception data, i.e. Normal data, as specified in clause 5.4.15.
	-
	X
	-
	X
	QER Control Indications

	NOTE 1:	The IEs which do not need to be modified shall not be included in the Update QER IE. The UP function shall continue to behave according to the values previously received for IEs not present in the Update QER IE.
NOTE 2:	As 5QI is not signalled over N4, one default averaging window shall be pre-configured in the UPF.



* * * 3rd Change * * * *
[bookmark: _Toc36031304][bookmark: _Toc36043224][bookmark: _Toc36814549]8.2.174	QER Control Indications
The QER Control Indications IE indicates flags applicable to a QER. It is coded as depicted in Figure 8.2.174-1.

	
	
	Bits
	

	
	Octets
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	1 to 2
	Type = 251 (decimal)
	

	
	3 to 4
	Length = n 
	

	
	5
	Spare
	Spare
	Spare
	Spare
	Spare
	SpareNORD
	SpareMOED
	RCSR
	

	
	6 to (n+4)
	These octet(s) is/are present only if explicitly specified
	


Figure 8.2.174-1: QER Control Indications
The following bits within Octet 5 shall indicate:
[bookmark: _GoBack]-	Bit 1 – RCSR (Rate Control Status Reporting): If this bit is set to "1", then the UP function shall report the rate control status when the PFCP session is released. If this bit is set to "0", then the UPF shall not report the rate control status (see clause 5.4.15).
[bookmark: _Hlk33617513]-	Bit 2 – MOED (MO Exception Data): if this bit is set to "1", this indicates "MO Exception Data". (See clause 5.4.15).
-	Bit 3 – NORD (Normal Data): if this bit is set to "1", this indicates non "MO Exception Data", i.e. Normal Data (See clause 5.4.15).
-	Bits 24 to 8 – Spare, for future use, shall be set to "0" by the sender and discarded by the receiver.

* * * End of Changes * * * *

